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JInueH3snoHHoe cornawenue

MoxanyicTa, BHUMaTebHO NpoYMTaiiTe AaHHOE NULLEH3MOHHOE CornalleHne
npexge, 4emM MCnosb30BaTb COAEPXKMMOE [AaHHOTO KOMMNeKTa u/unu npexae,
4yeM 3arpyxaTb UNK YCTaHaBAMBaTb NporpaMMHoe obecneyexue.

Bce ykasaHus no ncnonb3oBaHW0 NporpaMMHoro obecneveHus,
npefocTaBnsemMble 3aKpbiTbiM akKLMOHEPHbIM oblwecTBoM "AnapamnH P. [." (nnu
Nto6bIM ero JoYepHUM NPeanpuaTMeM — KaXKaoe M3 HUX YNMOMUHAeMoe Kak
"KOMMaHMa"), NOAYUHSAIOTCA U BYAYT NOAUMHATLCS YCIOBUSM, OTOBOPEHHBIM B
[aHHOM COrnaleHun. 3arpyxas 4aHHoe nporpaMMHoe obecnevyeHune (kak
onpeneneHo fanee no TeKCTy) U/Mnu ycTaHaBNMBas AaHHOE NporpaMMHoe
obecneyeHne Ha Baw komnbloTep M/mMnu MCNonb3ys AaHHOE NporpaMMHoe
obecneyeHne 1HbIM cnocoboM, Bbl npMHMMaeTe AaHHOE CornalleHue u
COrnawaeTech C ero yCi0BUAMU.

Ecnu Bbl He cornacHbl ¢ AaHHbBIM COMNALIEHWEM, HE 3arpyKaiTe u/unu He
yCTaHaBNMBaiiTe AaHHOE NPOrpaMMHoe obecneyeHne U HesaMeqIUTeNbHO (He
nosgHee 7 (ceMu) fiHel C AaTbl 03HAKOMIEHWS C HACTOSAILLMM TEKCTOM) BEpHUTE
370T NpoaykT B AO "AnapamH P..", ynanute aaHHoe nporpamMMHoe
obecreyeHne 1 BCe ero YacTu CO CBOEro KOMMbIOTEPA U HE UCMONb3YiiTe ero
HWMKOMM 0Bpazom.

HacToswee nuueH3noHHoe cornawenue (aanee "CornaweHue") agnsertcs
[I0rOBOPOM, 3aK/IKOUYEHHbIM Mexay Bamu (pu3nueckum nnm opuanyeckum
NULOM) — KOHeYHbIM nonb3oBatenem (nanee "Monb3oBatens”) — u AO "AnananH
P.[." (nanee "KoMnaHWA") OTHOCMTENbHO NEpefayn HeUCKIKYUTENbHOMO NpaBa
Ha MCMONb30BaHME HACTOSILLEro NPOrpaMMHOro obecneyeHus, SBASIOLLErocs
MHTeNNeKTyaNbHOM co6CTBEHHOCTbIO KoMnaHuu.

MpaBa 1 co6CTBEHHOCTD

OAHHOE COMALLEHME HE ABNAETCA COTNTALLEHMEM O MPOOAXE.
MporpamMmHoe obecnederne, BKOUas BCe NepepaboTku, MCMpaBneHns,
MoaubrKaLmMm, AONONHEHUS, OBHOBNEHNS U/MIW YCOBEPLLEHCTBOBAHMS K HEMY
(manee no BceMy TekcTy 1 ntobOI ero yactTn onpeaensemoe Kak [porpaMmmHoe
obecneyeHne unm MNO), 1 CBA3aHHAs C HUM JOKYMEHTauMs npefHasHavaetcs HE
ON4 NMPOLAXW u sBnseTcs U 0CTaéTCs UCKNIOUYUTENbHOM COBCTBEHHOCTbIO
KomnaHruu.

Bce npaBa Ha MHTeNneKTyanbHy COBCTBEHHOCTDb (BKOYas, 6e3 orpaHUyeHui,
aBTOPCKME NMpaBa, KOMMEepYeckyto TaliHy, TOBapHble 3Haku, U T.4.),
NOATBEPXKAEHHBIE UNU BKIOYEHHbIE B
NpUNOXeHHble/B3aMMOCBA3aHHblE/UMeloLLMe OTHOLWEHME K AaHHOMY
PYKOBOZLCTBY, AQHHble, cofiepxalumecs B HEM, a Takxe Bce npasa Ha M0
SABNAKTCA M ByAyT 9BNSTHCA COBCTBEHHOCTBIO UCKNKOUMTENBHO KOMNaHuu.
[aHHoe cornaweHve He nepenaét Bam npaea Ha MporpamMmHoe obecneyenue, a
NULWb NpefoCTaBNseT OrpaHMYeHHOe NPaBO Ha UCMO/b30BaHWe, KOTOpoe
NOANEXMUT OTMEHE COrnacHo ycnosuam aanHoro Cornawexus. HUUTO B JaHHOM
CornaweHuu He noaTBepxaaeT otkasz KoMnaHuu OT NpaB Ha MHTENNEKTYaNbHYO
CO6CTBEHHOCTb NO KakoMy 6bl TO HM 6bINIO 3aKOHOAATENLCTBY.

Jiuuensua

KoMnaHus HacToswmM npenoctasnseT Bam, a Bbl nonyyaete uuamsuayanHoe,
HEeUCKKYUTENbHOE M 0T3bIBaEMOE OrPaHMYEHHOE NPaBO Ha MCMONb30BaHWE
naHHoro 0 Tonbko B GopMe UCNONHAEMOTO KOAQ, Kak OMMCaHo B Npunaraemoi
K MO TexHn4eckon/3KCcnnyaTauMoHHOM JOKYMEHTALMU, U TONbKO B COOTBETCTBUM
C YCNOBUSIMU I@HHOTO

Cornawenums:

Bbl MOxXeTe ycTaHoBKTb 10 1 MCMOAB30BaTL €ro Ha KOMIMbloTepax,
pacnonoXeHHbIX B Npefenax Baiero npeanpuatus, kak onucaHo B
COOTBETCTBYHOLLEN TEXHUYECKOM/3KCNNYaTaLMOHHON AoKkyMeHTauum MO v B
HaCTOSLLEM COMNALIEHUM.

RU.AJIOE.03.01.020 32 01-6

Bbl MoxeTe no6aBUTb/NpucoeanHuTb MporpaMMHoe obecrneyeHne K
nporpaMMam ansi MoBUNbHbIX YCTPOICTB C AUHCTBEHHOM LieNblo, ONMUCAHHOMI B
naHHoM Cornawenuu. MprHUMas yCNoBMS HACTOSILLErO cornallexus, Bol
cornaiwaerech:

- He UCMonb30BaTh, He MOAUDULMPOBATL U HE BblAABATb CYONMLEH3UM HA
naHHoe [porpamMmHoe obecneyenne n noboe apyroe MO Komnanuu, 3a
UCK/TIOYEHMEM IBHBIX pa3pelueHnit B AaHHOM CornalleHuu;

- He MoAMdUUMPOBATb, He AEMOHTUPOBATb, HE AEKOMMNUANPOBATb, HE
PEKOHCTPYMpPOBaThb, HE BUAOWU3MEHSATb U HE PacmMpsTh AaHHoe [porpaMmHoe
obecneyeHne 1 He MbITaTbCs PACKPbITh (MOAYYUTL) UCXOAHbBIE KOAbI AAHHOTO
MporpaMmHoro obecneyexus;

- He nomeLatb AaHHoe porpaMmHoe obecneyeHne Ha cepsep C
BO3MOXHOCTbIO AOCTYMNA K HEMY TPETbUX JIULL Yepes OTKPbITYO CETb;

- He MCMonb30BaTh Kakue Bbl To HU BbINO pe3epBHbIE MK apXMBHbIE KOMWUK
nAaHHoro NporpaMmHoro obecneyerus (Man No3BoNSTb KOMy —nnbo ewé
MCNonb3oBaTb TakMe KOnmum) € NtobOI MHOW Lienblo, KpOMe 3aMeHbl ero
OPUrMHANBLHOIO 3K3EMNAsPa B CIy4ae ero paspyLweHns Uamu Hanmums nedexTos.

Tpe60BaHMA K UCNONb30BAHUIO

MporpamMHoe obecneyeHne AOMKHO MCMONb30BaTbCS M 0BCNYXMBATLCS CTPOro
B COOTBETCTBMUM C OMUCAHUSIMU U UHCTPYKLUMAMM KOMNaHWUK, NpUBEAEHHBIMU B
[aHHOM 1 Apyrnx foKyMeHTax KoMnaHuu, B TOM Ynucne Ha nopTane OHNainH
[OKyMeHTaumu Ans paspaborumkos Komnanuu (http://developer.aladdin-

rd.ru/).

WUcnonbsosanue MO
Monb3oBaTens Bnpase:

- Bocnpou3eoaunTb 10 nyTéM 3anncu ero B NamMaTb 3NEKTPOHHO —
BbIYMC/IUTENbHBIX MallKH [Monb30BaTeNs, OrpaHMYEHHOE NPaBOM UHCTANNALMM,
KONMpOBaHMA 1 3anycka nporpamm ang 3BM;

- BcTpamBaThb [10 ntobbiM cnocobom B NpoaykTbl U peluenns MNonb3oBatens;

- pacnpoctpaHaTb MO No6biM CNOCO6OM UCKIIOUYUTENBHO B COCTaBe NPOAYKTOB
1 peweHwuit Monb3osartens.

Mpu ucnonb3oBaHuu 1 pacnpoctpaHeHnu MO Monb3oBaTens 06s3aH
PYKOBOACTBOBATHLCA AEMCTBYIOLWMM 3aKOHOAATENbCTBOM Poccuiickon
®Depepaunm 1 MEXAYHAPOAHBIM 3aKOHOATENLCTBOM, YYUTHIBAS OrPaHUYEHUS U
[0NONHUTENbHblE Tpe6OoBaHMS, KOTOPble MOTYT BO3HMKATb B CBA3M C 3KCMOPTOM
wudpoBanbHbIX (Kpuntorpaduyecknx) CpeacTs ¢ Tepputopumn Poccuickon
®depepalnu 1 UMNOPTOM TakKMX CPeACTB B ApYyrue CTpaHbl. B yacTHocTy,
OrpaHNYeHns U ONOIHUTESIbHbIE Tpe6osaHm| MOryT BO3HMKATb Npu
pacnpoctpaHenum M0 yepes MarasuHbl MPUIOXKEHUIA, COAEP3KaLLMe pasnyHble
NPUNOXEHUS 415 MOBUNBHBIX YCTPOICTB.

YcnoBus UCNonb30BaHMS, U3N1I0XKEHHbIE B HACTOALLLEM COMNALLEHUM, AENCTBYIOT B
OTHOLIeHUM Bcero coaepxunmoro N0, B YaCTHOCTU B OTHOLLIEHUM:

- Au3aitHa (rpaduku, pacnonoXeHus 3neMeHToB 0QOpMIEHUs U T.M.);
— BCEX MHbIX 3NEMEHTOB, B TOM Yyucne u3obpaxeHuin, oHOrpamMm, TeKCTOB.

Monyyaemsbie Monb3oBaTeNneM HEUCKIKUUTENbHbIE MMYLLECTBEHHbIE MPaBa He
BK/IOYAIOT NPaBa Ha nepefavy TPETbUM NULAM KakUX —NnBo NpaB Ha
BCTpPauBaHue, BOCMPOU3BEAEHUE, PAaCNpOCTPAHEHUE U UCMONb30BaHKE
nporpamm ans 3BM He B cocTaBe npoaykToB U pelenuit Monb3osatens.
KomnaHus coxpaHseT 3a coboit Bce uckatounTenbHble npasa Ha MO 1 Bxoaswme
B HEr0 KOMMOHEHTbI, BK/KOYAs NpaBa Ha NpefoCTaBNEHUE HEUCKIIOUUTENbHbIX U
UCK/TIOYMTENbHBIX MPaB TPETbUM ILAM.

lMonb3oBaTenb BNpaBe OCYLLECTBASTL MCMob3oBaHue 10 B npenenax,
npeAycMOTPeHHbIX HacToAwMM CornaleHnem, UCKIUUTENBHO Ha TEpPUTOPUM
Poccuiickoit Denepaunu.
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06cnykuBaHMe 1 NOAAEPXKKA

KoMnaHus He HecéT 06s3aTenbCcTB N0 NPeaoCcTaBNEHUI0 NOAAEPXKKH,
obcnyxuBaHus, MoandUKaLMK UK BbIXOAy HOBbIX penn3os 0.

Orpauuqeuuaﬂ rapaHTusa

KomnaHus rapaHTupyer, 4To nporpaMMHoe obecneyeHne ¢ MOMeHTa
npuobpetenus ero Bamu B Teyenne 12 (nBeHapuat) mecsues byset
(YHKLMOHMPOBATL B MOJHOM COOTBETCTBUM C €ro
TEXHWUYEeCKOWM/3KCNNyaTaLMOHHOM JOKYMeHTalmenl, npu ycnosuu, yto M0 bynet
MCMONMb30BaTbCSA Ha KOMMbIOTEPHOM annapaTHOM obecneyeHnn u ¢
onepaLmMoHHOM CUCTEMOW, NS KOTOPO# OHO BblNo paspaboTtaHo.

OTKas OT rapaHTUn

KoMnaHus He rapaHTUpyeT, YTo NporpaMMHoe obecrneyeHune byner
COO0TBETCTBOBATL BalwmM xenaHusam u TpeboBaHuaM, unm uto ero pabota byaer
6ecnepe6oitHoit unu 6esowmboyHoi. B 06bEME, NpeaycMOTPEHHOM
3aKOHOAATENbCTBOM P®, KOMNaHWS OTKPBITO OTKA3bIBAETCS OT BCEX rapaHTUid, He
OrOBOPEHHbIX 34eCb, OT BCEX MHbIX NMOAPa3yMeBaeMbIX rapaHTuid. Hu oauH us
[MNepoB, ANCTPUGLIOTOPOB, NPOAABLIOB, ar€HTOB UM COTPYAHMKOB KOMMaHWUK
He YNONHOMOYEH NPOU3BOAUTE MOAUDUKALMM, PACLIMPEHUS MU AOMONHEHUS K
[laHHOI rapaHTUK.

Ecnu Bbl nponseenu kakne-nnbo moandwmkaumu MO munm noboii u3 ero vactei
BO BpeMSsi rapaHTUitHoro nepuoga, M0 noasepraock NoBpexaeHuio,
HEOCTOPOXHOMY WUNK HempaBUIbHOMY obpalueHuto, ecnu Bbl Hapywunmn noboe
13 ycnoBui Hactosiwero CornaleHus, To rapaHT1s, ynoMsaHyTas Bbille B
paspene 5, 6yneT HeMeAneHHO NpekpalueHa.

[apaHTua HepeicTBUTENbHA, ecnn O ucnonb3yeTcs B COYETaHUU C UHBIM
annapaTHbIM U/WAW NPOrpaMMHbIM 06ecrneyeHneM, OTIUYHBIM OT ONMUCAHHBIX B
TEXHWUYECKOM/3KCNNYaTaLMOHHOM JOKYMEHTALIMK, AU UCNONb3YEeTCS Ha
KOMMbloTepe C N106bIM YCTaHOBNEHHbIM HENWULLEH3UOHHbBIM NPOrPaMMHbIM
obecneyeHnem.

OrpaHuquue BO3MeLleHnsa

B cnyyae HapyLeHUs rapaHTUK, OroBOPEHHON Bbile, KOMNaHWs MOXeT no
COBCTBEHHOMY YCMOTPEHMUIO:

- 3aMeHuTb MO, ecnn 3To He NPOTUBOPEYUMT BbILLEYNOMSHYTOMY OFPaHUYEHI0
rapaHTuu;

— BO3MECTUTb CTOMMOCTb, BbinaayeHHyto Bamu 3a 0.

[apaHTUiiHble TpeboBaHMS [OMKHbI ObiTb BbICTABNEHbI B MUCbMEHHOM BUAE B
TeyeHue rapaHTUIMHOro Nepuoaa, Ho He no3aHee 7 (CEMM) AHEN C MOMeHTa
obHapyxeHus pedekTa, u coaepxaTb B cebe noaTBepxaeHUS,
ynosnetBopstowme Komnanuto. Bcé MO (Bce ak3emnnspebl, uMetowwmecs y Bac)
[OMKHO 6bITb BO3BpaLLeHOo KoMnaHuu 1 0TnpaBaeHO BO3BPaLLAKOLLEN CTOPOHOM
C ONNAYEHHOM CTOMMOCTbIO MEPEBO3KM U, MPU HEOOXOAUMOCTH, CTPAXOBKH.
Sk3emnnsapbl MO LOMKHbI BbITb OTAPABAEHbI C KONUEN NNATEXHbIX LOKYMEHTOB
U HaKNnagHbIX.

WUcknioueHne KOCBEHHbIX YObITKOB

CTOpOHbI NpMU3HatoT, 4To MporpaMMHoe obecneyeHne He MOXeT BbiTb
NONHOCTbIO IULLEHO OWKBOK. KOMNaHUsl He HECET OTBETCTBEHHOCTY (KaK B cuny
[l0roBOPa, rPaxAaHCKOro NMPaBOHAPYLIEHUS, BKIOYAS XaNaTHOCTb, Tak U B
nio6oii uHoit hopme) nepen Bamu unu ntoboii TpeTbeii CTOPOHOH 3a Ntobble
NoTepu UK yBbITKK (BK/THOYAs KOCBEHHbIE, GaKTUYeCKUe, NOBOYUHbIE UK
noTeHuUManbHble yBbITKK), BKNtOYas, 6€3 orpaHuyeHuii, nobbie notepu um
yBbITKM MPUBLITLHOCTU GU3HEC, NOTEPHO AOXOLHOCTH MU PEMyTaLmK,
YTPAUYEHHYH UM UCKAXKEHHYIO MHPOPMALIMIO UM LOKYMEHTALMIO BCIEACTBUE
KaKoro-nubo 1cnonb3oBaHWs AaHHOTO NPOrpaMMHOr0 06ecneyeHns u/mm
Nto60# KOMMOHEHTbI LAHHOTO M0, AAXe eC/IM KOMMAHWUA MUCbMEHHO YBEAOMIEHA
0 BO3MOXHOCTM NMOA0GHBIX YBbITKOB.
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OrpaHquHMe OTBETCTBEHHOCTHU

B cnyvae ecnu, HECMOTPS Ha YCIOBUS LAHHOIO COrNALLeHuUs, KOMNaHus
NpW3HaHa OTBETCTBEHHOM 3@ YBbITKM Ha OCHOBAHMM KaKMX —1M60 AedeKToB uam
HECOOTBETCTBMA NPOrPaMMHOro obecneyeHns BawmnM oxmuaaHusM, noaHas
OTBETCTBEHHOCTb 33 Kbl 3K3eMnnsip edeKTHOro NporpaMMHoro
obecneyeHuns He 6yaeT NpeBbIWaTb CYMMbI, BbinnayeHHoi Bamu AO "AnapanH
P.0." 3a ato NO.

nperameHue AENCTBUA COrnaweHms

B cnyyae HeBbinonHeHns Bamu ycnosuii aanHoro Cornawenus neictene Baweit
nvueH3sumn u Hactoswero Cornawenus 6yaet npekpaleHo.

lMocne npekpalleHns AeicTBUS AaHHOTO JINLLEH3MOHHOTO COMNaLIeHNs:

- NMUeH3uns, npefocTaBneHHas Bam aanHbiM CornalleHneMm, npekpaliaeT cBoé
fAevicteue, n Bbl nocne eé npekpalleHus He CMOXeTe NpoaoMKaTh AaNbHelwee
MCcnonb3oBaHue JaHHOro MporpaMMHOro obecneyeHns U Apyrux IMLEH3UOHHbIX
MpoaykToB;

- Bbl He3ameaAuTeNnbHo BepHéTe B KoMnaHuio Bce ak3emnasapsl M0 1 Bce konun
TakoBOro U/unu cotpéte/ynanute nobyo MHGOPMaLMIO, COAEPXKALLYIOCI B
3/1eKTPOHHOM BUAE.

anMeHMMOG 3aKOHOAATeNbCTBO

[aHHoe CornalueHne [OMKHO 6bITb UCTONKOBAHO M ONpefeNneHo B COOTBETCTBUM
C 3aKoHoAaTenbCcTBOM Poccuiickoit Penepaumu (3a UCKIOUEHUEM KOHDANKTA
NpUMEHEHNS NPaBOBbIX HOPM), U TONLKO POCCUIACKMIA CY[, YyNOTHOMOYEH
OCYLLECTBNATb NPABOCYAUE B Nt0BbIX KOHDAMKTAX M CMOPAX, BbITEKAIOLWMX U3
naHHoro CornaweHuns. HeBO3MOXHOCTb AN Ntob0# U3 CTOPOH BOCMO/b30BATHLCA
NobbIM M3 NpaB, NpeoCTaBNEHHbIX € N0 AaHHOMY COrnalleHunto, UnK NPUHATL
Mepbl NPOTMB APYroii CTOPOHbI B Cllyyae t060ro HapyLeHus cBoux
o6s3atenbcTe No CornalleHnio He AOMKHO PacCMaTPUBATLCA Kak OTKa3 3Toi
CTOPOHbI OT NOCNEAYIOLWEro NOHYXAEHNS K NPU3HAHMIO CBOMX NPaB UK
COBepLUEHMIO NOCNeayOLMX AeHCTBUIA B CTy4ae AanbHENWMX HapYLLIEHNA.

oCyAapcTBEHHOE PerynnpoBaHue U 3KCMOPTHbIA KOHTPONb

Bbl cornawaeteck c Tem, yto M0 He 6yaeT Bamu noctaBnsTbcs, nepesaBatbcs
WM 3KCMOPTMPOBATLCS B KaKylo—M60 CTPaHy, a TakKe MCMOoMb30BaTbCs KakuM —
16O NPOTUBOPEYALLMM 3aKOHY U YCIIOBUSIM HACTOSILLErO CONaLleHns 06pa3oM.
MO sBnseTcs NpeaMeToM LONONHUTENBHOTO 3KCMOPTHOTO KOHTPONS,
oTHocsLerocs K Bam unu Baweit topucamkumun. Bol rapaHtupyeTte, uto 6yaete
cobntoaTb HaknaablBaeMble OrpaHUYeHUs Ha 3KCMopT 1 peakcnopT MO.

PasHoe

Hactosiwee CornaweHnue npeacrasnseTt coboi NonHoe cornawlexHue,
OTHOCALLEECS K AAHHOM NIMLEH3UM, U MOXKET BbiTb M3MEHEHO TONBKO
nocpeACTBOM MUCbMEHHOTO COMNAaLIEHUs, MOAMMCAHHOTO 06EMMU CTOPOHAMMU.
Ecnu BbinonHeHue kakoro-nu6o ycnosus Hactoswero CornaweHus
NpeacTaBnseTcs HEBO3MOXHbIM, TaKoe ycnoBue ByAeT CKOPPEKTUPOBAHO TONBKO
B npeAenax, o6ecneynBaloLLUX BO3MOXHOCTb BbINONHEHWS AGHHOTO YCNOBUS.

A MPOYMTAN U NOHAN HACTOALLEEE IMLEH3MOHHOE COMMALLEHME U
COIMNACEH BbINOJIHATbL BCE Er0 YCJ1OBMA.

A NMPUHUMAKO OAHHOE NIMLUEH3MOHHOE COMTALLEHME LIEJTMKOM.

EC/IN 4 HE NPUHUMALD 3TO NIMLLEH3MOHHOE COINALLEHWE UM XOT4 Bbl
OOWMH U3 ETO NYHKTOB, TO JAHHOE IMUEH3MOHHOE COMMALLIEHME HE
BCTYMAET B CMITY, U 4 OBA3YIOCb HE YCTAHABJ/IMBATb M HE
MCMNOb30BATb JAHHOE MPOrPAMMHOE OBECIEYEHME.
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1 ONMNCAHNE METOOOB REST APl BEPCUWN 2

1.1 MeToabl ayTeHTUGUKaLUU

1.1.1 Metopa, ayTeHTUdUKaLMM No cepTuduUKaTy (ycTapeBLumif)

POST API - AyteHTUdMKaumMsa C NOMOLbIO cepTUdUKaTa

[aHHbIN MeTon AOMKEH NO3BOASATH BbINOAHATb ayTeHTUdMKaunto B LleHTpe pernctpaummn Aladdin eRano ceptudumkary
LOCTyNa agMUHUCTPATOpPa MM onepaTopa noakntyeHHoro LeHTtpa ceptnudukaumm eCA.

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/%5Bv2 %5D %20KoHTponnep%3A%20ABTopu3aumm/signinByX509

URL - /x509-provider-service/api/v2/public/auth/sign-in/x509

Query

Request

Response

ResponseEntity -> ItemResponse -> { OrBer JSON B HTTP-body
token (string), Mapkep mocTyra
refresh (string) TokeH OOHOBJIEHUS

}

IIlpyMep MCHONBBOBAaHMSI MeTOHAa MOisl ayTeHTMPMKaummu IO cepTMdMkaTy H[OCTyma:

sudo curl --request POST -k --cert cert.crt.pem --cert-type PEM --key test.key.pem --key-type
PEM 'https://localhost/x509-provider-service/api/v2/public/auth/sign-in/x509"

B npumepe ykaszaHBL:
cert.crt.pem - ceptudmkar;
test.key.pem - BaKPBITHINM KJIOY.

Kiou u cepTudmMKaT MOXHO MOJYUYMUTH M3 KOHTeMHepa PKCS#12 amMuMHUCTpaTOpa WM ollepaTopa, MCIOJbL3yS
YTUINTY openssl:

openssl pkcsl2 -in INITIAL ADMIN.pl2 -out test.key.pem -nocerts -nodes
openssl pkcsl2 -in INITIAL ADMIN.pl2 -out cert.crt.pem -clcerts -nokeys

Hpmaep oTBEeTa Ha 3anpoC K HOaHHOMYy MeTony:

{
"status": 200,
"data": {

"token": "eyJhbGciOiJSUzUxMiJ9.eyJzZXNzaWOuSWQiOiJiYzMwMDQ5Z2C1hM2EWLTQ4ZjQtYJEONy02YmY
zZNmRJYJZhNGIiLCJIpYXQiOjE3MDESODU2M]jYsImV4cCI6MTcwMTk4NTgwNNnO . aX7pbvPHEP8tQ0vgOupBR7ALIYXbgwr 8XX
1tlcdggcySzehA6qi2mIGE-MIMf0iNeAOyOL QJ7YVsB 080yTwcw2E6ipsTRI1 rRbglVHKw4xTNcVh2UVCXXTxz4Wa
Yw3uSkNJfPPLgs7wyxyAlu3Is4d7JuiCSgONOj-rArjam ccTuEHJnHp7PTnrDLOUNm8elu-VkPOqvQPqQLbO0P K7-
XLp31lQrWOZWMPPM4imldiA70£fBD4QeNiruQjY HK4ENbgCArIMiPnVOGFTz7JMnLLP11iFrnOgHhUUhp6JylKOTKxd
dLgUjTUO3BmucUwAl ccThZZPzpwNLd6Cx67X00g",

"refresh": "8b73de98-721d-4d0b-98f7-£19745272£0c"

}

B pesynbTaTe yCHEWHOM ayTeHTudMkalmy CepBep BO3BpamaeT cookies-dann ¢ MapkepoM LOOCTyIa M TOKEHOM
OBHOBJIeHMA. [Ja [pajibHeMymey ayTeHTuOuKaluuy MCIONb3YyeTCs HOaHHBEM Mapkep IocTyla (CM. IPMMephl
MCIOJIb30BAaHMSA METOIOB majiee) . Mapkep JocTyna HeobxomuMo mnepemaTbk B http-header «token», mmbo
IPUIIOXUTE K 3alpocy I[OJIydeHHEM cookies-darn ¢ mapkepoMmM noctyna (http-header «cookie»).
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1.1.2 Metop, aytenTudukaumm no Kerberos-ticket (ycrapesLumif)

POST API - Aytentnudukaumsa no Kerberos-ticket

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/%5Bv2%5D %20KoHTponnep%3A%20AsTopusaumnun/kerberosSignin_1

URL - /kerberos-provider-service/api/v2/public/auth/sign-in/kerberos

Query

Request

Response

ResponseEntity -> ItemResponse -> { OrBer JSON B HTTP-body
token (string), Mapkep mocTyra
refresh (string) TokeH OOHOBJIEHUS

}

B pesyJjbTaTe aBTOPM3alLMM CEepBep BO3BpamaeT cookies-daln ¢ MapkepoM IOCTylla M TOKEHOM OOHOBJIEHMUS.
I1a panbHeMmelM ayTeHTudMKaLMM MCHOJIb3yeTCsa INaHHBIM MapKep IoCcTyla.

Mapkep IocTyla HeobOxonmmMo InepenaTb B http-header «token», nmbO OPUIIOXUTHL K 3aNpoCy I10JIyUeHHE
cookies-dpann c mapkxepoMm poctyna (http-header «cookie»).

1.1.3 Metop, ayTeHTMdUKALMMU NO NOTUHY U Naponio (YCTapeBLUMA)

POST API - AyteHTdMHKauMsa No NOrMHY U Naponio

URL - /kerberos-provider-service/api/v2/public/auth/sign-in/ldap

Swagger: https;//HOST/external-integration-service/swagger/swagger-

ui/index.html#/%5Bv2%5D%20KoHTponnep%3A%20ABTopu3auun/ldapSignin_1

Query

Request

{
username (string), VIMA MOJiE30BaTENA
password (string) [apoJib TMOJIb30BATEIA

}

Response

ResponseEntity -> ItemResponse -> { OrBeT JSON B HTTP-body
token (string), Mapkep IOCTyma
refresh (string) TokeH OOHOBJIEHUS

}

B pe3synbTaTe aBTOpPM3alLMM CepBep BO3BpallaeT cookies-dani ¢ MapkepoM IOCTylla M TOKEHOM OOHOBJIEHMUS.
L7 majbHeM el ayTeHTudMKalLMM MCIOJIb3yeTCsa INaHHBIM MapKep IocTyla.

Mapkep IHOCTyla HeoOxomuMmo IepenaTb B http-header «token», nmbo DPUIIOXUTE k 3alpoCy I[IOJIyYEeHHEM
cookies-pann ¢ mapkepoMm pmoctyna (http-header «cookie»).
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1.1.4 Metop, ayTeHTUdUKALMU NO cepTUDUKATY

POST API - AyteHTuduKaumsa ¢ noMoLublo ceptudukara

[aHHbIM MeTon AOMKEH NO3BOASATH BbINOAHATD ayTeHTUdMKaunto B LleHTpe pernctpaumm Aladdin eRA no ceptudukary
LOCTYNa agMUHUCTPATOpPa MM onepaTopa noakatyeHHoro LeHtpa ceptnudukaumm Aladdin eCA.

URL - /security-service/api/v2/public/auth/sign-in/kerberos

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHtponnep%3A%20ABTopr3aummn/signinByX509_1

Query

Request

Response

ResponseEntity -> ItemResponse -> { OrBeT JSON B HTTP-body

token (string), Mapkep mocTyra

refresh (string) TokeH OOHOBJIEHUS

}

B pe3ynbTarTe yCIEWHOM ayTeHTMOMKaAUMM CepBep BO3BpamaeT cookies-darn ¢ MapkepoM OOCTylla M TOKEHOM
ODOHOBJIeHMA. [JIa »OajibHeMmel ayTeHTUOMKaLMM MCIOJb3yeTCs MJaHHBM MapKep OocTyna (CM. [IPMMEPH
MCINOJIE30BaHMA METONOB Hajlee). Mapkep IOOCTyla HeobxoIouMoO IepenaTbk B http-header «token», mnmbo
IPWJIOKMTE K 3aNpocy IoJiydeHHe cookies-darnn ¢ Mmapkepom pmoctyna (http-header «cookiex)

1.1.5 Mertop, ayreHTudukaumm no Kerberos-ticket

POST API - Ayrentudukaumus no Kerberos-ticket

URL - /security-service/api/v2/public/auth/sign-in/ldap

Swagger: https://HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHnTtponnep%3A%20ABTopusaunm/kerberosSignin

Query

Request

Response

ResponseEntity -> ItemResponse ->

{

OrBeT JSON B HTTP-body

token (string),

Mapkep mocTymna

ToxeH OOHOBJIEHUSA

refresh (string)

}

B pesyybTaTe yCHIEWHOM ayTeHTMOMKALMM CepBep BO3BpalaeT cookies-dann ¢ MapkepoM OOCTylla M TOKEHOM
OOHOBJIEHMA. [IJIa »OaJjibHeMmelM ayTeHTUOMKALMM MCIOJIb3yeTCsa MJaHHB MapKep OOocTyna (CM. [OPMMEPEH
MCIIOJNIb30BaHMsa METOIOB mHajiee). Mapkep »nocTymna HeoOxommMmo nepenaTb B http-header «token», mnmbo
IPUJIOXUTE K 3alpoCcy MNOJIydeHHEM cookies-darnn ¢ mapkepoMm noctyna (http-header «cookiex»)
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POST API - AyteHTuduMKaumsa no IOrMHY M NAPONK0

URL - /security-service/api/v2/public/auth/sign-in/ldap

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHtponnep%3A%20ABTopu3aumm/ldapSignin

Query

Request

{

username (string), VMg HoOJIb30BaATEJIS
password (string) [lapoJyib MNOJIE30BATEISA
}

Response

ResponseEntity -> ItemResponse -> {

OrBeT JSON B HTTP-body

token (string), Mapkep mocTyra

refresh (string) ToxkeH OOHOBJIEHUS

}

B pe3ynbTarTe yCIEWHOM ayTeHTMOMKAUMM CepBep BO3BpamaeT cookies-darn ¢ MapkepoM OOCTylla M TOKEHOM

OOHOBJIEHUSA .
MCIIOJIb30BAHMS METOHNOB maJiee) .
OPUJIOKUTE K 3alpocCy IMIOJIyYeHHEM cookies-darisi ¢ MapkepoM IOCTyIla

1.1.7 MeTtoa 06HOBNEHMA MapKepa AocTyna

Ina pajpHeMmeMY ayTeHTUMOMKaLMM MCIOJb3yeTCsa IaHHHM Mapkep HOOCTyma
Mapkep noctyna HeobxommMmo nepenatb B http-header

(cM. HOpUMEpPH
«token», mmubo
(http-header «cookie»)

PUT API - O6HoBneHUs TOKeHa aocTyna

MeTop, fLo/MmKeH BbITb LOCTYMNEH afMUHUCTPATOPY M onepaTopy.

URL - /security-service/api/v2/public/auth/refresh-token

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHntponnep%3A%20AsTopun3aumm/refreshToken

Query

Request

Response

ResponseEntity -> ItemResponse -> {

OrBeT JSON B HTTP-body

token

(string),

Mapkep mocTymna

refresh

(string)

TokeH ODOHOBJIEHUSA

AO "Anaddux PA."

. Pykosodcmeo admuHucmpamopa. Yacme 6. OnucaHue memodos REST API LleHmpa peeucmpayuu Aladdin Enterprise Registration Authority

Cmp. 9 /61



LleHTp ceptudmkatos poctyna Aladdin Enterprise Certificate Authority Certified Edition RU.A/NOE.03.01.020 32 01-6

NlpuMep MCHNOJNBBOBaHMSA METOHA:

curl --location -k —--request POST 'https://172.17.152.213/security-
service/api/v2/public/auth/refresh-token' --header 'Cookie:
token=eyJhbGci0iJSUzUxMiJ9.eyJzZXNzaWOuSWQiOiI2YTZhNmM4Yi0zYWQyLTOQwWY JMEtYWISNSOSNDgxNmZ1YjBkZGO
1iLCIPYXQi0jE3MDIwMjEyNzESImV4cCI6MTcwMjAyMTQIMX0 . LIUcxBCuiClMWEMVNOYy8peliYgdDwdeQ-v4Blp5mY
RcOxSOswGipUGZ 0cTrV3QyjVXXrty9CHTM2virdnvU7xp 41ASug5MRUCjOhsWnNFigu2lbDoFbK7jQPDDAGS5LECXxfsWg
VAXrY-G4BPsT8azPdY-CVtsjXIPyUmkL-vo7 7b4Prs20wNeewYn 9KsdHXV56XJHE04nBMOwsew830Q813pFe7LpL
XNuQ8SvekEr9QKGSspBgYT3qCOD S57NhWzEgKqVRsLxk4f4p8x7TI4zIsFIlvliVagwrnAiDnElwxFHNnvXVDuyxh54g6Bk
LfoHj3DGnCijiopPCti pw; refresh=7aaad%966-b417-418e-b2bb-63574ddcc8dl’

[lpyMep oTBeTa Ha 3Banpoc K HNAaHHOMY METOnY:

{"status":200,"data": {"token":"eyJhbGci0iJSUzUxMi1J9.eyJzZXNzaWOuSWQiOiI2YTZhNmM4Yi0zYWQyLTQwWYj
MtYWISNSOSNDgxNmZ1YjBkZGQiLCIpYXQi0jE3MDIWMjEzZNzMsImV4cCI6MTcwMjAyMTUIM30.CUO3CaTt7JsIAg8LYM1U
Rx0tetbsPw5iHT33114JwSA0s8DmNESelylnfEHN1b2U8Q0G1KvI1lhm84FqWR45RgBuvsQkgzzR5aDDiVzLhhpkbPGgAUDb
ILmFdigLmDokyS0SyybUO4-SSfueV81lzo5aF61y80c2 cWpwRrRQgNhBDdclLgjACmMdD29urmBglQsFV6AFRAINGL3EZ
kP2ragZInQQl1M9D4e5d3mlugCP7pJd2bp39pOVLLWClczusP£S9tDoIyigkZBkST17xPYAWUdghzBfc—-eKlkepoWilV5
r4hln4bT6grz7Y¥yi-J5JLVycuGOzkle3ByIcBExmFwtQ", "refresh" :"3071£779-£f4£f7-47db-91a4-13acfcb500
05"}1}

1.2 MeTtoabl paboTbl C 33aABKaMun

BHumaHue! TexHonoruyeckun LleHTp cepTtudmkaumm ncnonb3oBaTb ANA Bbiycka cepTudUKaToB
3anpeLleHo.

1.2.1 MeTop, co3paHns HOBOM 3asiBKM Ha BbIMYCK cepTudUKaTa € 3aKpbiTbiM Kntouom (PKCS#12)

POST API - Co3paHue HOBOI 3asIBKM Ha BbINYCK cepTuduKaTa B KOHTeliHepe PKCS#12

Ilns nonyyatenen cepTMPUKATOB C UCMNONb30BAHUEM AAHHOIO METOAA AO/MKHO BObiTb AOCTYMHO TO/IbLKO CO3AaHMe
3asBoK. [1ns aiMUMHMUCTpaTopa MK onepaTopa C UCMOb30BaHUMEM LAHHOMO METOAA AOMKHO ObITb JOCTYNHO CO34aHME
3a9BOK 4719 CyObeKTOB pecypcHbIx cuctem u3 LleHtpa ceptndukaumm Aladdin eCA, K KoTopoMy noakstoueH LieHTp
peructpaumm Aladdin eRA.

URL - /tasks-service/api/v2/public/tasks/pkcs12

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHnTponnep%3A%203apaumn/registerPkcs12

Query
{

certificateAuthorityId (uuid), [onumoHaybHO] ID LUeurpa ceprupmraumy, Ha KOTOPOM
OOJIXeH OBITH BHIIYUEH CepPTUOMKAT 10
3a9BKE.

Ecau 1Ojis IaHHOTO IapamMeTpa He yKas3aHOo
3HAUeHMe, BHINYCK OyOeT OCyWeCTBJATLCS Ha
UeHTpe cepTudMKalLUM, KOTOPEI ONpenejieH B
MCIOJIb3yeMOM wmabJjioHe (roJjie

«templateId») .

Ecau B mMcnosbzyeMoM WabJIOHEe He oNpelesieH
KOHKPETHE LEeHTp cepTudémraumum (yKasaHo
3HaueHue «JoboM»), BEHIYCK OyIeT
OCYIEeCTBIATLECS Ha AKTUBHOM Ha MOMEHT
cosmaHusa 3asaBku lleHTpe cepTudMKALIM.

subjectId (uuid), [onumMoHaNBHO] ID cyb6pexral

IOJIXEH OTCYTCTBOBATH IPU MCIOJIb30BaHUMN
MeTOoIa YUYEeTHOM 3alMChb C POJIbI
«Ilonmp30BATEIBE».

1 CybbekTbl LleHTpa ceptudukaummn Aladdin eCA u LleHTpa perrctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTUDMKALMIO.
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templateId (uuid), [ofsa3aTeybHO]

ID mabioHa ceprudmraral.

foreignKey (string) [onumoHaNbHO]

BHeWHM KJIIOU BasiBKU.

BHemHM” KJIOY OOJDKEeH OBIThb yHI/IKaJ'[bHI:IM.Z

}

Request

{

subjectDN: {
(enum: CN, UID, E, EMAILADDRESS, MAIL, SN,
GIVENNAME, INITIALS, SURNAME, OU, O, L, ST,
DC, C, UNSTRUCTUREDADDRESS, UNSTRUCTUREDNAME,
POSTALCODE, BUSINESSCATEGORY,
TELEPHONENUMBER, PSEUDONYM, POSTALADDRESS,
STREET, NAME, T, DN, DESCRIPTION, INN, OGRN,
OGRNIP, SNILS, INNLE, UNKNOWN): stringl]

by

[lonsa pas3nesieHHOT'O MMEHM CcyOBeKTa,
KOTOpPOEe HOJIKHO IONacThb B cepTudmkar. B
dbopmaTe key-value. TI'me key — ommH U3
IIepeUMCIJIeHHBIX B €num napaMeTpoB, a value
— 3HaueHMe IapameTpa

subjectAltName: {
(enum: RFC822NAME, DNS NAME, IPADDRESS,
DIRECTORY_NAME, UNIFORM_RESOURCE_ID,
REGISTERED ID, MS UPN, MS GUID,
KRB5PRINCIPAL, PERMANENT_IDENTIFIER,
XMPP_ ADDR, SRV_NAME,
SUBJECT_IDENTIFICATION_METHOD, UNKNOWN) :
stringl]

J

[loJis ajlbTEePHATMBHOTO MMEHU CyOnekTa,
KOTOpOe IMOJIXHO IIONacTh B cepTudémxar. B
dbopmaTe key-value. TI'me key — ommH U3
[IepEeuMCIJIEHHEX B €num [napamMeTpoB, a value
— BHaueHMe IapaMeTpa

keyBits (integer),

InmHa KJoya

keyAlgorithm (enum: RSA, ECDSA,
GOST R 34 10 2012, UNKNOWN),

AJITOPMTM KJIOUEBOM [apH cepTudmraTa

password (string)

[IapoJib KOHTEeNHepa

}

Response

ResponseEntity -> ItemResponse -> {

OrBeT JSON B HTTP-body

id (uuid),

ID 3asgaBku

templateId (uuid),

ID wabioHa cepTMQMKaTa3

type (enum: PKCS10, PKCS12, ON TOKEN, SCEP,
WSTEP, UNKNOWN),

Tun 3aaBKU

status (enum: NEW, FOR APPROVE, ISSUE ERROR,
REJECTED, AWAITING IMPORT, COMPLETED,
CANCELLED, UNKNOWN) ,

CraTyC 3asaBKU

creatorId (uuid),

ID y4yeTHOM 3alMUCK aBTOpa 3asaBKU

subjectId (uuid),

ID cy63eKTa4

certificateId(uuid),

VoeHTudUKaTOp cepTudurKaTa. 3aloJjHAeTCH
IO MTOTaM YCIEUWHOM OTPabOoTKM 3asaBKU.

name (string),

Common Name cepTudmxarTa

updated (instant),

BpeMms oOHOBJeHMsa 3asaBku (ISO 8601)

created (instant),

Bpems coszpmaHusa 3asBku (ISO 8601)

foreignKey (string)

BHemHMY KJIOU 3aaBKU

1 |lla6noHbl LlenTpa ceptudmkaumm Aladdin eCA u LleHTtpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTUDUKALMIO.

2Mpu ykasaHmum B none «foreignKey» 3HadyeHus, aHaNOrMYHOro 3HadeHuio B none «foreignKey» y yxe cywecTsyowen B 6a3e AaHHbIX

nporpamMMbl 3asBKM, MpU UCMONb30BaHMKM MeToaa OyAeT Bo3BpalleHa ownbka ¢ kogom 400.

3 Wa6noHbl eCA-CA 1 eCA-RA MMeIOT CKBO3HYIO MAEHTUDUKALMIO.

4 CybvekTbl eCA-CA 1 eCA-RA MMEIOT CKBO3HYIO MAEHTUDMKALMIO.
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1.2.2 MeTopa co3aaHns HOBOIA 3asBKM Ha ocHOBaHuM 3anpoca PKCS#10

MeTon coBJaHWsI HOBOM BasiBKM Ha OCHOBaHMM Banpoca PKCS#10 (dopmaT sampoca Ha cepTupmxarT
U3 BXOIHHIX NapaMeTpoB — multipart/form-data)

POST API - Co3paHue HOBOI 3asiBKM Ha 0CHOBaHuu 3anpoca PKCS#10

[ns nonyyatenei cepTMUKATOB C UCMONb30OBAHUEM AAHHOIO METOAA AO/MKHO ObITh LOCTYMHO TO/IbKO CO34aHMeE
3asBOK, noslyyaTenem ceptudukaTa no KOTOpbIM ABASETCS CY6bEKT, CBA3AHHbIN C AAHHOM YYETHOM 3anNUChHO.

[lns aAMMHUCTPATOPOB M ONEpaToOpPOB C UCMOb30BAaHUMEM AAHHOIO METOAA AOMKHO ObITb JOCTYNHO CO34aHMeE 3a8BOK
ons cybbeKkToB pecypcHbix cucteM m3 LleHTpa ceptudmkaumm Aladdin eCA, k koTopoMy nogkntoyeH LleHTp
peructpaumm Aladdin eRA.

URL - /tasks-service/api/v2/public/tasks/pkcs10

Swagger: external-integration-service/swagger/swagger-
ui/index.html#/KoHtponnep%3A%203anaun/registerPkcs10AsFileDescription

Query
{

certificateAuthorityId (uuid), [onumoHaJIBHO] ID LUeurpa ceprupmraumm, Ha KOTOPOM
OOJIXeH OBITH BHIIYIIEH CepTUdMKaT 10
3a9BKE.

Ecim nyiga maHHOTO [apaMeTpa He yKa3aHo
3HAUEeHMe, BHIIYCK OyIOeT OCYMeCTBJISTLCS Ha
leuTpe cepTudMKaLMUM, KOTOPEIM ONpelesieH B
MCIIOJIb3yeMOM mabJioHe (roJjie

«templateId») .

Ecir B mcnosbp3yeMoM mabJiOHE He OIpenejieH
KOHKPETHHI LEeHTP cepTubtmkaumm (yKasaHo
3HaueHre «Jlibow»), BHIIYCK OymeT
OCYWEeCTBJSATECS Ha aKTMBHOM Ha MOMEHT
cosmaHusa 3asaBku lleHTpe cepTuUdMKaUM.

subjectId (uuid), [onumMoHaNBHO] ID cy6pexral

JoXeH OTCYyTCTBOBATH IIPM MCIIOJIB30BaHUM
MeToIa YUYEeTHOM 3alMChbi C POJIBI0
«lIlosp30BATETIE» .

MoxeT OBITH yKaszaH NIPU MCIOJb30BaHUU
MEeTOIa YyUeTHOM 3alMChbi C POJIbI

KAIOMUHUC TPaATOP» . 2

templateId (uuid), [oBsa3aTesnbHO] ID wabioHa ceprudmrarad

foreignKey (string) [omuMoOHANBHO] BHemHMUNM KJIOU 3agdBKU.

BHemHMY KJI0U OOJKEeH OBITh yHMKaJ'[bHBIM.4

1 CybbekTbl LleHTpa ceptudukaummn Aladdin eCA u LieHTpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTUDUKALMIO.

2 Ecnum npu cO3AaHUM alMMHUCTPATOPOM 3as1BKM Ha CepPTUGMKAT Ha OCHOBAHMM 3anpoca BO BXOA4HbIX NapaMeTpax MeToaa He ykasaH subjectld,
MO eCA-RA pomKHO Ha OCHOBaHMM YKasaHHOro B 3anpoce 3HaveHns Common name aBTOMATUYECKM ONpeaenaTb (MM Co3AaBaTb) MOMyvaTens
cepTuduKaTa no 3asBKe B COOTBETCTBUM CO CIeAYHOLWMMU NPaBUIAMU:

e eCnu B Cnucke CyBbekToB NPUCYTCTBYET OAMH CyObekT, umetowwmii Common name aHanoruyHbli yKasaHHOMY B 3amnpoce, nosyyarenem
cepTudwmKaTa No 3aABKe LOMKEH CHUATATLCS LAHHbINA CYObeKT;

* eciM B Cnucke Cyb6beKTOB MPUCYTCTBYET HECKONbKO CybbekToB, MMetowmx Common name aHanoruyHbli ykasaHHOMy B 3arpoce,
nonyyartenem ceptudukarta no 3asBke U3 JAHHOTO NepeyHs Cy6bekToB AOMKEH CYUTATbCS CyObEeKT C CaMOi No3AHeN [aToi NocneaHero peAakTMpoBaHuS

e eCn B CUCKe Cy6GbekToB OTCYTCTBYHOT CybbekTbl, MMetowme Common name aHanoruyHbIi ykasaHHoMmy B 3anpoce, eCA-RA ponxHo
co3paBatb B eCA-CA nokanbHbIi CyObekT Ha OCHOBaHMM 3anpoca.

3 lWa6noHsb! Lientpa ceptudumkaumm Aladdin eCA u Lientpa pernctpaumm Aladdin eRA MMeIOT CKBO3HYI0 MaEHTMdUKALMIO.

4 Mpu ykasanum B none «foreignKey» 3HaueHus, aHanornyHoro 3Hadewuio B none «foreignKey» y yxe cywecteyiowein B 6aze AaHHbIX

nporpamMMbl 3a8BKM, MpU UCMONb30BaHMKM MeToaa OyAeT Bo3BpalleHa ownbka ¢ kogom 400.

AO "Anadoun P.4." . Pykosodcmeo admuHucmpamopa. Yacme 6. OnucaHue memodos REST API LleHmpa peeucmpayuu Aladdin Enterprise Registration Authority
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Request

{

request (MultipartFile),

PKCS#10 ¢ann 3anpoca Ha cepTuduxar

subjectName: {
(enum: CN, UID, E, EMAILADDRESS, MAIL, SN,
GIVENNAME, INITIALS, SURNAME, OU, O, L, ST,

DC, C, UNSTRUCTUREDADDRESS, UNSTRUCTUREDNAME,

POSTALCODE, BUSINESSCATEGORY,
TELEPHONENUMBER, PSEUDONYM, POSTALADDRESS,
STREET, NAME, T, DN, DESCRIPTION, INN, OGRN,
OGRNIP, SNILS, INNLE, UNKNOWN): stringl]

}, [OomuMoOHAaJIBHO]

[IoJyiss OTIMYMTEJIBHOTO MMEeHM CyOBeKTa,
KOTOpOEe HOOJIXHO monacTtb B cepTtupmxar. B
dbopmaTe key-value. TI'me key — ommH U3
IIepeUMCJIeHHBIX B €num apaMeTpoB, a value
— B3HaudYeHMe lapamerTpa.

3HaueHMs I[OoJIel, yKasaHHEEe B subjectName,
[IepeonpenensainT 3HadeHMs COOTBETCTBYOUMX
nosier SDN 3amnpoca Ha cepTudmukaT, Ipu
YCJIOBUM, UYTO OHM COOTBETCTBYIT 3HAYEHMAM
aTpubyToB CcyOBeKTa.

subjectAltName: {
(enum: RFC822NAME, DNS NAME, IPADDRESS,
DIRECTORY NAME, UNIFORM RESOURCE ID,
REGISTERED ID, MS UPN, MS GUID,
KRBSPRINCIPAL, PERMANENT IDENTIFIER,
XMPP ADDR, SRV_NAME,
SUBJECT IDENTIFICATION METHOD, UNKNOWN) :
stringl[]

[loyis aJlbTepHaTMBHOTO MMeHM CyOnekTa,
KOTOPOE IOJIXHO IonacTtb B ceprtupmxar. B
dbopmaTe key-value. TI'me key — omomH U3
[IepeuMCJIEHHEIX B €enum napamMeTpoB, a value
— BHaueHMe IapameTpa.

HeobGsa3aTesbHEM apaMeTp, 3alaeTcs B
CcJlydyae HEBO3MOXHOCTM IIOMECTMUTL HOaHHEIE B
PKCS10.

3HaUEeHMs I[IOJIel, YyKaB3aHHBE B
subjectAltName, mnepeonpenesdioT 3HAUEHUSI
coOoTBEeTCTBYylIMX IoJjer SAN sanpoca Ha
cepruémkaT, HOpPU YCJOBUM, UYTO OHU
COOTBETCTBYIT 3HAUEHUAM aTpUOYTOB
cyOmekTa.

}

Response

ResponseEntity -> ItemResponse -> {

OrBeT JSON B HTTP-body

id (uuid),

ID 3agaBkU

templateId (uuid),

ID maGnoHa cepTudmxaral

type (enum: PKCS10, PKCS12, ON TOKEN, SCEP,
WSTEP, UNKNOWN),

Tun 3adBKU

status (enum: NEW, FOR APPROVE, ISSUE ERROR,
REJECTED, AWAITING IMPORT, COMPLETED,
CANCELLED, UNKNOWN) ,

CraTyCc 3asaBKU

creatorId (uuid),

ID y4eTHOM 3anMucCK aBTOpa 3asaBKU

subjectId (uuid),

ID cybmwekTal

certificateId (string),

neHnTudpmkaTop ceprtudmrkaTa. 3anoJHIeTCs
10 MUTOTaM YCIIEWHOM OTpaboTKM 3asaBKU

name (string),

Common Name cepTudmxarTa

updated (instant),

BpeMms oOHOBJeHusa 3asaBxkyu (ISO 8601)

created (instant),

Bpemsa cosznmaHua 3asaBxku (ISO 8601)

foreignKey (string)

BHemHMY KJIOU 3asaBKU

! |lla6noHsl Llentpa ceptudmkaumm Aladdin eCA u LienTtpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTUhUKALMIO.

2 CybwvekTbl Llentpa ceptndmkaumm Aladdin eCA u Lientpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTMdUKALMIO.

AO "Anaddux PA."

. Pykosodcmeo admuHucmpamopa. Yacme 6. OnucaHue memodos REST API LleHmpa peeucmpayuu Aladdin Enterprise Registration Authority
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MeToxn coSmaHmMsI HOBOM BasiBKM Ha OCHOBaHmMm sampoca PKCS#10 (bopmaT Bampoca Ha ceprTmpmxar
U3 BXOIHHIX IlapaMeTpoB — application/json)

POST API - Co3paHue HOBOI 3asiBKM Ha 0CHOBaHuu 3anpoca PKCS#10
[ins nonyyateneit cepTMUKATOB C UCNONb30BAHMEM AAHHOIO METOAA AOMKHO ObITb LOCTYNHO TOBKO CO3AaHUe
3asBOK, MosiyyateneM ceptudukaTa No KOTOPbIM SBASETCSA CyObeKT, CBS3aHHbIV C AAaHHOM YYETHOM 3aMuUChbio.
[ns agMMHMCTPATOPOB M ONEPATOPOB C MCMOMb30BAHMEM AAHHOIO METOAA AOKHO ObITb AOCTYNHO CO3AaHUE 3a5BOK
ons cybbeKkToB pecypcHbix cucteM m3 LleHTpa ceptudmkaumm Aladdin eCA, k koTopoMy nogkntoyeH LleHTp
peructpaumm Aladdin eRA.
URL - /tasks-service/api/v2/public/tasks/pkcs10
Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHTtponnep%3A%203anaun/registerPkcs10AsFileDescription
Query
{
certificateAuthorityId (uuid), [onumoHaJbHO] ID LUeurpa ceprupmraumm, Ha KOTOPOM
IOOJIKEH OBIT b BEHIIIYIIEH CepTM@MKaT 1o
3a4dBKe.
Ecou myiig maHHOTO napaMeTpa He YKa3aHO
3HAUeHMre, BHIIYCK OyIeT OCYHEeCTBJISTHCS Ha
lleHTpe cepTudMKaALMM, KOTOPHIM ONpeleJieH B
MCIIOJIb3yeMOM mabJioHe (roJjie
«templateId») .
Eciu B mMcCHONb3yeMOM WabJIOHE HE OoNpelejieH
KOHKPETHBI LEeHTP cepTudmraumum (ykKasaHo
3HaueHre «Jlibow»), BHIIYCkK OymeT
OCyumeCTBJIATECA Ha AKTMBHOM Ha MOMEHT
co3maHusa 3agpku lleHTpe cepTudMKaLMM.
subjectId (uuid), [onumoHaJNBHO] ID cy6pexral.
HOHK@H OTCYTCTBOBATE IIPM MCIIOJIB30BAHUMA
MeTooa yquHOﬁ 3alMCbhi0 C POJIBIO
«Ilonmp30BATEINBE».
MoxeT OHTH YKas3aH IpM MCIIOJIE30BaHUM
MEeTOIa YyUeTHOM 3alMChbi C POJIbI
«A,uMMHMCTpaTop».2
templateId (uuid), [oBsa3aTesnbHO] ID wabsoHa ceprudmraras.
foreignKey (string) [omuUMOHANBHO] BHemHMUNM KJIOU 3agdBKU.
BHemHUM KJI0Y IOOJIXEH OBIT B yHMKaHbHHM4
}
Request
{

1 CybbekTbl LleHTpa ceptudukaummn Aladdin eCA u LieHTpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTUDUKALMIO.

2 ECv Npy CO30aHMM aAIMUHWUCTPATOPOM 3aBKM Ha CEPTUMMKAT Ha OCHOBAHMM 3anpoca BO BXOAHbIX NapaMeTpax MeToAa He ykasaH subjectld,
MO eCA-RA pomkHO Ha OCHOBaHMM YKasaHHOro B 3anpoce 3HayeHns Common name aBTOMAaTUYECKM ONpeaenaTb (MM Co34aBaTb) MonyvaTens
cepTuduKaTa no 3asBKe B COOTBETCTBUM CO CIEAYIOWMMU NPaBUIAMU:

* ecu B CNUCKe CYGbEeKTOB MPUCYTCTBYET OAMH CyObekT, uMmetowmii Common name aHanoruyHblii ykasaHHOMY B 3anpoce, Mnosy4yaTenem
cepTudmKaTa Nno 3asBKe JOMKEH CYUTATLCS AAHHBIN CyObEKT;

e ecin B CNUCKe CyObeKTOB MPUCYTCTBYET HECKONbKO CybbekToB, umetwmx Common name aHanorMyHbld yKasaHHOMY B 3anpoce,
nonyyarenem ceptudukata no 3asiBke U3 AaHHOTO NepeyHsi CybbekTOB JOMKEH CUMTATLCS CYOLEKT C CaMOM NO3AHEeN faTol NoCNeHEro peaaKTUPOBaHus;

* ecM B CMUCKe CyObEKTOB OTCYTCTBYHOT CybbekTbl, MMetowme Common name aHanoruuHblit ykasaHHoMmy B 3anpoce, eCA-RA pomxHo
co3paBatb B eCA-CA nokanbHbIi CyObekT Ha OCHOBaHMM 3anpoca.

3 lWa6noHe! Lientpa ceptudumkaumm Aladdin eCA u Lientpa pernctpaumm Aladdin eRA MMeIOT CKBO3HYI0 MaeHTUdUKALMIO.

4 Mpu ykasanum B none «foreignKey» 3HaueHus, aHanoruyHoro 3Hadenuio B none «foreignKey» y yxe cywecteyiolwein B 6aze AaHHbIX

nporpamMMbl 3a8BKM, MpU UCMONb30BaHMKM MeToaa OyAeT Bo3BpalleHa ownbka ¢ kogom 400.

AO "Anadoun P.4." . Pykosodcmeo admuHucmpamopa. Yacme 6. OnucaHue memodos REST API LleHmpa peeucmpayuu Aladdin Enterprise Registration Authority
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request: { 3anpoc Ha cepTudmrKaT

contentType (string) [onumoHaNbHO], Tun 3arpyxaemoro ¢amna (HTTP MediaType)
- application/octet-stream)

fileName (string) [onumoHaNBHO], VMg 3arpyxaemoro oarnmia

data (string:binary) Comepxumoe PEM damya zanpoca Ha

ceprupmkaT (MaccuB OauT B Base64)

by

subjectName: {

[Toya OTIMUUTEJIBHOT'O MMEHU Cy6’beKTa,

(enum: CN, UID, E, EMAILADDRESS, MAIL, SN, KOTOpOEe HOOJIXHO monactb B cepTupmxar. B

GIVENNAME, INITIALS, SURNAME, OU, O, L, ST, DC, C, dbopmaTe key-value. TI'me key — ommH U3

UNSTRUCTUREDADDRESS, UNSTRUCTUREDNAME, POSTALCODE, [IepeduMCJIEHHBIX B €num napamMeTpos, a value

BUSINESSCATEGORY, TELEPHONENUMBER, PSEUDONYM, — 3HaUeHMe IapamMeTpa.

POSTALADDRESS, STREET, NAME, T, DN, DESCRIPTION, 3HaueHMs IIoJIel, yKasaHHBEe B subjectName,

INN, OGRN, OGRNIP, SNILS, INNLE, UNKNOWN) : [epeocnpenesyidioT 3HadeHMAa COOTBEeTCTBYIMX

stringl[] nosieyr SDN 3anpoca Ha cepTudmkaT, Opu

}, [onumMoHaJNbHO] YCJIOBUM, UYTO OHM COOTBETCTBYIT SHAUYEHUAM
aTpubyTor CcyOBEeKTa.

subjectAltName: { [Iosyigs aJIbTEPHATMBHOI'O MMEHU CyOBEeKTa,

(enum: RFC822NAME, DNS NAME, IPADDRESS, KOTOpOEe HOOJIXHO IOoNacTb B cepTudpmkarT. B

DIRECTORY NAME, UNIFORM RESOURCE ID,
REGISTERED ID, MS UPN, MS GUID, KRBSPRINCIPAL,
PERMANENT IDENTIFIER, XMPP ADDR, SRV NAME,
SUBJECT IDENTIFICATION METHOD, UNKNOWN): string[]
}

dbopmaTe key-value. TI'me key — ommH U3
[IepeuNrCJIEHHEIX B €enum apamMeTpoB, a value
— BHaueHMe IapameTpa.

HeobGsa3aTesbHEM apaMeTp, 3alaeTcs B
CcJlydae HEBO3MOXHOCTM IIOMECTMUTHL HOaHHEIE B
PKCS10.

3HaUEeHMS I[IOJIel, YyKa3aHHBE B
subjectAltName, mnepeonpenessdioT 3HAUEHUSI
coOoTBEeTCTBYylIMX IoJer SAN sanpoca Ha
cepTudpmkaT, OPU yYyCJIOBUM, UTO OHU
COOTBETCTBYT 3HAUEHMUAM aTPUOYyTOB
cybwbekTa.

}

}

Response

ResponseEntity -> ItemResponse -> {

OrBeT JSON B HTTP-body

id (uuid), ID BasgBKU

templateId (uuid), ID mabyiona cepruduraral
type (enum: PKCS10, PKCS12, ON TOKEN, SCEP, TUI 3aABKU

WSTEP, UNKNOWN),

status (enum: NEW, FOR APPROVE, ISSUE ERROR, CraTyC 3asgBKU

REJECTED, AWAITING IMPORT, COMPLETED, CANCELLED,
UNKNOWN) ,

creatorId (uuid), ID y4yeTHOM 3alMucCK aBTOpa 3asaBKU

subjectId (uuid), ID cybrekTa?

certificateId (string), VoenTuduxkaTop cepTudmxaTa. 3arnojHsaeTcs
IO MTOTaM YCIEUWHOM OTPpabOoTKU 3asaBKU

name (string), Common Name cepTudpmukara

updated (instant), Bpemsa ob6HoBJeHMs 3aseku (ISO 8601)

created (instant), Bpems coszpmaHusa 3asBku (ISO 8601)

foreignKey (string) BHemHMM KJIOYU BagBKU

! lla6noHsl Llentpa ceptudmkaumm Aladdin eCA u LieHTtpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTUhUKALMIO.

2 CybwvekTbl Llentpa ceptndmkaumm Aladdin eCA u Lientpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTMdUKALMIO.

AO "Anaddux PA."

. Pykosodcmeo admuHucmpamopa. Yacme 6. OnucaHue memodos REST API LleHmpa peeucmpayuu Aladdin Enterprise Registration Authority
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1.2.3 MeTtopa, nonyyeHus 3a8BKM No uaeHTUdUKaTopy

GET API - MonyuyeHue 3a9BKM N0 naeHTUDUKATOPY

[ns nonyyatens cepTMdMKaTOB C UCMOSIb30BAHMEM AAHHOIO METOAA LOMKHO ObITb OCTYMHO MOMYYEHNE TONbKO TEX
3asBOK, MOJiyyaTesieM cepTuduKaTa MO KOTOPbIM SBASETCS CYyObeKT, CBA3aHHbIM C AAHHOM YYETHOM 3anumcbio. s
OnepaTopoB C UCMOJIb30BAHWEM AAHHOIO METOa LOIKHO ObITb JOCTYMHO MOMy4YeHWEe 3asBOK, CO3AaHHbIX JAHHOWM
YYETHOM 3anuCbo, a TakKe 3a8BOK 419 CYyObeKTOB, AOCTYN K KOTOPbIM AaHHOMY OrnepaTopy NpeaocTaB/eH no
npaeunam poctyna. [1ns agMMHUMCTpaTopa C UCNONb30BaHWEM JAHHOMO METOAA AOMKHO ObiTb OCTYMHO NOAyYyeHue
NoObIX 3a9BOK.

URL - /tasks-service/api/v2/public/tasks/{id}

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHntponnep%3A%203apaun/findByld

Query

{
id (uuid) ID BasgBKU

}

Request

Response

ResponseEntity -> CollectionResponse -> { OreeT JSON B HTTP-body
id (uuid), ID 3agaBKM
templateId (uuid), ID wmabsoHa cepTudpmkaral
certificateAuthorityId (uuid), VoeHTudUKaTop CcepTudMkKaTa MaOaTess
type (string: PKCS10, PKCS12, ON_TOKEN, Tun 3asaBKU

SCEP, WSTEP, UNKNOWN),

status (string: NEW, FOR_ APPROVE, CraTyCc 3agaBKU
ISSUE _ERROR, REJECTED, AWAITING IMPORT,
COMPLETED, CANCELLED, UNKNOWN),

creatorId (uuid), ID y4yeTHOM 3alMUCK aBTOpa 3asaBKU
subjectId (uuid), ID cy®wmekTaz
certificateId (uuid), ID cepTubdmkaTa. 3anojiHAeTCd IO UTOTAaM

YCIEWHOM OTpabOTKM 3asaBKU

name (string), Common Name cepTuuxkaTa

updated (instant), Bpemsa of6HoBJeHMs 3aseku (ISO 8601)
created (instant), Bpemsa cozpmaHmsa Basskmu (ISO 8601)
foreignKey (string), BHemHMM KJIOYU BagBKU

templateName (string), VMa wabjoHa cepTuomkaTa

msUpn (string) UPN cyBpexTa

! |lla6noHsl Llentpa ceptudmkaumm Aladdin eCA u LienTtpa pernctpaumu Aladdin eRA MMEIOT CKBO3HYIO MAEHTUDUKALMIO.

2 CybwvekTbl Llentpa ceptndmkaumm Aladdin eCA u Lientpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTMdUKALMIO.

AO "Anadoun P.4." . Pykosodcmeo admuHucmpamopa. Yacme 6. OnucaHue memodos REST API LleHmpa peeucmpayuu Aladdin Enterprise Registration Authority
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1.2.4 Metop, nony4yeHuns 3asiBK1 MO BHELWHEMY KIIHOUY

GET API - MonyyeHue 3a9BKM NO BHELUHEMY KJTIOUY

[ns nonyyatens cepTMdUKATOB C UCMOJIb30BAHMEM AAHHOTO METOAA AOMKHO ObITb LOCTYMHO MOMYYEHUE TOSILKO TEX
3asBOK, NOJy4yaTesieM cepTudMKaTa MO KOTOPbIM ABASETCS CYyObeKT, CBA3aHHbIN C AaHHOM Y4ETHOM 3anucbio. [ns
OnepaTopoB C UCMOJIb30BAHUEM AAHHOIO METOAA LOIKHO ObITh JOCTYMHO MOMyYeHWNE 3asBOK, CO3AaHHbIX JAHHOW
YYETHOM 3anuCbo, a TakKe 3a8BOK 419 CYyObeKTOB, AOCTYN K KOTOPbIM AaHHOMY OrnepaTopy NpeaocTaB/eH no
npasunam poctyna. [1ns agMMHUMCTpaTopa C UCNOb30BAHMEM AAHHOMO METOAA AO/MKHO ObITh AOCTYNHO NOAyYeHue
NoObIX 3a9BOK.

URL - /tasks-service/api/v2/public/tasks/foreign-key/{foreignKey}

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHntponnep%3A%203apaun/findByForeignKey

Query

{
foreignKey (string) BHeWHUM KJII0U 3asgBKU

}

Request

Response

ResponseEntity -> CollectionResponse -> { OreeT JSON B HTTP-body
id (uuid), ID 3agaBKM
templateId (uuid), ID wmabsoHa cepTudpmkaral
certificateAuthorityId (uuid), VOoeHTudUKaTop CcepTudmuKaTa M3OaTess
type (string: PKCS10, PKCS12, ON_TOKEN, Tun 3asaBKU

SCEP, WSTEP, UNKNOWN),

status (string: NEW, FOR_ APPROVE, CraTyCc 3agaBKU
ISSUE _ERROR, REJECTED, AWAITING IMPORT,
COMPLETED, CANCELLED, UNKNOWN),

creatorId (uuid), ID y4yeTHOM 3alMUCK aBTOpa 3asaBKU
subjectId (uuid), ID cy®wmekTaz
certificateId (uuid), ID cepTubdmkaTa. 3anojiHAeTCd IO UTOTAaM

YCIEWHOM OTpabOTKM 3asaBKU

name (string), Common Name cepTuuxkaTa

updated (instant), Bpemsa of6HoBJeHMs 3aseku (ISO 8601)
created (instant), Bpemsa cozpmaHmsa Basskmu (ISO 8601)
foreignKey (string), BHemHMM KJIOYU BagBKU

templateName (string), VMa wabjoHa cepTuomkaTa

msUpn (string) UPN cyBpexTa

! lla6noHsl Llentpa ceptudmkaumm Aladdin eCA u LieHTtpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTUhUKALMIO.

2 CybwvekTbl Llentpa ceptndmkaumm Aladdin eCA u Lientpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTMdUKALMIO.

AO "Anadoun P.4." . Pykosodcmeo admuHucmpamopa. Yacme 6. OnucaHue memodos REST API LleHmpa peeucmpayuu Aladdin Enterprise Registration Authority

Cmp. 17 /61



LleHTp ceptudmkatos poctyna Aladdin Enterprise Certificate Authority Certified Edition RU.ANAE.03.01.020 32 01-6

1.2.5 MeTopn, noucKa 3asBoK

GET API - Mowuck 3aaBoK

[ns nony4atensa ceptudmKaToB B OTBETE AaHHOIMO METOAA AO/MKHbI BO3BPALLATLCA TOMILKO TE 3as8BKM, NojyyaTenem
cepTMdMKaTa Mo KOTOPbIM ABIAETCA CyBbeKT, CBA3aHHbIN C AaHHOM YYETHOM 3anuckto. 19 onepaTopos B oTBETE
[AaHHOro MEeToa AOJKHbI BO3BPALLATLCS 3asBKM, CO34aHHbIE AaHHOM YYETHOM 3aNnCbio, a TakXKe 3aaBKu ANs
CyObLEKTOB, AOCTYN K KOTOPLIM AaHHOMY OMepaTopy NpefocTaBieH no npaesunam gocryna. Ans agMuMHucTpaTopa B
OTBETE [aHHOr0 METOAA AO/KHbI BO3BPALLATHCA BCE CYLLECTBYIOLLME 3AABKM.

URL - /tasks-service/api/v2/public/tasks

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHntponnep%3A%203apaun/findAll

Query

{
sortDirection (string), HanpaBjexnusa copTtupoBkmu (ASC;DESC)
sortBy (stringl]), CnmMcok mnoJjiey, K KOTOPBIM IIPUMEHSAETCS

COPTUPOBKA

pageOffset (integer), CMeleHre OT Hauajla CHOMcCka (narMHalmus)
pagelimit (integer), OrpaHMUYeHMEe Ha pas3Mep BHOOPKM (MarMHAaLMS)
search (string), [IOJTHOTEKCTOBHIM IIOMCK
foreignKeys (stringl[]), OUIILTP: CHOMCOK BHEMHUX KJIOYEN
tempalteIds (uuidl]), dunbTp: cnmcok 1D wabJioHOB
creatorIds (uuidl[]), OunbTp: cnmcok 1D Y3 mia duibTpaumnm
types (enum[]: PKCS10, PKCS12, SCEP, OMIIBTP: CIMCOK THUIIOB 3asBKU
WSTEP, ON_TOKEN, UNKNOWN),
statuses (enum[]: NEW, FOR APPROVE, OMIbTP: CHIMCOK CTaTyCOB 3BasBKU
ISSUE ERROR, REJECTED, AWAITING IMPORT,
COMPLETED, CANCELLED, UNKNOWN)
certificateAuthorityId (stringl[]), dunbTP: CcOucok ID lleHTpOB cepTudMkalum
serialnumber (string), [IoMck 3asgBKM IO CEPMMHOMY HOMepy cepTudmkaTa
fingerprint (stringl[]) OMIILTP: CHOMCOK OTIIEYATKOB CEepPTUOMKATOB
subjectKeyIdentifier (stringl[]) duneTP: VOeHTUOMKATOP KJjoya CcybbekTa

}

Request

Response

ResponseEntity -> CollectionResponse -> { OrBeT JSON B HTTP-body
id (uuid), ID BasgBKU
templateId (uuid), ID mabsiona ceprtmpmxaral
certificateAuthorityId (uuid), VoeHTuduxkaTop cepTudMKaTa MIHaATEIS
type (string: PKCS10, PKCS12, SCEP, Tun 3aaBKU
WSTEP, ON_TOKEN, UNKNOWN),
status (string: NEW, FOR APPROVE, CraTyC 3asgBKU
ISSUE ERROR, REJECTED, AWAITING IMPORT,
COMPLETED, CANCELLED, UNKNOWN),

! lla6noHsl Llentpa ceptudmkaumm Aladdin eCA u LieHTtpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTUhUKALMIO.
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creatorId (uuid),

ID y4yeTHOM 3anuCK aBTopa 3asgBKU

subjectId (uuid),

D CYGEEKTal

certificateId (uuid),

ID ceprudmkara. 3aloJHAETCS IO UTOTaM
YCIEWHOM OTpabOTKM 3asaBKU

name (string),

Common Name cepTtudmkara

updated (instant),

Bpemsa ofOHoOBJeHUsa 3aaBku (ISO 8601)

created (instant),

Bpems cosmanmsa 3asaBxu (ISO 8601)

foreignKey (string), BHemHMM KJIOU BasgIBKU

templateName (string), VMmsa wabyioHa cepTudpmkaTa

msUpn (string) UPN cy®wekTa

1.2.6 MeTtoa nonyyeHus AaHHbIX O BbINYLWEHHOM cepTUdUKaTE 3a8BKU NO ee uaeHTUdUKaTopy

GET API - MonyuyeHue AaHHbIX O BbINYLW,EHHOM cepTudMKaTe 3asBKM N0 ee uAEHTUGUKaTopy

[lns nonyyatens cepTMPUKaTOB C UCNONb30BaHUEM AAHHOIO METOAA AOMKHO ObiTb AOCTYMHO NOMYYEHME AAHHbIX O
BbIMYLLEHHbIX CEPTUdMKATAX TOMbKO MO TEM 3a8BKaM, Noay4YaTenem ceptudukata no KOTopbIM SBASETCS CyObekT,
CBS3aHHbIV C JAHHOM y4YeTHOM 3anucbo. [1ns onepatopa € MCNONb30BaHWEM AAHHOTO METOAA AO/MKHO BbiTb AOCTYMHO
noNyyeHune JaHHbIX O BbINyLLEHHbIX CEPTUOMKATAX TOMbKO N0 CO34aHHbIM AAHHbIM OMNepaTopoM 3asaBKaM, a TakxKe no
3asBKaM Ansg cybbekToB, AOCTYN K KOTOPbIM AaHHOMY OMnepaTopy NpeAoCTaBaeH No Npasunam JocTyna.

[lng agMuHUCTpaTopa C MCMOJMIb30BAaHMEM JAHHOTO METOAA AOIKHO ObITb OCTYMHO MOJyYEeHUE AAHHbIX O
BbIMYLLEHHbIX cepTUdMKaTax No NobbiM 3asiBKaM.

B otBeTe gaHHoro metoda B nonax «subjectDN» u «issuerDN» komnoHeHTbl «DATEOFBIRTH» (aata poxaeHus) u
«PLACEOFBIRTH» (MecTo poxaeHus) B cnydae ux Hanuums B ceptudumkate 6yayT ykazaHbl kak X UNKNOWN». [laHHble
KOMMOHEHTbI NOAAEPXKMBAOTCS B My6AnMYHOM APl HauMHas ¢ Bepcum v3.

URL - /middleware-service/api/v2/public/tasks/{id}/certificate

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHntponnep%3A%203anaun/findCertificateByTaskld

Query
{

id (uuid) ID 3agaBKM

}

Request

Response

ResponseEntity -> CollectionResponse -> { OrBeT JSON B HTTP-body

id (uuid), VoeunTuduxaTop cepTudmkarTa

enouka cepTudMKaTOB (PEKYPCUBHEIM
ODBEKT)

chain: {

id (uuid), VoeunTudmxarop ceprudmxaTa

name (string), VMmsa ceptudpumxkaTa (Ha ocHore CN)

subjectDN: { VMg cyBpekTa cepTuduxaTa

1 CybwekTbl LleHTpa ceptudmkaummn Aladdin eCA n LieHTpa pernctpaumm Aladdin eRA MMeIoT CKBO3HYIO MAEHTUDUKALMIO.
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(enum: CN, UID, E, EMAILADDRESS, MAIL, SN,
GIVENNAME, INITIALS, SURNAME, OU, O, L, ST,
DC, C, UNSTRUCTUREDADDRESS,
UNSTRUCTUREDNAME, POSTALCODE,
BUSINESSCATEGORY, TELEPHONENUMBER,
PSEUDONYM, POSTALADDRESS, STREET, NAME, T,
DN, DESCRIPTION, INN, OGRN, OGRNIP, SNILS,
INNLE, UNKNOWN): stringl[]

[lonisg pas3nesyieHHOTO MMeHM CcyObekTa U3
ceprTupmuxkara. B popmaTe key-value. T'zme

key — OIMH M3 NEepeuMrCJIeHHEIX B enum
napaMerpoB, a value - 3HaueHHue
napameTrpa

by

issuer: {..} Vzpmarenb cepTudmkarTta (BIJIOXEHHBM OOBEKT)
by
serialnumber (string), CepulHHEM HOMEP cepTudmkaTa
fingerprint (string), OUHTEPNPUHT cepTudrkaTa
name (string), VMsa ceptupmkaTra (Ha ocHoe CN)

issuerId (uuid),

VoeHTudMKaTOop M3maTesis cepTudémraTa

issuerDN: {

VMa cyOpekTa m3natesns cepTtudmraTa

(enum: CN, UID, E, EMAILADDRESS, MAIL, SN,
GIVENNAME, INITIALS, SURNAME, OU, O, L, ST,
DC, C, UNSTRUCTUREDADDRESS, UNSTRUCTUREDNAME,
POSTALCODE, BUSINESSCATEGORY, TELEPHONENUMBER,
PSEUDONYM, POSTALADDRESS, STREET, NAME, T, DN,
DESCRIPTION, INN, OGRN, OGRNIP, SNILS, INNLE,
UNKNOWN) : stringl[]

[Iosia pas3desIeHHOT'O MMEeHM CcyOBeKTa
nsnarensa ns ceprubpmxara. B dopmare key-

value. T'me key — OIVMH U3 NepPeUYMCIIEHHHX
B enum napaMmeTrpoB, a value - 3HaueHue
rnapamerpa

by

subjectDN: {

Vmsa cyOpekTa cepTudmkaTa

(enum: CN, UID, E, EMAILADDRESS, MAIL, SN,
GIVENNAME, INITIALS, SURNAME, OU, O, L, ST,
DC, C, UNSTRUCTUREDADDRESS, UNSTRUCTUREDNAME,
POSTALCODE, BUSINESSCATEGORY, TELEPHONENUMBER,
PSEUDONYM, POSTALADDRESS, STREET, NAME, T, DN,
DESCRIPTION, INN, OGRN, OGRNIP, SNILS, INNLE,
UNKNOWN) : stringl[]

[Iosia paszsndesyiIeHHOT'O MMEeHU CcyObeKTa M3
ceprupmxara. B dopmare key-value. T'zme

key — OoIMH M3 NepeumrcJIeHHEIXx B enum
napaMeTpoB, a value - 3HaueHHue
napamMerpa

by

subjectAltName: {

ANlbTepHATUBHOE MMsA CyOBpekTa cepTudmxaTa

(enum: RFC822NAME, DNS NAME, IPADDRESS,
DIRECTORY_NAME, UNIFORM_RESOURCE_ID,
REGISTERED ID, MS UPN, MS GUID, KRB5PRINCIPAL,
PERMANENT IDENTIFIER, XMPP ADDR, SRV_NAME,
SUBJECT IDENTIFICATION METHOD, UNKNOWN) :
stringl[]

[lonig ajbTEepHAaTUMBHOTO MMEHM CyDBeKTa u3
cepTupukara. B dopmare key-value. T'zme

key — OIMH M3 NEepPEeuMCJIEHHEIX B enum
rnapamMeTpos, a value - 3HaueHue
rnapaMerpa

by

keyAlgorithm (enum: RSA, ECDSA,
GOST R 34 10 2012, UNKNOWN),

ANITOPMUTM KJoda ceprudmrara ILC

hashAlgorithm (enum: SHAl, SHA256, SHA384,

SHA512, SHA3 256, SHA3 384, SHA3 512, RSASSA PSS,

MD5, GOST R 34 11 2012, UNKNOWN),

AnropuTM nomnmcu ceprtubmkara LC

keyBits (int32),

InuHa kJjoda cepTupmkaTra LC

templateId (uuid),

VlmeHTUudMKaTOP ma6sonal

templateName (string),

Vims mabJioHa

type (enum: CERTIFICATE, ROOT CA, SUB_CA,
UNKNOWN) ,

Tun ceprupmkaTa

validFrom (instant),

IaTa Hauajla neycTeusa cepTudmxara (ISO
8601)

! llabnoHsl Lientpa ceptndmkaumm Aladdin eCA u Lientpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTMDUKALMIO.
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validTo (instant),

IlaTa OKOHYAHMSA IEeMCTBUS cepTudmuxraTa
(ISO 8601)

status (enum: ACTIVE, HOLD, REVOKE, REQUEST,
UNKNOWN) ,

Cratyc ceptupmukara

actions: {

IocTynHEE IEeMCTBUSA 110 BEIT'DY3Ke

pl2 (boolean),

djiar: BHIpy3ka pkcsl2

csr (boolean),

dyiar: BHIpy3ka pkcsl0

pem (boolean)

djiar: BHITpPy3kKa cepTudrkarTa

by

publicKey (string),

OTKPBITEIM KJIIOY

certificateType (string),

Tun cepTtudmkara (X.509)

version (int32),

Bepcusa ceprudpmrara

subjectKeyIdentifier (string),

NoeHTuduKaTOp KJioUa cepTudmxaTa

authorityKeyIdentifier (string)

VoeHTUdMKATOP KJOUYa M3TaTessd
cepTudpmraTa

keyUsages: {

HazsHaueHMe kJjmodUa cepTudmrKaTa

id (enum: DIGITAL SIGNATURE, NON REPUDIATION,
KEY ENCIPHERMENT, DATA ENCIPHERMENT,

KEY AGREEMENT, KEY CERT SIGN, CRL SIGN,
ENCIPHER ONLY, DECIPHER ONLY, UNKNOWN),

HepeqmcneHme VCIIOJIb30BAHMA KJIIO4Ua

value (string),

HamMeHOBaHMEe 3JIeMeHTa

description (string)

OnmcaHMe MCIOJIb30BaHMA KJIUA

by

extendedKeyUsages: {

PacumpeHHOe Has3HaueHMe KJIoda
cepTudpmraTa

id (enum: EKU PKIX ANY EXTENDED KEY USAGE,
CSN_369791 TLS CLIENT, CSN 369791 TLS SERVER,
CLIENT AUTHENTICATION, CODE SIGNING,

EAP_OVER LAN, EAP OVER PPP, ETSI TSL SIGNING,

EMAIL PROTECTION, ICAO DEVIATION LIST SIGNING,

EKU_INTEL AMT,
INTERNET KEY EXCHANGE FOR IPSEC,
KERBEROS_CLIENT AUTHENTICATION,

EKU KRB PKINIT KDC,

MS_COMMERCIAL CODE_SIGNING,

MS DOCUMENT SIGNING, MS EFS RECOVERY,
MS_ENCRYPTED FILE SYSTEM,

MS INDIVIDUAL CODE_SIGNING,
MS_SMART CARD LOGON, OCSP_SIGNER,

EKU ADOBE_PDF_SIGNING,

PIV_CARD AUTHENTICATION, SCVP_CLIENT,
SCVP_SERVER, SIP DOMAIN, EKU PKIX SSH CLIENT,
SSH_SERVER, SERVER AUTHENTICATION,

TIME STAMPING, ICAO MASTER LIST SIGNING,
UNKNOWN) ,

[lepeunciieHre PaCUMPEeHHOTO MCIIOJb30BaHUSI
KJI0Ya

value (string),

HamMeHOBaHME BJIeMEeHTa

oid (string),

OID HaszHaAuUeHUus

description (string)

OnmcaHMe MCIOJIb30BaHMSA KJOUa

by

Onmucanme OID

ca (boolean),

dnar: ceprupmkatr IC

aiaUrls (stringl]), URL AIA
ocspUrls (stringl]), URL OCSP
crlUrls (stringl]), URL CRL

deltaCrlUrls (stringl]),

URL Delta CRL
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1.3 MeTopabl 3KcnopTa $painos

1.3.1 Metopa, nonyyeHuns 3anpoca Ha cepTUPUKAT No MAEHTUDUKATOPY 3asBKU

GET API - MonyuyeHue 3anpoca Ha cepTudMKaT NO UAEHTUPUKATOPY 3asiBKU

[lna nonyyatens cepTMPMKATOB C UCMONb30BaHWMEM JAHHOMO METOAA AOMKHO BbiTb LOCTYMHO NOMYYEHME 3anpoca Ha
CepTUdUKAT TOMbKO M3 TEX 3asBOK Ha CEPTUPMKAT HAa OCHOBAHMM 3ampoca, NoslyyaTeneM ceptudukaTa no KOTopbIM SBASETCS
CyObeKT, CBS3aHHbIM C AaHHOM y4eTHOM 3anmcbto. [lng Onepartopa ¢ MCNonb30BaHMEM AAHHOTO METOAA JOMKHO ObITb AOCTYNMHO
noJslydeHue 3anpoca Ha cepTUhMKAT TONIbKO M3 CO3AAHHbIX AAaHHbIM ONEepaTopoM 3asIBOK, @ TaKKe U3 3asBOK A5 CYObEKTOB,
[OCTY K KOTOPbIM J@HHOMY onepaTtopy NpefoCTaB/AeH Mo npasunam foctyna. [ns ALMMHUCTpaTopa C UCNONb30BaHUEM
[AHHOrO MeToAA A0MKHO BbITb AOCTYMHO NOJSTyYEHME 3anpoca Ha cepTUdMKAT M3 JItoObiX 3asIBOK Ha CEPTUPMKAT HA OCHOBAHMM
3anpoca. [1ns ycnewHoro nonyyYeH1s 3anpoca Ha CepTMPUKAT U3 3asBKM OHA J0MKHA uMeTb Tin «PKCS10».

URL - /export-service/api/v2/public/export/task/{id}/request

Swagger: https://HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHntponnep%203kcnopta/findRequestByTaskld

Query
{

id (uuid) ID 3agaBKM

}

Request

Response

ResponseEntity->byte[]

1.3.2 Metop nonyueHus ceptudukarta no uaeHTUGuUKaTopy 3asiBKu

GET API - NonyueHue ceptudukarta no naeHTudmnkaTopy 3asBku

Ona nonyyarens CepTVIq)MKaTOB C UCMONb30BaHMEM AAHHOMO METOAA AOMKHO ObITb AOCTYMNMHO nonyyeHne CepTMCbMKaTOB
TONIbKO M3 T€X 3ad4BOK, NMosy4yaTenem CepTVICDMKaTa MO KOTOPbIM ABNAETCA Cy6b€KT, CBS13aHHbIM C AaHHOM yquHth 3anucobto. Ang
oneparopa C UCnoib30BaHNUEM AAaHHOIO MeToda A0/HKHO 6bITb AO0CTYNMHO nonyvyeHune CepTMCbMKaTa TOJIbKO U3 CO34aHHbIX
OaHHbIM ONEPATOPOM 3adBOK, a TAKXKE U3 3a4BOK 414 CY6'bEKTOB, A0CTYyN K KOTOPbIM AaHHOMY onepaTtopy NpenocTaBneH no
npasunam Oocryna. [ns aAMUHNCTPATOPA C UCMNOJIb30BAaHUEM OAHHOIo MeToaa AO/HKHO 6bITb AOCTYMNMHO nosy4yeHne
CcepTMUKaToB 13 NtoBbIX 33sBOK. [N YCNeLWHOro noayyYyeHns cepTMduKarta ns 3asBkM OHa A0MKHA UMETb CTaTyC
«COMPLETED».

URL - /export-service/api/v2/public/export/task/{id}/certificate

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/Kontponnep%20skcnopta/findCertificateByTaskld_1

Query
{

id (uuid) ID BasgBKU

}

Request

Response

ResponseEntity->byte[]
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1.3.3 MeTtopa, nonyyeHUs LENOYKU CePTU(HUKATOB NO UAEHTUDUKATOPY 3asBKU

GET API - MonyuyeHue uenouku ceptudmKaToB No MAEHTU(DUKATOPY 3aaBKU

[ns nonyyatens cepTMdUKaTOB C UCMOb30BAHMEM AAHHOIO METOAA JOMKHO ObITb LOCTYNMHO NOMYYEHUE LLENOYKM
cepTMdMKaATOB TOMBKO M3 TEX 3a1BOK, NOnyyYaTenem ceptudukaTta no KOTOPbIM SBNASETCS CYObeKT, CBA3aHHbIN C AaHHOW
y4YeTHOW 3anucbto. [1ng onepatopa ¢ UCMOJIb30BaHWEM AAHHOIO METOAa LOIKHO ObITh AOCTYMHO MONYYEHME LLENOYKM
CepTUHUKATOB TOMBKO U3 CO3AaHHbIX JAHHbIM ONEPATOPOM 3asIBOK, A TaKXKe U3 3a8BOK 419 CYObEKTOB, AOCTYM K
KOTOPbIM AAaHHOMY OnepaTopy NpeaocTaBfieH No npasunam Aoctyna. ns agMMHUCTpaTopa € UCNOIb30BAaHUEM
[LAHHOrO METOAA AOMKHO BbITb AOCTYMHO NOSYYEHME LeNOYKM CEPTUDMKATOB M3 N0ObIX 3a9BOK. [Ins ycnewHoro
NoNy4YeHUs LLeNoYKM CepTUDUKATOB M3 3aBKM OHA JO/KHA UMeTb cTaTyc «COMPLETED».

URL - /export-service/api/v2/public/export/task/{id}/chain

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHnTponnep %203kcnopta/findChainByTaskld

Query
{

id (uuid) ID BasgBKU

}

Request

Response

ResponseEntity->byte[]

1.3.4 Metopa, nonyyeHuns KoHTelHepa pkesl2 no npeHTudukaTopy sasBku

GET API - MNonyuyeHue koHTeitHepa pkcs12 no uaeHtudukaTopy 3asBku

[ng nonyyatens cepTMdMKaToB C UCNOJIb3OBAHUEM AAHHOIO METOAA AOIKHO ObiTh AOCTYMHO MONYYEHNE KOHTEMHEpPA
pkcs12 TonbKO M3 TeX 3a9BOK, Nonyvatenem ceptudmkata no KOTOpPbIM SIBASIETCS CyObEKT, CBA3aHHbINM C 4AHHOM
YUYETHOM 3anuMcblo. [lns onepatopa C MCNOb30BaHWEM AAHHOIO METOAA AO/MKHO ObITh AOCTYMHO NOJlyYeHUe
KoHTerHepa pkcs12 TonbKo M3 CO3AaHHbIX AaHHbIM ONEepaTopoM 3asBOK, a TaKKe U3 3as9BOK 419 Cy6bekToB, 4OCTYN K
KOTOpbIM A@aHHOMY OfepaTopy NpefoCcTaBfieH No npaBuaam foctyna. [ns agMMHUMCTPATopa C UCNONb30BaHMEM
[AHHOro MeToAa AO0MKHO ObITb AOCTYNHO NonyyeHue KoHTeHepa pkesl2 3 nobbix 3a88ok. Jng ycnewHoro
nony4yeHus KoHTerHepa pkcsl2 m3 3asBkM OHa fomkHa uMeTb ctatyc «COMPLETED» n tun «PKCS12».

URL - /export-service/api/v2/public/export/task/{id}/pkcs12

Swagger: https://HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHntponnep%203skcnopTa/findP12ByTaskld

Query
{

id (uuid) ID 3adaBKU

}

Request

Response

ResponseEntity->byte[]
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1.3.5 Metopa, nonyuyeHus ceptudukata uspatens ceptudukara no sasaBke

GET API - NonyueHue ceptudukata nsparens ceprudukara no 3asBke

[ns nonyyatens cepTudUKaTOB C MCMOIb30BAHMEM AAHHOTO METOAA AOKHO ObITb LOCTYNHO NonyyeHue ceptudukaTa
u3gaTens TONbKO U3 TeX 3asBOK, nosyyarenem ceptudukaTa no KOTOPbIM ABASETCS CyObeKT, CBA3aHHbIN C AaHHOW
y4YeTHOW 3anucbto. [1ng onepatopa C UCMO/Ib30BaHWEM AAHHOIO METOAA LOIKHO ObITb JOCTYMHO NONyYeHue
cepTuduKaTa u3paTens TONbKO M3 CO34aHHbIX AaHHbIM ONEpPaToOpPOM 3asBOK, @ TAKXKE M3 3a9BOK ANs CyObeKTOB, JOCTYM
K KOTOpbIM AAaHHOMY OonepaTopy NpeaocTaBfieH No npasunam aoctyna. [ns agMmMHUCTpaTopa C UCNOJIb30BaHUEM
[AHHOrO METOAa AOMKHO BblTb AOCTYMHO MONTyYeHWe cepTUdUKaTa u3patens u3 noboix 3assok. [Ins ycnewHoro
nonyyeHus ceptudukarta usnatens u3 3asBkM oHa fOMKHA uMeTb ctatyc «COMPLETED».

URL - /export-service/api/v2/public/export/task/{id}/issuer/certificate

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHntponnep%20skcnopta/findissuerCertificateByTaskld

Query
{

id (uuid) ID BasgBKU

}

Request

Response

ResponseEntity->byte[]

1.3.6 MeTtoa nonyueHus ueno4vku ceptuduKaTos uspgarensa ceprudukara no sasaske

GET API - MonyuyeHue uenouku ceptucdukaTos nsparens ceprudukara no sasske

[ns nonydyatens cepTMdUKaToOB C UCMO/Ib30BAaHMEM AAHHOTO METOAA AOKHO BbiTb AOCTYMHO MOJYYEHWNE LEMOUKM
cepTMhUKaTOB M3AaTeNs TOMbKO M3 TEX 3asBOK, NosydateneM ceptmdmuKaTa no KOTOPbIM ABAETCA CyBbEKT, CBA3aHHbINA
C AGHHOM YYeTHOM 3anucbto. [lng onepaTopa C MCMO/b30BaHMEM AAHHOIO METOAA AO/KHO BbITb LOCTYMHO MOMyYeHME
LLeNnoYKkM cepTMhUKaTOB M34ATENSA TONbKO M3 CO3AaHHbIX AaHHbIM OMEpPaTOPOM 3asBOK, a TAKXKE M3 3aABOK 4N
CyBbeKTOB, JOCTYN K KOTOPbIM AaHHOMY OMepaTopy NpeAoCTasieH No npasunam Aoctyna. [na agMuHUcTpaTopa ¢
MCMONb30BaHMEM AAHHOIO METOAA LOHKHO ObITb LOCTYMHO MOJyHEHUE LEMOYKM CEPTUGBMKATOB M3LATENS U3 JTH0ObIX
3a4BOK. [119 yCNewWHoro noayyeHms LenoyYkm cepTMguKaToB U3aaTens U3 3asaBKu OHa JOMKHA UMETb CTaTyC
«COMPLETED».

URL - /export-service/api/v2/public/export/task/{id}/issuer/chain

Swagger: https://HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHTponnep %203kcnopta/findlssuerChainByTaskld

Query
{

id (uuid) ID 3adaBKU

}

Request

Response

ResponseEntity->byte[]
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1.3.7 Metop nonyuenusa CRL usparens ceptudukara no 3asiBke

GET API - Nonyuyenue CRL usparensa ceprudukara no sasBke

[ng nonyyatens ceptudmKaToB C MCNOJIb30OBAHMEM AAHHOIO METOAA LO/MKHO BbITh AOCTYNHO nonyvyeHne CRL usparens
TO/IbKO M3 TeX 3asBOK, Nosiyyatenem ceptudukata no KOTopbiM SABNSETCS CyObeKT, CBA3AHHbINA C LAHHOM YYEeTHOM
3anucelo. [1ng onepaTtopa ¢ MCNO/b30BaHUEM JAHHOMO MeToAa A0/MKHO 6biTb gocTynHo CRL n3patens Tonbko u3
CO3AaHHbIX AAHHBIM ONEPaTOPOM 3as1BOK, @ TAKXKe M3 3a9BOK 415 CyObeKkToB, LOCTYN K KOTOPbIM AaHHOMY onepaTopy
npefocTaBneH Nno npaeuaam goctyna. [Ing aaMuMHUCTpaTopa C MCNo/ib30BaHWMEM AAHHOTO METoAa LLOMKHO ObITh
poctynHo nonyydeHue CRL uzpatens u3 nobbix 3ag8ok. [ng ycnewHoro nonyyeHns CRL uspatens us 3asBku oHa
LomkHa umeTb ctatyc «COMPLETED».

URL - /export-service/api/v2/public/export/task/{id}/issuer/crl

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHnTponnep %20skcnopta/findlssuerCriByTaskld

Query
{

id (uuid) ID BasgBKU

}

Request

Response

ResponseEntity->byte[]

1.4 Metoabl paboTbl € Cy6beKTaMu

1.4.1 MeTtop noncka cyobLekToB

GET API - Mowuck cy6bekToB

[lns nonyyatens cepTMPUKATOB C UCNOb30BaHWEM AAHHOIO METOAA AO/MKHO BbiTb AOCTYMHO TONBKO NONyYeHMeE
DaHHbIX CybbekTa, CBA3aHHbIN C 4aHHOM y4eTHOM 3anucblo. [lng onepatopa Mnu aflMMHUCTPATOpPa C UCMOMIb30BaHUEM
[aHHOro MeToAa JOMKHO ObITb AOCTYNHO MNOAYYEHUE AAHHbIX N06Oro cybbekTa.

B oTBeTe naHHoro Metona B none «subjectName» atpubyTol «DATEOFBIRTH» (nata poxaenus) u «PLACEOFBIRTH»
(MecTo poxpaeHus) B cnyvae X Hanuuus y cybbekta 6yayT ykasaHbl kak «UNKNOWND», [JaHHble aTpubyThl
nopaepxueatotcs B nybnuyHom APl HaunHasg ¢ Bepcum v3.

URL - /middleware-service/api/v2/public/subjects

Swagger: https://HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHTponnep%3A%203anaun/findByld

Query

{
id (UUID[]), [onumoHayNbHO] ID cyb6swexTal
resourcelId (UUID[]), [omnNuroHAJBHO] ID peCypCHOM CMUCTEMEH
securityGroupId (UUID[]), [ONLUMOHAJBHO] ID rpynnel 6e30M1acHOCTHU
search (string), [onumMoHaJBLHO] [IOJIHOTEKCTOBBIM IOUCK (MMS CyOBekTa)
isConnected (boolean), [OHNUMOHAJBHO] ®yar: CcyOBEeKT NOIKJIOUeH K PEeCYypPCHOM cUuCTeMe
isBlocked (boolean), [onumMoHaNbHO] dyar: CcyoOpekT 3abJIOKMPOBAH B pPeCcypCHOM

cucTeMe

1 CybbekTbl LleHTpa ceptudmkaummn Aladdin eCA u LieHTpa pernctpaumm Aladdin eRA MMeIoT CKBO3HYIO MAEHTUDMKALMIO.
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pagelimit (integer), [onumoHaANBHO] OrpaHMUYeHMe Ha pas3Mep BHOOPKM (MaIlMHalMs)
pageOffset (integer), [onumMoHaNIBLHO] CMelleHre OT Hauajla CIOMcka (narmHanms)
sortBy (string[]), [onumoHaNBHO] CnMcok IoJjiey, K KOTOPBIM IIPUMEHIeTCs
COPTHPOBKA

sortDirection (string) [omumoHaNBHO] HanpaBjyexnusa copTtupoBkmu (ASC;DESC)

}

Request

Response

ResponseEntity -> CollectionResponse -> {

OrBeT JSON B HTTP-body

id (uuib), ID cyGrexral
commonName (string), Ms cybwpekTa
distinguishedName (string), PacrnojioxeHmne cyObekTa B PECYPCHOM cucrTeme
resource: { PecypcHas cucTeMma
id (uuid), ID peCcypCHOM CHCTEMEI
commonName (string), ViMs pPecypCHOM CUCTEMH
distinguishedName (string) BaseDN TOukM I[IOOKJIOUEHMS K PECYPCHOM
cucreme
o
subjectName: { Mg cyBwekTa
(enum: CN, UID, E, EMAILADDRESS, MAIL, SN, [losia pas3sIesIeHHOT'O MMEeHM CcyOBeKTa
GIVENNAME, INITIALS, SURNAME, OU, O, L,
ST, DC, C, UNSTRUCTUREDADDRESS,
UNSTRUCTUREDNAME, POSTALCODE,
BUSINESSCATEGORY, TELEPHONENUMBER,
PSEUDONYM, POSTALADDRESS, STREET, NAME, T,
DN, DESCRIPTION, INN, OGRN, OGRNIP, SNILS,

INNLE, UNKNOWN) : {
values (stringl[]), BHaUeHVs KOMIIOHEHTAa
editable (boolean), dylaT: KOMIIOHEHT IOCTYyIeH IJiS pemakKTUPOBaHUS
}
s
subjectAltName: { AJIbTEepHATUBHOE MMsA CyOBeKTa

(enum: RFC822NAME, DNS NAME, IPADDRESS,
DIRECTORY NAME, UNIFORM RESOURCE ID,
REGISTERED ID, MS UPN, MS GUID,
KRBS5PRINCIPAL, PERMANENT IDENTIFIER,

XMPP ADDR, SRV_NAME,

SUBJECT IDENTIFICATION METHOD, UNKNOWN) : {

[Monsa aJIbTEPHATVMBHOI'O VMMEHN cybbekTa

values (stringl[l]), 3HaUueHMsa KOMIIOHEHTAa
editable (boolean), djlar: KOMIIOHEHT IOOCTYIeH NOJiad PelaKTMPOBaHUA
}
by
isConnected (boolean), dylar: CyOBEeKT MNOIOKJIOUEeH K PEeCYypPCHOM CcucTeMe
isBlocked (boolean), dyar: cybbekT 3abJIOKMPOBAaH B PECYypPCHOM
cucrTeMe
modify (instant), Bpems msmeHeHus (ISO 8601)

1 CybwekTbl LleHTpa ceptudmkaummn Aladdin eCA n LieHTpa pernctpaumm Aladdin eRA MMeIoT CKBO3HYIO MAEHTUDUKALMIO.
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certificatesCount (integer), KonmmuecTBO OEMCTBYOIMX CepTUOUKATOB Yy
cybwpekTa
updated (instant), Bpemsa ofHoBJyeHusa (ISO 8601)
created (instant) Bpemsa coszmanma (ISO 8601)
}

1.4.2 Metop, nonyyeHuns cy6bekTa no ugeHTuduKaTopy

GET API - MonyuyeHue cy6bekTa no naeHTUdUKaTOpy

Ing nonyyatens cepTMdMKaTOB C UCMONb30BAHUEM LAHHOTO METOAA AOMKHO BbiTb OCTYMHO TOMBKO NOMYyYeHUe
DaHHbIX CybbekTa, CBA3aHHbIN C AAHHOM y4eTHOM 3anucbio. [Ing onepatopa Mnu aiMUMHUCTPATOpPa C UCMO/b30BaHUEM
[aHHOro MeToAa JO/MKHO ObITb AOCTYNMHO MOAYYEHWE AaHHbIX Ntob6oro cybbekTa. B oTBeTe gaHHOro mMeTona B none
«subjectName» atpubytbl «DATEOFBIRTH» (aata poxaenus) u «<PLACEOFBIRTH» (MecTo poxaeHus) B ciyyae mx
Hanuuus y cyobekta 6yayT ykasaHbl kak «UNKNOWND». aHHble aTpubyTbl NoaaepxuBatoTcs B nybanyHom API
HauyMHag C BepCuM V3.

URL - /middleware-service/api/v2/public/subjects/{id}

Swagger: : https://HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHtponnep%3A%20cybbekTbl/findByld_2

Query
{
id (UUID) ID cy6oexral
}
Request
Response
{ OrBeT JSON B HTTP-body
id (UUID), ID cy6$eKTa2
commonName (string), Ms cybbekTa
distinguishedName (string), PacnojsioxeHue cyfOnekTa B PECYPCHOM CUCTEeMe
resource: { PecypcHas cucreMma
id (uuid), ID pecypCHOM CUCTEME
commonName (string), VM pPeCcypCHOM CUCTEMH
distinguishedName (string) BaseDN TOUKM NOOKJIOUEHMS K PECYPCHOM CHUCTeMe
by
subjectName: { Mg cyBrwekTa
(enum: CN, UID, E, EMAILADDRESS, MAIL, [Iosigs pa3OejIeHHOT'O MMEeHUM CyDBeKTa
SN, GIVENNAME, INITIALS, SURNAME, OU,
o, L, ST, DC, C, UNSTRUCTUREDADDRESS,
UNSTRUCTUREDNAME, POSTALCODE,
BUSINESSCATEGORY, TELEPHONENUMBER,
PSEUDONYM, POSTALADDRESS, STREET, NAME,
T, DN, DESCRIPTION, INN, OGRN, OGRNIP,
SNILS, INNLE, UNKNOWN) : {
values (stringl[l]), 3HaueHMsa KOMIIOHEHTAa
editable (boolean), dj1ar: KOMIIOHEHT IOOCTyIEeH IJid pelaKTMPOBaHUSA
}
by
subjectAltName: { ANlbTepHATUBHOE MMSA CyOBEeKTa

1 CybbekTbl LleHTpa ceptudukaummn Aladdin eCA u LleHTpa perrctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTUDMKALMIO.

2 CybwvekTbl Llentpa ceptndmkaumm Aladdin eCA u Lientpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTMdUKALMIO.
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(enum: RFC822NAME, DNS NAME, IPADDRESS, [IoJyigs aJIbTEPHATMBHOT'O MMEHM CyOBekTa
DIRECTORY NAME, UNIFORM RESOURCE ID,
REGISTERED ID, MS UPN, MS GUID,
KRBSPRINCIPAL, PERMANENT IDENTIFIER,
XMPP ADDR, SRV _NAME,
SUBJECT IDENTIFICATION METHOD,
UNKNOWN) : {
values (stringl[l]), BHauvyeHMs KOMIIOHEHTAa
editable (boolean), djlar: KOMIIOHEHT IOOCTyIeH IJid pemaKTUPOBaHUA
}
b
isConnected (boolean), dnar: CcyOBEeKT NOIOKJIOUEH K PECYPCHOM CucCTeMe
isBlocked (boolean), dnar: cydOpekT 3abJIOKMPOBAH B PECYPCHOM CUCTeMEe
modify (instant), Bpemsa musMeHeHus (ISO 8601)
certificatesCount (integer), KommuecTBO OEMCTBYOIMX CepTUOMKATOB y CyDOBeKTa
updated (instant), Bpems obBHoBJeHMsa (ISO 8601)
created (instant) Bpems cozmaHusa (ISO 8601)
}

1.5 MeTtoabl paboTbl ¢ WabnoHaMmu

BHumaHue! TexHonoruyeckumn LleHTp ceptudmkauum ncnonb3oBath ANA BbiMycka cepTuduKaToB
3anpeLleHo.

1.5.1 MeTop, noncka wWwabi0HOB

GET API - MNMowuck wa6noHoB

[nsa nonydyatens cepTMdMKaTOB C UCMO/b30BAaHMEM AAHHOTO METOAA AOIKHO BbiTb AOCTYMHO MOMYYEHUE TONbKO TEX
WabNOHOB, KOTOPbIE YKa3aHbl B MPaBMIax BbiMyCcKa C PeXXMMOM 06paboTKu «ABTOMATUYECKMIA BbIMYCK» MK «PyyHas
06paboTkax» AN acCOLMMPOBAHHOIO C TEKYLLEN YUETHOM 3anucblo cybbekTa. 119 onepatopa ¢ UCMOb30BaHUEM
LAHHOTO METOAA AOMKHO BbITb LOCTYMHO NOSyY4EHUE TONbKO TeX WABNOHOB, LOCTYN K KOTOPbIM AAHHOMY OnepaTopy
npenocTaBneH No npaeuiam Joctyna. [na agMMHUCTpaTopa C UCNoNb30BaHUEM AAHHOTO METOAA AOMKHO ObiTh
LOCTYMHO Noy4YeHue NobbiX LWAGNOHOB.

URL - /middleware-service/api/v2/public/templates

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHtponnep%3A%20wabnoHbl/findAlL 1

Query
{
pagelimit (integer), [onumMoOHANBHO] OrpaHMYeHMe Ha pas3Mep BHOOPKM (armHalmsa)
pageOffset (integer), [onuUMoOHANBLHO] CMelmeHre OT Hauajla CHOMcCka (narMHaumus)
sortBy (string[]), [onumoHaJBHO] CnmMcok ImoJjiey, K KOTOPBIM IIPUMEHSIeTCs
COPTHPOBKA
sortDirection (string), [OnUMOHAJBHO] HanpaByeHusa copTupoBku (ASC;DESC)
types (enum[]: EMBEDDED, CLONED, IMPORTED, Tun mabjioHa
UNKNOWN) , [ONLMOHAJILHO]
endEntityType (enum[]: USER, DEVICE, Tun cyo®wbexTa
ROOT CA, SUB CA, UNKNOWN) [omnumoHaJbHO] ,
certificateType (enum[]: CERTIFICATE, Tun BHIYCKaeMoT'o cepTudmxarTa
ROOT CA, SUB CA, UNKNOWN) , [OHNUMOHAJBHO]
search (string), [onumMoHaJBLHO] [IOJITHOTEKCTOBBIM IIOMUCK IO MMeHM mabJoHa
removed (boolean), [onuUMOHAJNBHO] dnar: wabJOH yHaJieH
id (UUID[]), [OHNUMOHAJBHO] ID mabJjoHa
notId (UUIDI[]) [omnumMoHamnbHO] Vckmouasa ID mabJjoHa
AO "Anadoun P.4." . Pykosodcmeo admuHucmpamopa. Yacme 6. OnucaHue memodos REST API LleHmpa peeucmpayuu Aladdin Enterprise Registration Authority
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keyAlgorithm (enum[]: RSA, ECDSA, OMIILTP: AJITOPUTM KJUa BKJKOUEeH B mabjone!
GOST R 34 10 2012, UNKNOWN) [omUMOHaJIBbHO]

}

Request
Response
ResponseEntity -> CollectionResponse -> { OrBeT JSON B HTTP-body
id (UUuID), ID mabjgoHa?
name (string), VMsa mabiioHa
type (enum: EMBEDDED, CLONED, IMPORTED, Tun mabJjioHa
UNKNOWN) ,

certificateType (enum: CERTIFICATE, ROOT CA, Turn BHIOyCckaeMor'o ceprumkaTa
SUB_CA, UNKNOWN),

certificateAuthorityId (UUID), ID UC, KOTOPHI HOJIXEH MCIIOJIL30BATLCS IIPU
BREIIIyCKE cepTudmkKaTa [0 IaHHOMY WabJIOHY .
MlaBJIoOHBl, Yy KOTOPHIX B IOJiIe «IeHTp
cepTudrkaumUm» ykasaHo «Jlobow», OyOoyT MMETb
B IOAHHOM IIoJile 3HaueHue NULL

certificateCount (int64), UMCJIO BHIOYHEHHEX IO MWAaBJOHY CepTUdMKaTOB
removed (boolean), dnar: wabJOH ymaJjieH

updated (instant), Bpemsa obHoByieHus (ISO 8601)

created (instant) Bpemsa coszmanHusa (ISO 8601)

1.5.2 MeTtoa nonyuyeHus wabnoHa no uaeHTUGUKaTopy

GET API - MNonyuyeHue wabnoHa no uaeHTuduKaTopy

[lns nonyyatens cepTMPUKATOB C UCNOb30BaHWEM AAHHOIO METOAA AO/MKHO BbiTb AOCTYMHO NOMyYeHUE TONbKO Tex
WabnoHOB, KOTOPbIE YKa3aHbl B NPaBuiax BbiMycka C peXXMMoM 06paboTkn «ABTOMATUHECKUI BbIMYCK» UNK «Py4Has
06paboTkax» oS aCCOLMMPOBAHHOIO C TEKYLLEN YYETHOM 3anuncbio cybbekTa. [1ns onepaTtopa ¢ MCNO/b30BaHMEM
LAaHHOIo MeTOoAA LOMMKHO BbITb AOCTYMHO MOMYYEHUE TOMBKO TEX WabnoHOB, AOCTYN K KOTOPbIM AaHHOMY onepaTopy
npeaoCcTaBneH No Npasunam foctyna. [lng aoMUHMCTpaTopa C MCMOJIb30BAaHWMEM JAHHOMO METOAA AOMKHO ObITh
LOCTYMHO Noay4yeHune Nobbix WabnoHOB.

B oTBeTe gaHHoro metona B none «subjectDN» komnoHeHTbl «DATEOFBIRTH» (nata poxaenus) n «PLACEOFBIRTH»
(MecTo poxxpeHus) B cnyvae uUx Hanuuus B WabnoHe 6yayT ykasaHbl Kak KUNKNOWN». [laHHble KOMMOHEHTI
nopaepxueatotcs B nybnuyHom APl HaunHasg ¢ Bepcum v3.

URL - /middleware-service/api/v2/public/templates/{id}

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/KoHTponnep%3A%20wabnoHbl/findByld_1

Query
{

templateId (UUID) ID maGmona’

1B cnyyae MCNoNb30BaHM MHOXECTBEHHbIX 3HauyeHuit ana ¢unbtpa «keyAlgorithm» B oTBeTe MeToga ByayT coaepXaTbCs WABNOHbI, B
KOTOPbIX BK/OYEH XOTS Obl OAWH anropuTM K3 NepeyHs, yka3zaHHoOro B JaHHOM GunbTpe.
2 labnoHsb! Lientpa ceptudmkaumm Aladdin eCA u Lientpa pernuctpaumm Aladdin eRA MMeIOT CKBO3HYI0 MaeHTMdUKALMIO.

3 Wa6noHbl eCA-CA 1 eCA-RA MMeIOT CKBO3HYIO MAEHTUDMUKALMIO.
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Request
Response
{ OrBeT JSON B HTTP-body
id (UUuID), ID wabsonal
name (string), Vmsa mabJioHa
validity (into4), BpeMs neycTBMSA BHIIyCKaeMOI'o cepTudmkara (Mc)
certificateType (enum: CERTIFICATE, Tun BHIIyCKaeMoIro cepTudmkaTa

ROOT CA, SUB CA, UNKNOWN),

type (enum: EMBEDDED, CLONED, IMPORTED, Tun wabjoHa
UNKNOWN) ,
certificateAuthorityId (UUID), ID IC, KOTOPBIM HOJDKEH MCIIOJL30BATLCSA IIPU

BRIIyCKe cepTudmMkaTa IO OaHHOMY WabJIOHY.
MlaBJIoHBEl, Yy KOTOPBEIX B nojie «leHTp
cepTudmKaumUm» ykaszaHo «JlobOol», OyInyT MMETH B
IoaHHOM 1oJie 3HaueHume NULL

removed (boolean), djrar: wabJIoH ynajieH
rsa: { OnmcaHme RSA-kpunrorpadmum
use (boolean), dyiar: RSA-KJIOUM OOCTYIIHBE IJIS mabJioHa
minLength (int32), MyHMMaJIbHasa IOJMHa RSA-KJOUa
lengths (int32[]) JocTynHEE OIMHEL RSA-KJOUa
by
ecdsa: { Onmucanme ESDCA-kpunrorpadmm
use (boolean), djiar: ESDCA —-KJIOUM IOOCTYIIHHE IOJiS mabJjioHa
minLength (int32), MuHMManbHasg namHa ESDCA —-kJjoua
lengths (int32[1]) IHocTynHele OauHel ESDCA -—-kJoda
s
gost: { Onmcanue TI'OCT-xpunrorpadmum
use (boolean), dsar: T'OCT -kJIOUM OOCTYMNHE OJig mabjioHa
minLength (int32), MuHmMManbHasg namHa ['OCT -kJjioua
lengths (int32[1]) HocTynHele niauHel 'OCT -kJjioya
by
keyUsages: { HasHaueHMe kJwoua ceprudmxaTa
critical (boolean), dyjar: pacuyMpeHMe KpUTHUUeCcKoe
values (enum[]:DIGITAL SIGNATURE, 3HadYeHMe paclMpeHNns

NON REPUDIATION, KEY ENCIPHERMENT,

DATA ENCIPHERMENT, KEY AGREEMENT,

KEY CERT SIGN, CRL_SIGN, ENCIPHER ONLY,
DECIPHER ONLY, UNKNOWN)

by

extendedKeyUsages: { PacmmpeHHOe Ha3HadeHMe KJoda cepTudmxaTa
critical (boolean), djlar: pacuUMpeHMe KPUTUUECKOoe
values (stringl[]) BuaueHme pacuupenus (OIDs)

by

policies: { [HomuTUky cepTudmuraTa
critical (boolean), djlar: pacuMpeHMe KPUTHUUECKOoe

L 1la6noHbl eCA-CA 1 eCA-RA MMEIOT CKBO3HYIO MAEHTUDMKALMIO.
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values (stringl])

BHaueHMe pacumpeHusa (OIDs)

by

subjectDN: [{

VMsa cyOpekTa cepTuomuraTa

index (int32),

VHOekC (OJIS COPTMPOBKM, O yMonuaHmio — 0)

name (string),

VM KOMIIOHEHTaAa

description (string),

OnucaHye KOMIIOHEHTAa

required (boolean),

djrar: obsazaTesyieH K 3allOJIHEHUIO

validation (boolean),

djlar: BagMpaLMa S3HAYEHUA

modifiable (boolean),

djlar: IOOCTYNEeH K pelaKTUPOBaHUI

extendable (boolean),

djiar: pacumpsgaeMoe I[oJie

regex (string),

PerHHpHO@ SHaUeHMe [Jid BaJiMIdallM 3HaA4YEeHUA

defaultValue (string),

3HadueHMe 110 YMOJIYaHUIO

alert (string),

[lpenynpexneHue O HeyHadHOM BalMOalMy SHaUYeHUSH

code (enum: CN, UID, E, EMAILADDRESS,
MAIL, SN, GIVENNAME, INITIALS, SURNAME,
ov, o, L, ST, DC, C,
UNSTRUCTUREDADDRESS, UNSTRUCTUREDNAME,
POSTALCODE, BUSINESSCATEGORY,
TELEPHONENUMBER, PSEUDONYM,
POSTALADDRESS, STREET, NAME, T, DN,
DESCRIPTION, INN, OGRN, OGRNIP, SNILS,
INNLE, UNKNOWN)

Kon kxomMmmoHeHTa

o

subjectAltName: [{

PacumpeHnHoe mMma CcyObekTa cepTubukaTa

index (int32),

VHOekC (OJIS COPTMPOBKM, O yMoynuaHmio — 0)

name (string),

VMg KOMIIOHEHTa

description (string),

OnucaHue KOMIIOHEHTAa

required (boolean),

djrar: obsazaTesyieH K 3allOJIHEHUIO

validation (boolean),

dslar: BadMpmalMa 3HAYEHUA

modifiable (boolean),

djlar: DOCTYyINEeH K PelaKTUPOBaHUI

regex (string),

PeryjgpHOe 3HAUeHMe IJIS BajduOalMy 3HAUEHUS

defaultValue (string),

3HaUueHMe 110 YMOJIYaHUIO

alert (string),

[lpenynpexIeHre O HEYIAUHOM BalMOALMY BHAUYEHUS

code (enum: RFC822NAME, DNS NAME,
IPADDRESS, DIRECTORY_NAME ,

UNIFORM RESOURCE ID, REGISTERED ID,
MS_UPN, MS GUID, KRBS5PRINCIPAL,
PERMANENT IDENTIFIER, XMPP ADDR,
SRV_NZ—\ME , SUBJECT_I DENTIFICAT ION_METHOD ,
UNKNOWN) ,

Kon xomMmmoHeHTa

generalName (int32),

neHTudMKaTOP KOMIIOHeHTa B RFC

oid (string)

OID xomnoHeHTa B RFC

o

updated (instant),

Bpemsa oBHOBJeHMa (ISO 8601)

created (instant)

Bpemsa coszzmaHmsa (ISO 8601)

AO "Anaddux PA."

. Pykosodcmeo admuHucmpamopa. Yacme 6. OnucaHue memodos REST API LleHmpa peeucmpayuu Aladdin Enterprise Registration Authority
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2 OINMMCAHME METOA0B REST API BEPCAA 3

2.1 MeTopabl paboTbl C 3aABKaMu

BHumaHue! TexHonoruyeckun LleHTp cepTtudmkaumm ncnonb3oBaTb ANA Bblycka cepTudUKaToB

3anpeLwjeHo.

2.1.1 Metop, co3paHMA HOBOJ 3asIBKM Ha BbINycK cepTuduKaTta ¢ 3aKpbiTbiM Kaovom (PKCS#12)

POST API - Co3paHue HOBOI 3asiBKM Ha BbiNyCK cepTuduKaTa B KOHTeliHepe PKCS#12

peructpaumm Aladdin eRA.

[lns nonyyatenei cepTMPHUKATOB C MCNOMb30BAHWEM AAHHOMO METOAA A0KHO BblTb LOCTYNHO TONBKO CO3AaHMeE
3asBoK. [1n9 aflMMHUCTPaToOpa MK ornepaTopa C UCNO/b30BaHMEM JAHHOIO METOAA LOJIKHO BbITb AOCTYNHO CO3A4aHMeE
3a9BOK 4719 Cy6beKkTOB pecypcHbix cuctem mu3 LleHtpa ceptndukaumm Aladdin eCA, K KoTopoMy noakstoveH LieHTp

URL - /tasks-service/api/v2/public/tasks/pkcs12

Swagger: https://HOST/ external-integration-service/swagger/swagger-
ui/index.html#/%5BAP1%20V3%5D %20KoHTponnep%3A%203apaun/registerPkcs12

Query

{

certificateAuthorityId (uuid), [onumoHaJBHO]

ID lenTpa cepTudMKalLMM, Ha KOTOPOM
OOJDKeH OBITh BHIIYUIEH CepTUOMKAT I10
3asaBKe.

Ecamu 10Jysa DaHHOTO IIapaMeTpa He yKasaHOo
3Ha4YeHMe, BBIIYCK OyIeT OCyWeCTBJIATbLCA Ha
lenTpe cepTudmMkaluUM, KOTOPHM ONpelesieH B
JMCIOJIb3yeMOM mabJjioHe (moJje
«templateId») .

Ecim B mcnosb3yeMoM WabJIOHE He onNpenelieH
KOHKPETHEI LeHTPp cepTudmxaumy (ykKazaHo
3HaueHre «JoOoM»), BHIYCK OyIeT
OCYWEeCTBJIATECA Ha AKTMBHOM Ha MOMEHT
cosmaHMa 3asaBkM lleHTpe cepTUdMKALMM.

subjectId (uuid), [onumMoOHANBLHO]

D cy63eKTa{

JoXeH OTCYyTCTBOBATH IIPM MCIIOJIE30BaHUN
MeToIa YUYEeTHOM 3alMChb C POJIbI0
«Ilosp30BATETIE» .

templateId (uuid), [o6sa3aTesbHO]

ID mabioHa ceprudmraTaZ.

foreignKey (string) [onumoHasbLHO]

BHEWHMIM KJIIOU 3asgBKU.

BHEMmHMNM KJIOU IJOJIKeH OHTHb yHMKaanHM.3

! CybwekTbl LleHTtpa ceptudmkaummn Aladdin eCA u LieHTpa pernctpaumm Aladdin eRA MMeIoT CKBO3HYIO MAEHTUDUKALMIO.

2 labnoHsb! Lientpa ceptudmkaumm Aladdin eCA u Lientpa pernuctpaumm Aladdin eRA MMeIOT CKBO3HYI0 MaeHTMdUKALMIO.

3Mpu ykaszaHum B none «foreignKey» 3HaueHus, aHanorMyHoro 3Hadenunio B none «foreignKey» y yxe cywectsyowen B 6ase AaHHbIX

nporpamMMbl 3a8BKM, MpU UCMONb30BaHMKM MeToaa OyAeT Bo3BpalleHa ownbka ¢ kogom 400.

AO "Anadoun P.4." . Pykosodcmeo admuHucmpamopa. Yacme 6. OnucaHue memodos REST API LleHmpa peeucmpayuu Aladdin Enterprise Registration Authority
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Request

{

subjectDN: {
(enum: CN, UID, E, EMAILADDRESS, MAIL, SN,
GIVENNAME, INITIALS, SURNAME, OU, O, L, ST,

DC, C, UNSTRUCTUREDADDRESS, UNSTRUCTUREDNAME,

POSTALCODE, BUSINESSCATEGORY,
TELEPHONENUMBER, PSEUDONYM, POSTALADDRESS,
STREET, NAME, T, DN, DESCRIPTION, INN, OGRN,
OGRNIP, SNILS, INNLE, DATEOFBIRTH,
PLACEOFBIRTH, UNKNOWN): string[]

b

[lonsa pas3nesieHHOT'O MMEHM CyOBeKTa,
KOTOpPOEe HOJIKHO MONacThb B cepTudmxkar. B
dbopmaTe key-value. TI'me key — ommH U3
IIepeUMCIJIeHHBIX B €num napaMeTpoB, a value
— 3HaueHMe IapameTpa

subjectAltName: {
(enum: RFC822NAME, DNS NAME, IPADDRESS,
DIRECTORYiNAME, UNIFORMiRESOURCEilD,
REGISTERED ID, MS UPN, MS GUID,
KRB5PRINCIPAL, PERMANENT IDENTIFIER,
XMPP_ ADDR, SRV _NAME,
SUBJECT_IDENTIFICATION_METHOD, UNKNOWN) :
stringl]

bo

[loJjis aJlbTEePHATMBHOTO MMEHU CyOnekTa,
KOTOpOe INOJIXHO IIONacThb B cepTudmxar. B
dbopmaTe key-value. TI'me key — ommH U3
[IEpEeuUNCIJIEHHEX B €num [napamMeTpoB, a value
— BHaueHMe IapaMeTpa

keyBits (integer),

InmHa KJo4da

keyAlgorithm (enum: RSA, ECDSA,
GOST R 34 10 2012, UNKNOWN),

AJITOPUTM KJIOUEBOM [apHE cepTudmrarTa

password (string)

[IapoJib KOHTEeNHepa

}

Response

ResponseEntity -> ItemResponse -> {

OrBeT JSON B HTTP-body

id (uuid),

ID 3agaBKU

templateId (uuid),

ID wabnoHa ceprtudmraral

type (enum: PKCS10, PKCS12, ON TOKEN, SCEP,
WSTEP, UNKNOWN) ,

Tun 3adBKU

status (enum: NEW, FOR APPROVE, ISSUE ERROR,
REJECTED, AWAITING IMPORT, COMPLETED,
CANCELLED, UNKNOWN) ,

CraTyC 3asaBKU

creatorId (uuid),

ID y4eTHOM 3anuCK aBTOpa 3asgBKU

subjectId (uuid),

ID cybpekTa?

certificateId (uuid),

llmnenTupmkaTop ceprtudmrKaTa. 3aloJiHAeTCH
IO MTOTaM YCIEeWHOM OTpabOoTKM 3asaBKU.

name (string),

Common Name cepTudpmukara

updated (instant),

BpeMs oOHOBJIeHMsa 3asaBku (ISO 8601)

created (instant),

Bpems coszpmaHusa 3asBku (ISO 8601)

foreignKey (string)

BHemHMY KJIOU 3aaBKU

1 lla6noHbl eCA-CA 1 eCA-RA MMEIOT CKBO3HYIO MAEHTUGDMKALMIO.

2 CybvekTbl eCA-CA 1 eCA-RA MMEIOT CKBO3HYIO MAEHTUDMKALMIO.

AO "Anaddux PA."
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2.1.2 MeTopa co3aaHns HOBOI 3asBKM Ha ocHOBaHuM 3anpoca PKCS#10

MeTon coBJaHWsI HOBOM BasiBKM Ha OCHOBaHMM Banpoca PKCS#10 (dopmaT sampoca Ha cepTupmxarT
U3 BXOIHHIX NapaMeTpoB — multipart/form-data)

POST API - Co3paHue HOBOI 3asiBKM Ha 0CHOBaHuu 3anpoca PKCS#10
ﬂ,)’lﬂ I'IOJ'Iy‘-IBTEJ'IEVI CepTVICbVIKaTOB C UCNonb3oBaHMEM OaHHOIoO MeToaa A0J1XKHO ObITb AOCTYNHO TONIbKO CO34aHUE
3a8BOK, Nosiy4aTesieM cepTMdUKaTa No KOTOPbIM ABASETCS CYyObeKT, CBA3aHHbIM C AAaHHOW YYETHOM 3anuCbio.
,D,J'Iﬂ adAMUHNCTPATOPOB U ONepaTopoB C UCMOJIb30BaHNEM AaHHOIO METOAA AO0/IKHO ObITb AOO0CTYNHO CO34aHME 3aaBOK
ons cybbeKkToB pecypcHbix cucteM m3 LleHTpa ceptudmkaumm Aladdin eCA, k koTopoMy nogkntoyeH LleHTp
peructpaumm Aladdin eRA.
URL - /tasks-service/api/v2/public/tasks/pkcs10
Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/%5BAP1%20V3%5D %20KoHTponnep%3A%203anaun/registerPkcs10AsFileDescription
Query
{
certificateAuthorityId (uuid), [onumoHaJIBHO] ID LUeurpa ceprupmraumm, Ha KOTOPOM
IOOJIKEH OBIT b BEHIIIYIIEH CepTM(pMKaT 1o
3aaBKe.
Eciu OJig OAaHHOT'O IapaMeTpa He yKasaHO
3HAUEeHMre, BHIIYCK OyIeT OCYHEeCTBJISTHCS Ha
lleHTpe cepTudMKaLMM, KOTOPHIM ONpellellIeH B
MCIIOJIb3yeMOM mabJioHe (roJjie
«templateId») .
Eciu B mMCHONb3yeMOM WabJIOHE HE OoNpenesieH
KOHKPETHBI LEeHTP cepTudpmraumum (ykKasaHoO
3HaueHre «Jlibow»), BHIIYCK OymeT
OoCymecCTBJIATHLCA Ha AKTMBHOM Ha MOMEHT
co3maHua 3adpku lleHTpe cepTuUdUKALNMM.
subjectId (uuid), [onumMoHANBLHO] ID cybreextTal.
,HOJ'DK@H OTCYTCTBOBATE IIPM MCIIOJIB30BAHUMA
MeToIa YYEeTHOM 3BalMChi C POJIBLD
«Ilomp30BATEINBE».
MoxeT OHTHb YKas3aH IpM MCIIOJIE30BaHUM
MeTOoIa YYeTHOM 3alUChio C POJILI
«AIMVHVCTPATOP . 2
templateId (uuid), [o6sa3aTesbHO] ID wabjioHa cepTudmraras.
foreignKey (string) [OmuUMOHANBHO] BHemHMUNM KJIOUY 3agdBKU.
BHEWHMM KJIOY OOJIKEH OBITh yHUKAJILHBM. *
}
Request

1 CybbekTbl LleHTpa ceptudukaummn Aladdin eCA u LieHTpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTUDUKALMIO.

2 ECv Npy CO30aHMM aAMUHWUCTPATOPOM 3aBKM Ha CEPTUMMKAT Ha OCHOBAHMM 3aMpoca BO BXOAHbIX NapaMeTpax MeTofa He yKasaH subjectld,
MO eCA-RA pomKHO Ha OCHOBaHMM YKasaHHOro B 3anpoce 3HaveHns Common name aBTOMATUYECKM ONpeaenaTb (MM Co3AaBaTb) MOMyvaTens
cepTuduKaTa no 3asBKe B COOTBETCTBUM CO CIEAYIOWMMU NPaBUIAMU:

* ecu B CNUCKe CYGbEeKTOB MPUCYTCTBYET OAMH CyObekT, uMmetowmii Common name aHanoruyHblii ykasaHHOMY B 3anpoce, Mnosy4yaTenem
cepTudmKaTa Nno 3asBKe JOMKEH CYUTATLCS AAHHBIN CYyObEKT;

e eciM B CNUCKe CYObLEKTOB MPUCYTCTBYET HECKONbKO Cyb6bekToB, uMmerwmx Common name aHanoruyHbli ykasaHHOMY B 3anpoce
nonyyarenem ceptudukaTa no 3asiBke U3 AaHHOTO NepeyHst CybbekTOB JOMKEH CUMTATLCS CYyOLEKT C CaMOM NO34HEeN faTol NocNefHEro peaakT1poBaHus

* ecM B CMUCKe CyObEKTOB OTCYTCTBYHOT CybbekTbl, MMetowme Common name aHanoruuHblit ykasaHHoMmy B 3anpoce, eCA-RA pomkHo
co3paBatb B eCA-CA nokanbHbIi CyObekT Ha OCHOBaHMM 3anpoca.

3 lWa6noHsb! Lientpa ceptudumkaumm Aladdin eCA u Lientpa pernctpaumm Aladdin eRA MMeIOT CKBO3HYI0 MaEHTMdUKALMIO.

4 Mpu ykasanum B none «foreignKey» 3HauyeHus, aHanoruyHoro 3Hadenuio B none «foreignKey» y yxe cywecteyiolwein B 6a3e AaHHbIX

nporpamMMbl 3a8BKM, MpU UCMONb30BaHMKM MeToaa OyAeT Bo3BpalleHa ownbka ¢ kogom 400.

AO "Anadoun P.4." . Pykosodcmeo admuHucmpamopa. Yacme 6. OnucaHue memodos REST API LleHmpa peeucmpayuu Aladdin Enterprise Registration Authority
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request (MultipartFile),

PKCS#10 ¢ann 3anpoca Ha cepTudmuxar

subjectName: {
(enum: CN, UID, E, EMAILADDRESS, MAIL, SN,
GIVENNAME, INITIALS, SURNAME, OU, O, L, ST,

DC, C, UNSTRUCTUREDADDRESS, UNSTRUCTUREDNAME,

POSTALCODE, BUSINESSCATEGORY,
TELEPHONENUMBER, PSEUDONYM, POSTALADDRESS,
STREET, NAME, T, DN, DESCRIPTION, INN, OGRN,
OGRNIP, SNILS, INNLE, DATEOFBIRTH,
PLACEOFBIRTH, UNKNOWN) : stringl[]

}, [OomuMoOHAaJIBHO]

[IoJyig OTJIMUMTEJIbHOT'O MMeHU CyOBekTa,
KOTOpOEe HOJIXHO IIOoNacThb B cepTudmxar. B
dbopmaTe key-value. TI'me key — ommH U3
[IepPEeUMCIJIeHHBIX B €num apaMeTpoB, a value
— BHaueHue IapameTpa.

3HaueHMs I[IoJIel, yKasaHHBE B subjectName,
IepeonpenesigioT 3HauyeHMs COOTBETCTBYIOIMX
nosieyr SDN 3anpoca Ha cepTudmkaT, Opu
YCJIOBUM, UYTO OHM COOTBETCTBYIT SHAUYEHUAM
aTpubyTor cyOBeKTa.

subjectAltName: {
(enum: RFC822NAME, DNS NAME, IPADDRESS,
DIRECTORY NAME, UNIFORM RESOURCE ID,
REGISTERED ID, MS UPN, MS GUID,
KRBSPRINCIPAL, PERMANENT IDENTIFIER,
XMPP ADDR, SRV_NAME,
SUBJECT IDENTIFICATION METHOD, UNKNOWN) :
stringl[]

[loyis aJlbTepHaTMBHOTO MMeHM CyOnekTa,
KOTOPOE IOJIXHO IonacTtb B cepTtupmxaT. B
dbopmaTe key-value. TI'me key — omomH U3
[IepeuNrCJIEHHBIX B enum napamMeTpoB, a value
— BHaueHMe IapameTpa.

HeobGsa3aTesbHEM apaMeTp, 3alaeTcs B
CcJlydyae HEBO3MOXHOCTM IIOMECTMUTHL HOaHHEIE B
PKCS10.

3HaUEeHMS I[IOJIel, YyKaBaHHBE B
subjectAltName, mnepeonpenesdioT 3HAUEHUSI
cooTBeTCTBYylIMX IoJer SAN sanpoca Ha
cepTudpmkaT, OPU YCJIOBUM, UTO OHU
COOTBETCTBYT 3HAUEHUSIM aTPUOYyTOB
cybmpekTa.

}

Response

ResponseEntity -> ItemResponse -> {

OrBer JSON B HTTP-body

id (uuid),

ID 3zaaBku

templateId (uuid),

ID maGnoHa cepTudmxaral

type (enum: PKCS10, PKCS12, ON TOKEN, SCEP,
WSTEP, UNKNOWN),

Tun 3a8aBKU

status (enum: NEW, FOR APPROVE, ISSUE ERROR,
REJECTED, AWAITING IMPORT, COMPLETED,
CANCELLED, UNKNOWN) ,

CraTyCc 3asaBKU

creatorId (uuid),

ID y4yeTHOM 3alMUCK aBTOpa 3asaBKU

subjectId (uuid),

ID cyomwekTal

certificateId (string),

neHnTudpmkaTop ceprtudmkaTa. 3anoJiHIETCS
10 MUTOTaM YCIIEUHOM OTpaboTKM 3asaBKU

name (string),

Common Name cepTudpmukara

updated (instant),

BpeMms oOHOBJeHMs 3asaBxkyu (ISO 8601)

created (instant),

Bpemsa cosznmaHua 3asaBxku (ISO 8601)

foreignKey (string)

BHemHMY KJIOU 3aaBKU

! lla6noHsl Llentpa ceptudmkaumm Aladdin eCA u LieHTtpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTUhUKALMIO.

2 CybwvekTbl Llentpa ceptndmkaumm Aladdin eCA u Lientpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTMdUKALMIO.

AO "Anaddux PA."
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MeToxn coSmaHmMsI HOBOM BasiBKM Ha OCHOBaHmMm sampoca PKCS#10 (bopmaT Bampoca Ha ceprTmpmxar
U3 BXOIHHIX IlapaMeTpoB — application/json)

POST API - Co3paHue HOBOI 3asiBKM Ha 0CHOBaHuu 3anpoca PKCS#10
ﬂ,)’lﬂ nonyaneneﬁ CepTl/ICbl/IKaTOB C Ucnonb3oBaHMEM OaHHOIo MeToda AO0/IKHO ObITb AOCTYNHO TOJIbKO CO3aaHue
3a4BOK, nonyyartenem CepTlAd)MKaTa NO KOTOPbIM ABNAETCA Cy6'bEKT, CBSI3@HHbIN C ,El,aHHOl7| yHETHOVI 3aMuncCbHo.
Ona adAMUHNCTPATOPOB 1 ONepaTopoB C UCMOJIb30BaHNEM OaHHOIO METOAA AO0/IKHO ObITb AOO0CTYNHO CO34aHME 3aaBOK
ons cybbeKkToB pecypcHbix cucteM m3 LleHTpa ceptudmkaumm Aladdin eCA, k koTopoMy nogkntoyeH LleHTp
peructpaumm Aladdin eRA.
URL - /tasks-service/api/v2/public/tasks/pkcs10
Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/%5BAP1%20V3%5D %20KoHTponnep%3A%203anaun/registerPkcs10AsFileDescription
Query
{
certificateAuthorityId (uuid), ID LUeurpa cepruomraumy, Ha KOTOPOM IOJDKEH OBITH
[oNLMOHAJIBHO] BHIIYLIEH cepTudmxkaT IO BasaBKe.
Ecniu nJjsa ODaHHOTO IapaMeTpa He yKasaHO
3HaA4YeHMe, BEIIYCK GyneT OCyHmeCTBJIATECA Ha
eHTpe cepTudmKaLuUM, KOTOPEM OIpeneJieH B
MCIOJIb3yeMoM mabjioHe (rnojie «templateId») .
Ecim B mcnonbsyeMoM WabJIOHE HE OoNpenesieH
KOHKPETHBI LEeHTPp cepTudpmrauum (ykKasaHOo
3HaueHre «Jlbow»), BHIYCK OyIeT OCYHEeCTBJISTbCS
Ha AQKTMBHOM Ha MOMEHT CO3IaHMA 3aAdBKU HeHTpe
cepTubmrauUm.
subjectId (uuid), [onumMoHaNbLHO] ID cyBrwekral.
,[[OJ'DKGH OTCYyTCTBOBATbEb IIPM MCIIOJIB3OBaAHUM MeTOIa
yquHOﬁ 3allMCbhI0 C POJIBIO «Ilonnp30BATENB» .
MoxeT OHTb YKasaH IIpM MCIOJIBE3OBaAHMM MeTOooa
YUETHO! Bamuchbid C POJIbID «AIMUHUCTPATOP» 2
templateId (uuid), [oBsas3aTesnbHO] ID mabioHa ceprubduraras.
foreignKey (string) [oOmMuUMOHANBHO] BHemHMNM KJIoU 3agdBKU.
BHeWHMIM KJIIOY IOJIXEeH OBITH yHMKaHbHHM4
}
Request
{
request: { Banpoc Ha cepTudmrKaT
contentType (string) [onumoHambHO], Tun sarpyxaemoro damnma (HTTP MediaType) -
application/octet-stream)

1 CybbekTbl LleHTpa ceptudukaummn Aladdin eCA u LieHTpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTUDUKALMIO.

2 Ecnum npu cO3AaHUM alMMHUCTPATOPOM 3as1BKM Ha CepPTUGMKAT Ha OCHOBAHMM 3anpoca BO BXOA4HbIX NapaMeTpax MeToaa He ykasaH subjectld,
MO eCA-RA pomkHO Ha OCHOBaHMM YKasaHHOro B 3anpoce 3HayeHns Common name aBTOMAaTUYECKM ONpeaenaTb (MM Co34aBaTb) MonyvaTens
cepTuduKaTa no 3asBKe B COOTBETCTBUM CO CIeAYHOLWMMU NPaBUIAMU:

e eCnu B Cnucke CyBbekToB NPUCYTCTBYET OAMH CyObekT, umetowwmii Common name aHanoruyHbli yKasaHHOMY B 3amnpoce, nosyyarenem
cepTudwmKaTa No 3aABKe LOMKEH CHUATATLCS LAHHbINA CYObeKT;

* eciM B Cnucke Cyb6beKTOB MPUCYTCTBYET HECKONbKO CybbekToB, MMetowmx Common name aHanoruyHbli ykasaHHOMy B 3arpoce,
nonyyartenem ceptudukarta no 3asBke U3 JAHHOTO NepeyHs Cy6bekToB AOMKEH CYUTATbCS CYObEKT C CaMOoi No3AHeN [aToi NocneaHero peAakTMpoBaHuS;

e eCn B CMUCKe CyGbekToB OTCYTCTBYHT CybbekTbl, UMetowme Common name aHanoruyHblii ykasaHHoMy B 3anpoce, eCA-RA ponxHo
co3paBatb B eCA-CA nokanbHbIi CyObekT Ha OCHOBaHMM 3anpoca.

3 lWa6noHsb! Lientpa ceptudmkaumm Aladdin eCA u Lientpa pernctpaumm Aladdin eRA MMeIOT CKBO3HYI0 MaEHTUdUKALMIO.

4 Mpu ykasanum B none «foreignKey» 3HaueHus, aHanoruyHoro 3Hadenuio B none «foreignKey» y yxe cywecteyiolwein B 6aze AaHHbIX

nporpamMMbl 3a8BKM, MpU UCMONb30BaHMKM MeToaa OyAeT Bo3BpalleHa ownbka ¢ kogom 400.
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fileName (string) [onumoHaNbHO],

VMs Barpyxaemoro dainia

data (string:binary)

ConmepxmumMmoe PEM daMya sBanpoca Ha ceprtuomxarT
(Mmaccup OanT B Baseb64)

by

subjectName: {

(enum: CN, UID, E, EMAILADDRESS, MAIL, SN,
GIVENNAME, INITIALS, SURNAME, OU, O, L, ST,
DC, C, UNSTRUCTUREDADDRESS,
UNSTRUCTUREDNAME, POSTALCODE,
BUSINESSCATEGORY, TELEPHONENUMBER,
PSEUDONYM, POSTALADDRESS, STREET, NAME, T,
DN, DESCRIPTION, INN, OGRN, OGRNIP, SNILS,

INNLE, DATEOFBIRTH, PLACEOFBIRTH, UNKNOWN) :

string|]
}, [omnumoHaJNbHO]

[IoJyis OTAMUMTEJIBHOTO MMEeHM CyDOBeKTa, KOTOpoe
IOOJDKHO IIOoIacTk B ceprudmukar. B dopmare key-
value. T'me key — OIMH M3 NEPEUYMCIJIEHHEX B enum
napamMeTpoB, a value - 3HaudYeHHMEe [apaMeTpa.
3HauUeHMs IIOJIelM, yKasaHHBE B subjectName,
IepeonpenesaoT 3HAadeHMs COOTBETCTBYKIMX IOJIeM
SDN szanpoca Ha cepTudmkaT, OPU YyCJIOBUM, UTO
OHM COOTBETCTBYIOT 3HAadUeHMSAM aTpUbyTOB
cybmekTa.

subjectAltName: {

(enum: RFC822NAME, DNS_ NAME, IPADDRESS,
DIRECTORY_NAME, UNIFORM_RESOURCE_ID,
REGISTERED ID, MS UPN, MS GUID,
KRBS5PRINCIPAL, PERMANENT_IDENTIFIER,
XMPP ADDR, SRV _NAME,
SUBJECT_IDENTIFICATION_METHOD, UNKNOWN) :
string|[]

}

[Iojyigs aJIbTEPHATMBHOI'O MMeHU CyOBbeKTa, KOTopoe
IOOJDKHO IIOoIacTk B ceprudmxar. B dopmare key-
value. T'me key — OIMH M3 INEepPeuUMCIJIEHHHX B enum
napaMeTpos, a value — 3HadYeHMEe [apaMeTpa.
HeobGsa3aTesbHEM NapaMeTp, 3alaeTcs B clyudae
HEBO3MOXHOCTM IIOMECTMUTH nauuHele B PKCS10.
3HaueHrs [OoJiel, yKasaHHBe B subjectAltName,
[IepeonpenesnganT 3HadYeHMsS COOTBETCTBYWOIMX IIOJIEN
SAN 3amnpoca Ha cepTudmkaT, OpU YyCJIOBUM, HYTO
OHM COOTBETCTBYIT 3HadeHMAM aTpubyTOB
cybbekTa.

}

}

Response

ResponseEntity -> ItemResponse -> {

OrBeT JSON B HTTP-body

id (uuid),

ID 3agaBku

templateId (uuid),

ID mabyiona ceprubduraral

type (enum: PKCS10, PKCS12, ON_ TOKEN,
SCEP, WSTEP, UNKNOWN),

Tun 3aaBKU

status (enum: NEW, FOR APPROVE,
ISSUE ERROR, REJECTED, AWAITING IMPORT,
COMPLETED, CANCELLED, UNKNOWN) ,

CraTyc 3asBKMU

creatorId (uuid),

ID y4eTHOM 3anMuCK aBTOpa 3asgBKU

subjectId (uuid),

ID cybbekTa?

certificateId (string),

nentudmkarop ceprmdpmkaTa. 3anoJHSAETCS IO
MUTOTaM yCIeMHOM OTpaboTKM 3adgBKU

name (string),

Common Name cepTudmkarTa

updated (instant),

Bpems oBHOBJeHMs 3asaBku (ISO 8601)

created (instant),

Bpemsa coszzmaHua 3aaBku (ISO 8601)

foreignKey (string)

BHemHM? KJIOU 3asaBKU

! lla6noHsl Llentpa ceptudmkaumm Aladdin eCA u LienTtpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTUhUKALMIO.

2 CybwvekTbl Llentpa ceptndmkaumm Aladdin eCA u Lientpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTMdUKALMIO.
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2.1.3 Metop, nony4yeHusa AaHHbIX O BbiNywW,EeHHOM cemebuKaTe 3aABKM MO ee MAGHTM(‘)MKaTOpy

GET API - MonyuyeHue AaHHbIX O BbIMYLWLEHHOM cepTuduMKaTe 3asBKM N0 ee uAeHTUpMKaTopy

BbIMYLWEHHbIX CepTMCbVIKaTaX no nobbIM 3as8BKaM.

[na nonyyatens cepTMGUKaTOB C UCNONb30BAaHUEM AAHHOTO METOAA AOMKHO 6biTh AOCTYMHO NOAYYEHME AAHHbBIX O
BbIMYLLEHHbIX CepTUdMKATAX TOMbKO MO TEM 3asBKaM, NojydyaTenem ceptudukata no KOTOpbIM ABASETCS Cy6bekT,
CBAA3aHHbIN C JAHHOM yYeTHOM 3anucbto. [1ns onepatopa € UCMOMb30BaHMEM LAHHOIO METOAA AOMKHO ObITb JOCTYNHO
NoslyYeHMe JaHHbIX O BbIMYLLEHHbIX CEPTUdMKATAX TONbKO MO CO34aHHbIM AaHHbIM ONEpPaToOpOM 3asiBKaM, a Takxe no
3asBKaM 41 Cy6bekToB, AOCTYN K KOTOPLIM aHHOMY OrnepaTopy NpeAoCTaBaeH Mo Npaeunam SocTyna.

[lns apMMHUCTpaTopa C UCMOJIb30BAHMEM LAHHOIO METOAA LOMIKHO ObITb [OCTYNHO MOMYYEHUE OAHHBIX O

URL - /middleware-service/api/v2/public/tasks/{id}/certificate

Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/%5BAP1%20V3%5D%20KoHTponnep%3A%203anaun/findCertificateByTaskld

Query

{

id (uuid)

ID 3zasgaBku

}

Request

Response

ResponseEntity -> CollectionResponse -> {

OrBeT JSON B HTTP-body

id (uuid),

onenTtudmkarop ceprmudmxaTa

chain: { [enouka CcepTUPMKATOB (PEKYPCUBHBIM ODBEKT)
id (uuid), VoeunTubmkaTop cepTudbmkaTa
name (string), VMmsa ceptudpmxkaTa (Ha ocHoee CN)

subjectDN: {

VMg cyOwekTa cepTudmkaTa

(enum: CN, UID, E, EMAILADDRESS, MAIL,
SN, GIVENNAME, INITIALS, SURNAME, OU, O,
L, ST, DC, C, UNSTRUCTUREDADDRESS,
UNSTRUCTUREDNAME, POSTALCODE,
BUSINESSCATEGORY, TELEPHONENUMBER,
PSEUDONYM, POSTALADDRESS, STREET, NAME,
T, DN, DESCRIPTION, INN, OGRN, OGRNIP,
SNILS, INNLE, DATEOFBIRTH, PLACEOFBIRTH,
UNKNOWN) : stringl]

[Ioyiga pas3sldesyiIeHHOTO MMEeHU CcyObeKTa M3
ceprtupmuxara. B dopmare key-value. T'me key
— OIOMH U3 IIePeuMCJIEHHBIX B enum IapaMeTpoB,
a value - 3HaueHHue napameTpa

by

issuer: {..}

VsmaTenb cepTudmkaTa (BJIOXEHHBM ODBEKT)

by

serialnumber (string),

CepuMHEM HOMEP CcepTudmkaTa

fingerprint (string),

OUMHTEPNPMHT cepTudrrKaTa

name (string),

Vma ceptudmxkaTa (Ha ocHoee CN)

issuerId (uuid),

VoenTudmkaTop mamaress ceprumkaTa

issuerDN: {

ViMa cyOBpekTa musnartessa cepTudmraTa

(enum: CN, UID, E, EMAILADDRESS, MAIL, SN,
GIVENNAME, INITIALS, SURNAME, OU, O, L, ST,
DC, C, UNSTRUCTUREDADDRESS,
UNSTRUCTUREDNAME, POSTALCODE,
BUSINESSCATEGORY, TELEPHONENUMBER,
PSEUDONYM, POSTALADDRESS, STREET, NAME, T,
DN, DESCRIPTION, INN, OGRN, OGRNIP, SNILS,
INNLE, DATEOFBIRTH, PLACEOFBIRTH, UNKNOWN) :
stringl[]

[lonig pas3mesieHHOTO MMeHM CcyObekTa mM3maTerns
n3 ceprupmxkara. B popmaTre key-value. T'me
key — OIMH M3 II€pPedMCJIEHHBEIX B enum

napamMeTpoB, a value - 3HauyeHMEe MapaMeTpa

AO "Anaddux PA."
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by

subjectDN: { VMsa cyBpwekTa cepTudmxaTa
(enum: CN, UID, E, EMAILADDRESS, MAIL, SN, [Ioyia pas3ndesyiIeHHOT'O MMEeHU CcyObeKTa M3
GIVENNAME, INITIALS, SURNAME, OU, O, L, ST, ceptubpmxkara. B dopmare key-value. T'me key
DC, C, UNSTRUCTUREDADDRESS, — OIVMH M3 IIEePEeUuMCJIEHHEIX B enum IapaMeTposB,
UNSTRUCTUREDNAME, POSTALCODE, a value - 3HaueHHMe napameTpa

BUSINESSCATEGORY, TELEPHONENUMBER,
PSEUDONYM, POSTALADDRESS, STREET, NAME, T,
DN, DESCRIPTION, INN, OGRN, OGRNIP, SNILS,
INNLE, DATEOFBIRTH, PLACEOFBIRTH, UNKNOWN) :

string[]

by

subjectAltName: { AJlbTEepHATUBHOE MMsA CyOBpekTa cepTudmxaTa
(enum: RFC822NAME, DNS NAME, IPADDRESS, [Ioyiga ajlbTEPHATMBHOTO MMEHM CcyOBeKTa U3
DIRECTORY NAME, UNIFORM RESOURCE ID, ceptubpmxkara. B dopmare key-value. T'me key
REGISTERED ID, MS UPN, MS GUID, — OIVH M3 IIEePEeUuMCJIEHHEIX B enum IapaMeTposB,
KRBSPRINCIPAL, PERMANENT IDENTIFIER, a value - 3HaueHHMe napameTpa

XMPP ADDR, SRV_NAME,
SUBJECT IDENTIFICATION METHOD, UNKNOWN) :
stringl[]

by

keyAlgorithm (enum: RSA, ECDSA, ANTOpPMTM KJoua ceprudmxara LC
GOST R 34 10 2012, UNKNOWN),

hashAlgorithm (enum: SHAl, SHA256, SHA384, AnropuTM nomnmcu ceprmubmxara LC
SHA512, SHA3 256, SHA3 384, SHA3 512,
RSASSA PSS, MD5, GOST R 34 11 2012, UNKNOWN),

keyBits (int32), InuHa kJoda ceprtmbmxara LC
templateId (uuid), VneHTudmKaTop wabnonal
templateName (string), Vimsa wabJyioHa
type (enum: CERTIFICATE, ROOT CA, SUB CA, Tun cepTtudmkaTa
UNKNOWN) ,
endEntityType (enum: ROOT CA, SUB CA, USER, Tun cyodbexTa
DEVICE, UNKNOWN),
validFrom (instant), IaTa HauaJja neucrTeusa ceprudmxara (ISO
8601)
validTo (instant), IaTa OKOHUYAaHMUA nemcTBusa ceptudpmxkara (ISO
8601)
status (enum: ACTIVE, HOLD, REVOKE, REQUEST, CraTtyc cepTudmkara
UNKNOWN) ,
isvalid (boolean), dyar: cepTudMKAT IEeMCTBUTEJIEH
isExpired (boolean), dyar: ceprupmkaT MUCTEK
actions: { IOoCTyIHBIE IOEeMCTBUSA IO BHIPY3Ke
pl2 (boolean), dyiar: BHIpPy3ka pkcsl2
csr (boolean), dyar: BeIr'py3kKa pkcslO
pem (boolean) dylaT: BHI'Py3ka cepTudpmkaTa
}y
publicKey (string), OTKPHITEM KJIIOY
certificateType (string), Tun ceprudéukara (X.509)
version (int32), Bepcusa ceprudpuxkara
subjectKeyIdentifier (string), VoenTudmxkaTop kJjoda cepTruduxaTa
authorityKeyIdentifier (string) VoenTuduxkaTop KIOUa M3IaTess cepTudmxarTa

! llabnoHsl Lientpa ceptndmkaumm Aladdin eCA u Lientpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTMDUKALMIO.
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keyUsages: { HasHaueHue kioda ceprtudpmxaTa

id (enum: DIGITAL SIGNATURE, [lepeuncrieHre MCIIOJIL30BAHMUA KJIoOUa
NON_ REPUDIATION, KEY ENCIPHERMENT,

DATA ENCIPHERMENT, KEY AGREEMENT,

KEY CERT SIGN, CRL SIGN, ENCIPHER ONLY,
DECIPHER ONLY, UNKNOWN),

value (string), HamMeHOBaHME BJIEMEHTa
description (string) OnmcaHMe MCIIOJIb30BaHMA KJoUa

I

extendedKeyUsages: { PacumpeHHOE Has3HAaueHMe KJodua cepTudpmkaTa
id (enum: EKU PKIX ANY EXTENDED KEY USAGE, [lepeunciieHre PaCUMPEHHOT'O MCIIOJb30BaHUA
CSN 369791 TLS CLIENT, KJo4a

CSN_369791 TLS_SERVER,

CLIENT AUTHENTICATION, CODE SIGNING,
EAP OVER_LAN, EAP OVER_PPP,

ETSI_TSL SIGNING, EMAIL PROTECTION,
ICAO DEVIATION LIST SIGNING, EKU INTEL AMT,
INTERNET KEY EXCHANGE FOR IPSEC,
KERBEROS CLIENT AUTHENTICATION,

EKU KRB PKINIT KDC,

MS COMMERCIAL CODE SIGNING,
MS_DOCUMENT SIGNING, MS_EFS RECOVERY,
MS ENCRYPTED FILE SYSTEM,
MS_INDIVIDUAL CODE_SIGNING,

MS SMART CARD LOGON, OCSP SIGNER,

EKU ADOBE PDF SIGNING,

PIV_CARD AUTHENTICATION, SCVP CLIENT,
SCVP_SERVER, SIP DOMAIN,

EKU PKIX SSH CLIENT, SSH SERVER,
SERVER_AUTHENTICATION, TIME STAMPING,
ICAO MASTER LIST SIGNING, UNKNOWN),

value (string), HavmMeHOBaHME BJIeMeHTa
oid (string), OID Ha3HaAUeHUud
description (string) OnmMcaHMe MUCIOJNIb30BaHMUA KJoYa
created (instant), IaTa cosmaHusa EKU (ISO 8601)
updated (instant), IaTa cosmaHusa EKU (ISO 8601)
default (boolean) dnar: EKU no yMOJIYaHMUIO
b, Onucanme OID
ca (boolean), dnar: ceprupukar [C
revocation: { CBenmeHusa o6 oT3eBe cepTuhmxarTa LC
date (instant), IlaTa OT3HBAa
number (int4), Kono npuumMHEL OT3HIBA
value (string) 3HaueHye [IPMUMHEL OT3HBAa
by
aiaUrls (stringl]), URL AIA
ocspUrls (stringl]), URL OCSP
crlUrls (stringl]), URL CRL
deltaCrlUrls (stringl]), URL Delta CRL
userId (uuid), VoeunTudmxarop Y3
subjectId (uuid), VoenTudpmuxkaTop cyodOnexkTa
created (instant), Bpems cosznmaHusa (ISO 8601)
updated (instant) Bpems obHoBJeHusa (ISO 8601)
}
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2.2 MeTtopabl paboTbl ¢ cy6bbeKkTamMu

2.2.1 MeTtoa noncka cyobLekToB

GET API - Monck cy6bekTos
,ﬂ)’lﬂ nony4varena CepTl/ICbI/IKaTOB C UCNOJIb30BaHMEM OaHHOIo MeToaa AO0J/KHO ObITb AOOCTYNHO TOJ/IbKO nonyvyeHue
LaHHbIX CybbekTa, CBSA3aHHbIM C JAHHOM YYeTHOM 3anucbio. [1ng onepatopa uam agMMHUCTPATOpPa C UCMONb30BAHMEM
OaHHOro Metoda AO/TKHO ObITb AOCTYNHO nosiydyeHne gaHHbIX nwoboro Cy6'beKTa.
URL - /middleware-service/api/v2/public/subjects
Swagger: https;//HOST/external-integration-service/swagger/swagger-
ui/index.html#/%5BAP1%20V3%5D %20KoHTponnep%3A%20cybbekTsi/findAlL_1
Query
{
id (UUID[]), [omnumoHaJNbHO] ID cybrekTal
resourcelId (UUID[]), [onuMoOHAJBHO] ID peCypCHOM CUCTEMEBI
securityGroupId (UUID[]), [OoNUMOHAJBLHO] ID rpynnel 6e30MIacHOCTHU
search (string), [onumMoHaJIBHO] [IOJTHOTEKCTOBHM INOMUCK (MMa cyObexkTa)
isConnected (boolean), [ONUMOHAJBLHO] dyar: CcyOBEeKT NOIOKJIOUEH K PECYPCHOM CUCTeMe
isBlocked (boolean), [OHNUMOHAJIBHO] dyar: cyoOpekT 3abJIOKMPOBaH B pPeCcypCHOM
cucreMme
pagelimit (integer), [oNmuUMOHAJIBHO] OrpaHMUEeHME Ha pa3Mep BHOOPKM (armHalms)
pageOffset (integer), [oNmuUMOHANBHO] CMeleHre OT Hauajla CIMcKa (narvHauus)
sortBy (string[]), [onumoHAJBHO] CnmMcok mnoJjiey, K KOTOPBIM IIPUMEHSIEeTCS
COPTUPOBKA
sortDirection (string) [onumMoHAJNBHO] HanpasyeHusa copTupoBkmu (ASC;DESC)
}
Request
Response
ResponseEntity -> CollectionResponse -> { OreeT JSON B HTTP-body
id (UUID), ID cybrekTa?
commonName (string), Ma cybbekTa
distinguishedName (string), PacrnoJsioxeHne cyObeKkTa B PEeCYPCHOM CUCTeMe
resource: { PecypcHasa cucreMma
id (uuid), ID peCcypCHOM CUCTEME
commonName (string), ViMs pPeCcypCHOM CUCTEMH
distinguishedName (string) BaseDN ToOukM [OOKJIOUEHMS K PEeCYypPCHOM
cucreMme
}y
subjectName: { Mg cyBwekTa

1 CybbekTbl LleHTpa ceptudukaummn Aladdin eCA u LleHTpa perrctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTUDMKALMIO.

2 CybwvekTbl Llentpa ceptndmkaumm Aladdin eCA u Lientpa pernctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTMdUKALMIO.
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(enum: CN, UID, E, EMAILADDRESS, MAIL, SN, [Iosiga pas3OesyIeHHOT'O MMEeHM CyODBeKTa
GIVENNAME, INITIALS, SURNAME, OU, O, L,
ST, DC, C, UNSTRUCTUREDADDRESS,
UNSTRUCTUREDNAME, POSTALCODE,
BUSINESSCATEGORY, TELEPHONENUMBER,
PSEUDONYM, POSTALADDRESS, STREET, NAME, T,
DN, DESCRIPTION, INN, OGRN, OGRNIP, SNILS,
INNLE, DATEOFBIRTH, PLACEOFBIRTH,
UNKNOWN) : {

values (stringl[l]), BHaUYeHMsa KOMIIOHEHTAa
editable (boolean), djlaT: KOMIIOHEHT IOCTyIleH IJid pemaKTUPOBAaHUS
}
br
subjectAltName: { ANlbTEepHATUBHOE MMsA CyOBekKTa
(enum: RFC822NAME, DNS NAME, IPADDRESS, [loJis aJbTepHaTMBHOTO MMeHU CcyDOnekTa

DIRECTORY NAME, UNIFORM RESOURCE_ID,
REGISTERED ID, MS UPN, MS GUID,
KRB5PRINCIPAL, PERMANENT IDENTIFIER,

XMPP ADDR, SRV NAME,

SUBJECT IDENTIFICATION METHOD, UNKNOWN): {

values (stringl]), 3HaUueHMsI KOMIIOHEeHTAa
editable (boolean), djlaT: KOMIIOHEHT IOOCTyIeH IJId pemaKTUPOBaHUSA
}
by
isConnected (boolean), dyar: CcyOBEKT NOIOKJIOUEH K PECYPCHOM CUCTeMe
isBlocked (boolean), dyar: cyoOpekT 3abJIOKMPOBaAH B pPeCcypCHOM
cucreMme
modify (instant), Bpems msMeHenus (ISO 8601)
certificatesCount (integer), KommuecTBO OEMCTBYOIMX CEPTUOUKATOB Yy
cybwekTa
updated (instant), Bpemsa oBHoBJeHus (ISO 8601)
created (instant) Bpemsa coszmanHusa (ISO 8601)
sid (string) SID cyBmwekTa

2.2.2 MeTopa, nony4yeHus cyb6bekTa no uaeHTudukaTopy

GET API - MonyuyeHue cy6bekTa no naeHTUdUKaTOpy

[lna nonyyatena cepTMPUKaTOB C UCMNOb30BAaHUEM AAHHOMO METOa AO/MKHO BbiTh AOCTYMHO TOMLKO NONyYeHue
JaHHbIX CyBbeKTa, CBA3aHHbINA C AaHHOM YYeTHOM 3anuchio. [lna onepatopa unmM agMUHUCTPaTOpa C UCMONb30BaHUEM
[AHHOro MeToAa LOMKHO BbITb AOCTYMHO MOAYYEHWE AAHHBIX NO6Oro cyobLeKTa.

URL - /middleware-service/api/v2/public/subjects/{id}

Swagager: : https://HOST/ external-integration-service/swagger/swagger-
ui/index.html#/%5BAP1%20V3%5D %20KoHTponnep%3A%20cy6bekTbl/findByld_2

Query
{

id (UUID) D cyGEeKTal

}
Request

1 CybbekTbl LleHTpa ceptudukaummn Aladdin eCA u LleHTpa perrctpaumm Aladdin eRA MMEIOT CKBO3HYIO MAEHTUDMKALMIO.
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Response
{ OrBeT JSON B HTTP-body
id (UUID), ID cybrekTal
commonName (string), Ms cybbekTa
distinguishedName (string), PacnojioxeHmue cyObekTa B PECYpPCHOM cucTeme
resource: { PecypcHas cucrema
id (uuid), ID peCypCHOM CMUCTEME
commonName (string), V/iMsi PECYpPCHOM CUCTEMH

distinguishedName (string)

BaseDN TOukM MNONKJIOUEHMUS K PeCypPCHOM CcHucTeMe

by

subjectName: {

Ms cybbekTa

(enum: CN, UID, E, EMAILADDRESS, MAIL,
SN, GIVENNAME, INITIALS, SURNAME, OU,
o, L, ST, DC, C, UNSTRUCTUREDADDRESS,
UNSTRUCTUREDNAME, POSTALCODE,
BUSINESSCATEGORY, TELEPHONENUMBER,
PSEUDONYM, POSTALADDRESS, STREET, NAME,
T, DN, DESCRIPTION, INN, OGRN, OGRNIP,
SNILS, INNLE, DATEOFBIRTH,
PLACEOFBIRTH, UNKNOWN) : {

[lonsg pas3nesyIeHHOT'O MMEHM CyOBeKTa

values (stringl]), SHaUueHMd KOMIIOHEHTa
editable (boolean), djlar: KOMIIOHEHT INOCTYIEH IJid pelaKTUPOBAaHUSA
}
by
subjectAltName: { AJIbTEepHATUBHOE MMsA CyOBeKTa
(enum: RFC822NAME, DNS NAME, IPADDRESS, [Ioyiga aJlbTEPHATMBHOT'O MMEHM CcyOBeKTa

DIRECTORY NAME, UNIFORM RESOURCE_ID,
REGISTERED ID, MS UPN, MS GUID,
KRB5PRINCIPAL, PERMANENT IDENTIFIER,
XMPP ADDR, SRV_NAME,

SUBJECT IDENTIFICATION METHOD,
UNKNOWN) @ {

values (stringl[]), BHauUeHVs KOMIIOHEHTa
editable (boolean), dj1ar: KOMIIOHEHT OOCTYIEH IJid pelaKTMPOBaHUSA
}

by
isConnected (boolean), dy1ar: CyOBEKT INOOKJINUEH K PEeCypCHOM CHuCTeME
isBlocked (boolean), dyrar: CcyOBekT 3abJIOKMPOBaH B PECYPCHOM CHUCTEME
modify (instant), Bpems muzaMmeHeHus (ISO 8601)
certificatesCount (integer), KomuecTBO OEMCTBYOIMX CEPTUOUKATOB y CyOBeKTa
updated (instant), Bpemss oBuoBJeHMsa (ISO 8601)
created (instant) Bpemsa cozpmanHmsa (ISO 8601)
sid (string) SID cybBmbekTa

1 CybwekTbl LleHTpa ceptudmkaummn Aladdin eCA n LieHTpa pernctpaumm Aladdin eRA MMeIoT CKBO3HYIO MAEHTUDUKALMIO.
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2.3 MeTopabl paboTbl ¢ WabnoHamu

BHumaHue! TexHonoruyeckun LleHTp cepTtuchmkaumm uncnonb3oBatb ANA BbiNycka cepTudukatos
3anpeLleHo.

2.3.1 MeTtopa, nony4yeHus WabaoHa no uaeHTudukatTopy

GET API - NonyuyeHue wabnoHa no uaeHTuuUKaTopy

[lnsa nonyyatens cepTMUKATOB C MCNOMb30BAHNEM AAHHOIO METOAA AOMXKHO 6bITb LOCTYMHO NOAYYEHWUE TOBKO TEX LWABMOHOB,
KOTOPbIe YKa3aHbl B MPaBUAAX BbiMyCKa C peXXMMOM 06paboTkm «ABTOMATUHECKMI BbIMYCK» nnn «PyyHas obpaboTka» ans
ACCOLMUPOBAHHOIO C TeKyLLel y4eTHOM 3anucbto cybbekTa. [lng onepatopa ¢ MCNONb30BaHWEM AAHHOMO METOAA AOMXKHO BbiTh
[OCTYMHO NOMy4YeHUEe TONbKO Tex LWaboHOB, LOCTYN K KOTOPbIM JaHHOMY OnepaTopy NpefocTaB/ieH no npasunam foctyna. ns
aAMMHUCTPATOpPa C UCNONb30BaHWEM AAHHOIO METOAA LOMKHO ObITb LOCTYMHO NOMyYeHWe Nobbix LWabAOHOB.

URL - /middleware-service/api/v2/public/templates/{id}

Swagger: https:;//HOST/ external-integration-service/swagger/swagger-
ui/index.html#/%5BAP1%20V3%5D%20KoHTponnep%3A%20wabnoHbl/findByld_1

Query
{
templateId (UUID) ID mabnonal
}
Request
Response
{ OrBeT JSON B HTTP-body
id (UUID), ID mabnoHa?
name (string), VMg mabJioHa
validity (inteé4), Bpems nmemcTBMS BHIIyCKaeMOT'o cepTudmxaTa (Mmc)
certificateType (enum: CERTIFICATE, Tun BHIIyCKaeMoIro cepTudmkaTa

ROOT CA, SUB CA, UNKNOWN),

type (enum: EMBEDDED, CLONED, IMPORTED, Tun wabjoHa
UNKNOWN) ,
certificateAuthorityId (UUID), ID [IC, KOTOPHIM HOJIXEH MCIIOJNb30BATLCS IIPU

BEIIyCke cepTudmkaTa IO HaHHOMY WabJIOHY .
MabJIoHEl, Yy KOTOPEIX B IHOJe «leHTp
cepTudmrKauUM» ykKazaHoO «Jlobon», OyIOyT MMETb B
IOaHHOM IoJie 3HaueHue NULL

removed (boolean), djar: mabJIoH ynmajieH

rsa: { Onmcanme RSA-xpunrorpadmm
use (boolean), ®s1ar: RSA-KJIOUM OOCTYIIHHE IJig mabJjoHa
minLength (int32), MuyHMMaJIbHasa OiaMHa RSA-kJOUYa
lengths (int32[]) HocTynHEEe OJIMHBE RSA-KJIOUA

}y

ecdsa: { Onmucanme ESDCA-kpunrorpadmm
use (boolean), dyar: ESDCA -KJIOYUM OOCTYIIHBEL OJid wabJjioHa
minLength (int32), MuyHMMaJibHasa IOJiuHa ESDCA -kJouda
lengths (int32[]) HocTynHele niamHel ESDCA -kJjioya

1 lla6noHbl eCA-CA 1 eCA-RA MMEIOT CKBO3HYIO MAEHTUDMKALMIO.

2 labnoHbl eCA-CA 1 eCA-RA MMEIOT CKBO3HYIO MAEHTUDUKALMIO.
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by

gost: { Onmcanue TI'OCT-xpunrorpadmum
use (boolean), djrar: T'OCT -kJIOUM OOCTYIMHE OJisg mwabjioHa
minLength (int32), MuHMMaJibHad gimHa I'OCT -—-kJioda
lengths (int32[]) HOocTynHele Oamuel I'OCT —-kJjoua
by
keyUsages: { HasHaueHMe kJjwo4Ya ceprtudmxaTa
critical (boolean), djlar: pacuMpeHMue KPUTHUUECKOoe
values (enum[]:DIGITAL SIGNATURE, 3HadYeHMe pacClMpeHMrs

NON_REPUDIATION, KEY ENCIPHERMENT,

DATA ENCIPHERMENT, KEY AGREEMENT,

KEY CERT SIGN, CRL_SIGN, ENCIPHER ONLY,
DECIPHER ONLY, UNKNOWN)

by

extendedKeyUsages: { PacumMpeHHOE Hal3HaueHMe KJnua cepTudpmkaTa
critical (boolean), djlar: pacuMpeHMe KPpUTHUUeCcKoe
values (stringl[]) BHaueHue pacumpeHus (OIDs)
by
policies: { [MOMUTUKY CcepTuduraTa
critical (boolean), dylar: pacuUMpeHMe KPUTHUUECKOe
values (stringl[]) B3HaueHue pacumpeHus (OIDs)
by
subjectDN: [{ VM cyOwpekTa cepTudmraTa
index (int32), VHOmekc (OJiS COPTUMPOBKM, IO ymojiuaHmio — 0)
name (string), VIMag KOMIIOHEHTa
description (string), OnmcaHye KOMIIOHEHTAa
required (boolean), dsrar: obsgzaTesyieH K BallOJIHEHUIO
validation (boolean), dJjlar: BaIMOalUMa SHAUYEHUS
modifiable (boolean), djlar: DOCTYIEeH K PelaKTUPOBaHUIO
extendable (boolean), dylar: pacumpseMoe IoJie
regex (string), PeryngapHoe 3HaueHue s Baludaluuy 3HAUEHUS
defaultValue (string), 3HaUueHMe [0 YMOJIYaHMIO
alert (string), [lpenynpexneHne O HeyINauHOM BalMIOalMM 3HaUYEeHUS
code (enum: CN, UID, E, EMAILADDRESS, Konm kxoMIIoHEeHTa

MAIL, SN, GIVENNAME, INITIALS, SURNAME,
ou, o, L, ST, DC, C,
UNSTRUCTUREDADDRESS, UNSTRUCTUREDNAME,
POSTALCODE, BUSINESSCATEGORY,
TELEPHONENUMBER, PSEUDONYM,
POSTALADDRESS, STREET, NAME, T, DN,
DESCRIPTION, INN, OGRN, OGRNIP, SNILS,
INNLE, DATEOFBIRTH, PLACEOFBIRTH,

UNKNOWN)

Hy

subjectAltName: [{ PacumpeHHOe uMa cyObekTa cepTudmxaTa
index (int32), VHOekC (OJIS COPTMPOBKM, O yMonudaHuio — 0)
name (string), VM KOMIIOHEHTa
description (string), OnmMcaHye KOMIIOHEHTAa
required (boolean), djiar: obgas3aTesieH K BalloJIHEeHUIO
validation (boolean), djiar: BaaMOmaLMUsa BHAUYEHUS
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modifiable (boolean), dylar: IOOCTyNEeH K pelaKTUPOBaHMUIO

extendable (boolean), dylar: pacumpseMoe Iojie

regex (string), PeryngpHOe 3HaYeHMe OJisd BalMIaluMM SHAUYEHUSI
defaultValue (string), 3HaueHMe 10 yMOJIUaHUIO

alert (string), [IpenynpexneHrue O HeyOadHOM BajMIaluM BHAUEHUS
code (enum: RFC822NAME, DNS NAME, Konm xoMIIOHeHTa

IPADDRESS, DIRECTORY NAME,

UNIFORM RESOURCE ID, REGISTERED ID,

MS UPN, MS GUID, KRBSPRINCIPAL,
PERMANENT IDENTIFIER, XMPP ADDR,
SRV_NAME, SUBJECT IDENTIFICATION METHOD,

UNKNOWN) ,
generalName (int32), nenTudmukaTop KOMIIOHeHTa B REFC
oid (string) OID kowMmroHeHTa B RFC
11,
updated (instant), Bpemsa obBHoByieHms (ISO 8601)
created (instant) Bpems coszzmanHmsa (ISO 8601)
certificateAuthorityId (UUID), ID LC, KOTOPHM IOJDKEH MCIIOJIL30BATLCS IIPU
BEIIIyCKke cepTudmkaTa [0 OaHHOMY WaOJIOHY
laBJioHEl, Yy KOTOPEIX B HOJie «leHTp
cepTudmrKauUM» ykKazaHO «Jloboln», OynyT MMETbH B
OaHHOM IoJie 3HaueHue NULL
appendSubjectSId (boolean), djilar: BKIOYATHE SID cybwexkTa B cepTudmuxaT
publication (boolean) dyar: nybamkoBaTh cepTudmxar B PC
}
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3 ANAIrPAMMA MOCJIEAQOBATEJIbHOCTU MNMOJ1YHEHUA

CEPTUOUKATA 110 3AMNPOCY PKCS#10

3.1 finarpamMmma nocnegoBaTeNIbHOCTU Nosy4YeHUA cepTuduKaTta no 3anpocy PKCS#10

LleHTp perucTtpauumn
Bbinyck ceptucpmukaTa no 3aABke Ha ocHoBaHuKM 3anpoca PKCS#10

Mons3oBaTens LieHTp peructpaumm

1

1 CoapaTe PKCS#10 dhaiin 3anpoca Ha cepTudukar
npumep: openssl regq -newkey rsa:2848 -keyout PRIVATEKEY.key —out MYCSR.csr

alt [AyTeHTUhHMUMPOBATLCA NO AOMEHHOMY MMEHKM W Naponio]

=

2 1.3 MeTop ayTeHTU(KUKALIMKA NO NIOTUHY U Naponko
POST /kerberos-provider-service/apiiv2/public/auth/sign-in/ldap
- MMA Nonb3oBarena
- Naponb

[AyTeHTudMuMpoBaTheA No Kerberos Gunety]

3 - mapkep pocTyna
- TOKEeH OBHOBIIEHWA

4 1.2 MeTtop ayTeHTHUduKaumm no Kerberos-ticket
POST /kerberos-provider-service/api/v2/public/auth/sign-in/kerberos

[O6HOBMTE mapkep aocTynal

5 - MapKep focTyna
- TOKEH OGHOBNeHWA

6 1.4 MeTop obHoBNEHWA Mapkepa AocTyna
PUT /security-service/api/v2/public/auth/refresh-token
- TOKeH o6HOBNEHWA

7 - mapkep gocTtyna
- TOKeH 0BHOBNEHWA

8 Hainth wa6noH

5.1 MeTop noucka wabnoHoB

GET /middleware-service/api/v2/public/templates
- NapameTpbl narvHauum

- NapameTpbl COPTUPOBKK

- NapameTpbl hvnbTpaLmm

- MapKep gocTyna
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10 Cospath 3aABKY Ha OCHOBaHWK 3anpoca

[
I
I
2.2 MeToq co3naHvA HOBOW 3aABKM Ha OCHOBaHWK 3anpoca PKCS#10 [
POST ftasks-service/apifv2/publicftasks/pkcs10 |
- MoeHTUMKaTop WabnoHa |
- BHELUHWIA KNoY

- NonA ankTepHATUBHOMC MMEHW cybbekTa |
- PKCS#10 cpaiin 3anpoca Ha cepTudhvkaT |
- MapKep AocTyna |

11 3amBKa
=l
I
loop J [Noka 3anBexka o6paGaTeiBaeTcA] |
I
| .
alt [Mony4nTs 3aRBKyY No uaeHTudMKaTopy] |
I
12 2.3 MeToq nony4YeHWA 3aABKW NO AeHTUWKATOpY I
GET /tasks-service/api/v2/public/tasks/{id} |
- WAEHTUWKATOP 3aABKM |
- Mapkep gocTtyna |
13 3anABka
-

[Mony4nTb 33ABKY NO BHELWHEMY Kniouy]

14 2.4 MeToa nonyyeHWA 3aABKW NO BHELLHEMY KoY
GET hasks-service/apiiv2/publicitasksiforeign-key/{foreignKey}
- BHBLUHWIA KoY

- Mapkep aoctyna

15 3aneka

16 MonyunTb cepTUdukaT

3.2 MeToq nony4yeHUA cepTMdUKAaTa No MAEHTUDUKATOPY 3aABKM
GET /export-service/apifv2/public/export/task/id}/certificate

- MOEHTU(MKATOP 3aABKW

- Mapkep OocTyna

17 ceptucbukar (byte[])

L] [Mony4yenue Npounx paHHbIX]

18 Nony4nTe AaHHBIE O BEINYWEHHOM cepTHdHUKaTe

2.6 MeToa nony4eHWA OaHHbIX O BbINYIWEHHOM CepTUMKWKATe 3aABKK NO ee MAeHTUMKATORY
GET /middleware-service/api/v2/public/tasks/{id}/certificate

- MOeHTUhKKATOD 3aABKK

- MapKep AocTyna

19 paHHble cepTudmkara

AO "Anadoun P.4." . Pykosodcmeo admuHucmpamopa. Yacme 6. OnucaHue memodos REST API LleHmpa peeucmpayuu Aladdin Enterprise Registration Authority

Cmp. 48 /61



Lentp ceptudmkaTos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.A/NOE.03.01.020 32 01-6

20 Mony4ynTe LENo4YKy cepTUHUKaTOB

3.3 MeToq nony4YeHuA LenoYyKu cepTUhUKATOR Mo WAeHTUhWKATOPY 3aABKK
GET /export-service/apiiv2/public/export/task/{id}/chain

- MOeHTUHUKATOP 3aABKK

- MapKep JocTyna

21 uenoyka cepTudukaTos (byte[])

22 Mony4ynTe cepTUUKaT u3paTenna

3.5 MeTogn nony4eHua cepTutnkara naaarena ceptudiMkara no 3anBke
GET /export-service/apifv2/public/export/task/{id}/issuer/certificate

- MOEHTUDUKATOR 3aABKK

- Mapkep AocTyna

23 ceprudpmkar uapartena (byte(])

24 Nony4ynThb LENoOYKY cepTUdMKaToB U3garenna

3.6 MeTop nony4eHWA LenoYkM cepTUdUKaToB M3aaTena cepTudMkaTa no 3aABKe
GET /export-service/api/v2/public/export/task/id}issuer/chain

- WOEHTUUKATOP 32ABKK

- Mapkep aocTyna

25 ueno4ka cepTudukaTos wagatens (byte[])

26 NonyuuTte CRL nagatenn

3.7 MeTtopg nonyyeHua CRL napnarena cepTudpmkara no 3aneBke
GET /export-service/apifv2/publiciexportftaskiid}issuer/crl

- MOEHTUMKATOP 3aABKU

- Mapkep gocTyna

27 CRL uapatena (byte[])

I
|
I
T |

[ng nonyyeHuns ceptudukata no 3anpocy PKCS#10 non yyeTHOM 3anucbio ¢ ponbto «lonyyatens cepTMPUKATOB»

cnenyet BbIMNOSIHUTL Warn, NnpeactaB/l€HHblIE Ha AMarpaMMe nNoc1eaoBaTe/ibHOCTU Bbllle. KpaTKOE onucaHune NpeancTtaBieHO

HWXe:
npefBapuTeNbHO NOAroToBUTh ain 3anpoca (war 1) - request;
ayTeHTMdUUMpPOBaTbCA Ha LIP (war 2-5);
O MOXHO ayTeHTUDULMPOBATLCS MO AOMEHHOMY MMEHU U Naposto (waru 2-3);
O WM c ucnonb3osaHmem Kerberos (waru 4-5)
npy UCTeYEHMU MapKepa JOCTyna ceayeT Npovn3BecTy ero 0BHOBEHUE, UCMOMb3YS TOKEH 0BHOBNEHMS (waru 6-7);
BCe Noc/eayoLLme 3anpochbl UCNObL3YHOT MapKep J0CTyna;
HaWTK WabnoH ceptndmkata (warun 8-9) — nony4mTb ero MaeHTUPUKaTop templateld;
€03AaTb 3a59BKYy Ha 0CHOBaHWM 3anpoca (waru 10-11), ucnonb3ytotcs napameTpeoi:
- wuaeHTudwmkatop wabnoHa - templateld;
- (ann 3anpoca PKCS#10 - request;
- 1ONs anbTepHATUBHOIO MMeHU CyObeKTa;
-  BHeWHun knov - foreignKey.
B pe3ynbTaTe OyAeT noayyeH naeHTMdUKaTop 3asaBku — taskId,;
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® MPOBEPUTL CTaTyC 3asIBKM, OTMPABMB 3arpoc Ha NosTyYeHUe 3asBKu No uaeHTUdUKaTopy taskId (warv 12-13) unm no
BHeLHeMy Kitody foreignKey (waru 14-15); npoBepsTb ClefyeT Nepuoanyecku, NoKa 3asBKka He NepenaeT B OAMH U3 KOHEYHbIX
cTaTycoB: BeinonHeHa, OTknoHeHa unu OTMeHeHa;

e CLIEHapuii 3aBepLUIAETCs, eC/U 3asiBKa nepeLuna B cratyc OTkioHeHa unm OTMeHeHa;

® M 3asBKa NepeLLa B CTaTyc BbinosHeHa, T0 No Heli 6bln BbINyLLEH CEPTUPUKAT U ero cieayeT ckadaTb (warm 18-19),
ucnonb3yto taskId;

® OMUMOHA/BHO MO MAEHTUDMKATOPY 3a8BKM taskId MOXHO NOMYYUTb CleayHoLLy0 MHGOPMaLMIO:

- uMHbOpPMALMIO O BbINYLEHHOM cepTudmkaTe (warn 18-19);
- uenouky ceptudmkartos (warn 20-21);

- ceptudukat usgartens (warun 22-23);

- uenoyky ceptudmkaToB nsgatens (waru 24-25);

- un CRL uspatens (waru 26-27).
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4 CrednonKALUNA OPENAPI

{"openapi":"3.0.1","info": {"title" :"AECA RA external integration service
API","description":"API to AECA RA external integration
service", "termsOfService":"http://example.com/terms/", "contact”:{"name":"Product Service API
Team", "url":"http://example.com/team", "email":"apiteam@example.com"},"license": {"name":"Apache
2.0","url":"http://www.apache.org/licenses/LICENSE-

2.0.html"}, "version":"2.0.0"}, "servers": [{"url":"","description":"Service

URL"}],"security": [{"X-API-KEY":[]}, {"token":[]}, {"X-AECA-Principal-ID":[], "X-AECA-Is-
Account":[],"X-AECA-Principal-Name":[],"X-AECA-User-Role":[], "X-AECA-User-Authorities":[], "X~
User-Session-Id":[]}],"tags":[{"name":"KouTpomuyuep: mabsone", "description" :"REST APT:
mabJour" }, {"name" : " [v2] KoHTpomsnep: ArTopmuzauun", "description": "MHTepoderic ONnMCaHUA Api:
ApTopmzauun"}, {"name" : "KonTpoinep skcrnopra", "description" :"API METONOB 1o paboTe c
skcnopTa"}, {"name" : "KoHTposuiep: 3azmaun","description":"REST API: 3Bazmaum"}, {"name":"KouTpoJsjuep:
ApTopmzaumn", "description": "MHTepderic ONMCaHMA Api: ABTopmzauun"}, {"name" : "KoHTpoJsIep::
cy6wexTe", "description" : "REST API: cybbekTr" } ], "paths": {"/x509-provider-
service/api/v2/public/auth/sign-in/x509": {"post":{"tags":["[v2] KoHTpoJsuiep:
Apropmzauuu"], "summary" : "AyrTeHnrupmraums x509", "description" :"POST METOI REST API:
AyreHTuomraumsa x509","operationId":"signInByX509", "responses":{"200":{"description":"IauHee O
TokeHe", "content": {"*/*":{"schema": {"Sref":"#/components/schemas/ItemResponseTokenResponsePubl
ic"}}}},"500": {"description":"BHyTpeHHss

ommbra", "content": {"*/*":{"schema": {"Sref":"#/components/schemas/ErrorResponse"}}}}}}},"/tasks
-service/api/v2/public/tasks/pkcsl2": {"post":{"tags": ["KoHTpoJsuep:

Bamaun"], "summary":"PerucTpaumus HOBOM 3asBku B dopmare pkcs#l2","description":"POST meron REST
API: Perucrpaumsa HOBOM 3aABKU B dopmaTe
pkcs#12", "operationId":"registerPkcsl2", "parameters": [{"name":"certificateAuthorityId", "in":"q
uery","description":"ID

Oc", "schema": {"type":"string","format" :"uuid"}}, {"name":"templateId","in":"query", "description
":"ID

mabyona", "schema": {"type":"string", "format" :"uuid"}}, {"name":"subjectId","in":"query", "descrip
tion":"ID

cybwexra", "schema": {"type":"string","format":"uuid"}}, {"name":"foreignKey", "in":"query", "descr
iption": "BHemHMUM

xyou", "schema": {"type":"string"}}], "requestBody": {"content":{"application/json":{"schema": {"$r
ef":"#/components/schemas/TaskRegisterPkcsl2RequestPublic"}}}, "required":true}, "responses":{"2
00":{"description":"3asBKka

3aperucTpupoBaHna", "content": {"*/*": {"schema": {"S$ref":"#/components/schemas/ItemResponseTaskReg
isterPkcsl2ResponsePublic"}}}},"500": {"description" :"BHyTpeHHsas

ommBka", "content": {"*/*":{"schema": {"Sref":"#/components/schemas/ErrorResponse"}}}}}}},"/tasks
-service/api/v2/public/tasks/pkcsl10": {"post":{"tags": ["KoHTpoJsyep:

Bamaun"], "summary":"PerucTpaumus HOBOM 3asBku B dopmare pkcs#1l0","description":"POST meron REST
API: Perucrpaumsa HOBOM 3aABKU B dopmaTe
pkcs#10", "operationId":"registerPkcsl0AsFileDescription 1", "parameters":[{"name":"certificateA
uthorityId","in":"query", "description":"ID

Oc", "schema": {"type":"string","format":"uuid"}}, {"name":"templateId","in":"query", "description
":"ID

mabsona", "schema": {"type":"string", "format":"uuid"}}, {"name":"subjectId","in":"query", "descrip
tion":"ID

cyBbwexra", "schema": {"type":"string", "format":"uuid"}}, {"name":"foreignKey","in":"query", "descr

iption":"BHemHuM

xyou", "schema": {"type":"string"}}], "requestBody": {"content":{"application/json":{"schema": {"$r
ef":"#/components/schemas/TaskRegisterPkcslORequestPublicFileDescription"}}, "multipart/form-
data":{"schema":{"Sref":"#/components/schemas/TaskRegisterPkcsl0ORequestPublicMultipartFile"}}}
,"required":true}, "responses": {"200": {"description":"3asaBKa

3aperucTpupoBana", "content": {"*/*": {"schema": {"$ref":"#/components/schemas/ItemResponseTaskReqg
isterPkcsl0OResponsePublic™}}}},"500": {"description"” :"BHyTpeHHAA

ommbra", "content": {"*/*":{"schema": {"oneOf": [{"Sref":"#/components/schemas/ItemResponseTaskReg

isterPkcslOResponsePublic"}, {"Sref":"#/components/schemas/ErrorResponse"}]1}}}1}1}, " /security-
service/api/v2/public/auth/refresh-token":{"post":{"tags": ["KoHTpoJep:
Apropmzaumn"], "summary":"ObHoBNeHMe TokeHa","description":"POST wmeton REST API: OOHOBJIeHUe
TokeHa", "operationId":"refreshToken", "responses":{"200": {"description":"daHuure o
TokeHe", "content": {"*/*":{"schema":{"Sref":"#/components/schemas/ItemResponseTokenResponse"}}}
},"500": {"description" :"BHyTpeHHSS
oumbra", "content": {"*/*":{"schema":{"Sref":"#/components/schemas/ErrorResponse"}}}}}}},"/tasks
-service/api/v2/public/tasks":{"get":{"tags": ["KoHTpoJsyep: Samaun"], "summary" : "llonuck
3aaBok", "description" :"GET MEeTOom REST API: IOUCK
3aaBok", "operationId":"findAll", "parameters": [{"name":"pagelLimit","in" :"query", "description":"
[larmMHaUNMA : OTpaHnYeHre Ha pasMep
cnucka", "schema": {"type":"integer", "format":"int32"}}, {"name" :"pageOffset","in":"query", "descr
iption":"llarmHaums: CMeleHre oT Hadaja
cnucka", "schema": {"type":"integer", "format":"int32"}}, {"name" :"sortBy", "in":"query", "descripti
on":"CopTupoBKa: nMs noJsig, 1o KOTOPOMY BBIITOJIHATH
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copTupoBky", "schema": {"type":"array","items": {"type":"string"}}}, {"name":"sortDirection","in":
"query","description":"CopTupoBKa: HanpaBJIeHrE
coprupoBku", "schema": {"type":"string"}}, {"name" :"search", "in" :"query", "description":"dunsTp:
noeHTUudrKaTOP 3aaBKU VI HasBaHKE
ceprudukara', "schema": {"type":"string"}}, {"name":"templateIds","in":"query", "description": "dun
BTP: nOeHTrdrKa TOPE
mabsonoB", "schema": {"type" :"array","items": {"type":"string","format" :"uuid"}}}, {"name":"creato
rIds","in":"query", "description":"duneTp: MOeHTUOMKA TOPEL
nosib3oBaresen", "schema": {"type":"array", "items": {"type":"string", "format":"uuid"}}}, {"name":"t
ypes","in":"query", "description" :"OduneTp: TIIIEL
3aasok", "schema": {"type":"array","items": {"type":"string", "enum": ["PKCS10", "PKCS12", "ON_ TOKEN"
, "SCEP", "WSTEP", "UNKNOWN"]}}}, {"name":"statuses", "in":"query", "description" :"dunbeTp: CTaTyCH
3aaBok", "schema": {"type":"array", "items": {"type":"string", "enum": ["NEW", "FOR_APPROVE","ISSUE E
RROR", "REJECTED", "COMPLETED", "CANCELLED", "AWAITING IMPORT", "UNKNOWN"]}}}, {"name":"foreignKeys"
,"in":"query","description" :"ouneTp: BHEIIHVE
xioun", "schema": {"type" :"array","items": {"type":"string"}}}], "responses": {"200":{"description"
:"3asgBKU YCIIEeWHO
nostyueHs", "content": {"*/*": {"schema": {"$Sref":"#/components/schemas/CollectionResponseTaskFindU
IResponsePublic"}}}},"500": {"description":"BuyTpeHHasa

oumbra", "content": {"*/*":{"schema": {"Sref":"#/components/schemas/ErrorResponse"}}}}}}},"/tasks
-service/api/v2/public/tasks/{id}":{"get":{"tags": ["KoHTposuiep: Bamaun"], "summary" : "llosyuyeHne
3a9BKU 1o noeutTuduxkaropy", "description" : "GET MeTon REST API: [TonmyuyeHme 3aIBKU 1o
noeHTubuxkaTopy", "operationId" :"findById", "parameters": [{"name":"id","in":"path", "description":
"oeHTHUdMKATOP

3aaBku", "required" :true, "schema": {"type":"string", "format":"uuid"}}], "responses": {"200": {"desc
ription":"3aseka", "content":{"*/*":{"schema":{"Sref":"#/components/schemas/ItemResponseTaskFin
dUIResponsePublic"}}}},"404": {"description":"3aaBka He
Harmena", "content": {"*/*": {"schema":{"Sref":"#/components/schemas/ErrorResponse"}}}},"500": {"d
escription":"BHyTpeHHSS

oumbBka", "content": {"*/*": {"schema": {"Sref":"#/components/schemas/ErrorResponse"}}}}}}},"/tasks
-service/api/v2/public/tasks/foreign-key/{foreignKey}":{"get":{"tags": ["KouTposuep:

Banmaun"], "summary": "llonyyeHue 3asgBKM [0 BHemHeMy kjouy","description":"GET wmetom REST API:
[lonyueHue 3aS9BKU o BHEUHEMY
kyouy", "operationId":"findByForeignKey", "parameters": [{"name":"foreignKey","in":"path", "descri
ption":"BHemHNNA

kyou", "required":true, "schema": {"type":"string"}}], "responses": {"200":{"description":"3aaBka",
"content":{"*/*":{"schema": {"S$ref":"#/components/schemas/ItemResponseTaskFindUIResponsePublic"
}r}r},"404": {"description":"3aaBka He
Hamena", "content": {"*/*":{"schema":{"S$ref":"#/components/schemas/ErrorResponse"}}}},"500":{"d
escription":"BHyTpeHHSS

ommbra", "content": {"*/*":{"schema": {"Sref":"#/components/schemas/ErrorResponse"}}}}}}},"/middl
eware-service/api/v2/public/templates": {"get":{"tags": ["KoHTposep:

mabJsoue" ], "summary" : "lIonyunTh CIIMCOK mabJIOHOB c bunbTpaumen, narmMHaumen u
copTupoBkoi", "description":"GET wmeTonm REST API mnojaydeHusa coucka mabloHOB C OuibTpaumen,
naruHauuen n
coptuporkoit", "operationId":"findAll 1", "parameters":[{"name":"pagelLimit","in":"query", "descrip
tion":"llarmuaumsa: OoTpaHnYEeHre Ha pasmMep
cnmcka", "schema": {"type":"integer", "format":"int32"}}, {"name" :"pageOffset","in":"query", "descr
iption":"llarmHaums: cMelleHue oT Hauajia
cnmcka", "schema": {"type":"integer", "format":"int32"}}, {"name" :"sortBy", "in":"query", "descripti
on":"CopTuposkKa: MM nossg, 1o KOTOPOMY BBIIIOJIHATH
copTupoBky", "schema": {"type":"array","items": {"type":"string"}}}, {"name":"sortDirection","in":
"query","description":"CopTupoBKa: HanpaBJIeHNE

coprupoBku", "schema": {"type":"string"}}, {"name":"types","in":"query", "description" :"dunpTp: 1O
TUIIaM
mabsona", "schema": {"type":"array","items": {"type":"string", "enum": ["EMBEDDED", "CLONED", "IMPORT

ED", "UNKNOWN"]}}}, {"name":"certificateType", "in" :"query", "description":"ounbTp: 1o TUITY
BEIITY CKAEMOT'O ceprudmkara, "schema": {"type":"string", "description": "llepeuncieHue TUIIOB
ceptudpuxara", "enum" : ["CERTIFICATE", "ROOT CA","SUB CA","UNKNOWN"]}}, {"name":"search","in":"quer
y","description":"dunbTp: IIOVICK 1o
vMeHu", "schema": {"type":"string","default":"Name"}}, {"name":"removed","in":"query", "descriptio
n" :"ouneTpP: TIOMCK YIOAJIEHHOTO
mabynona", "schema": {"type":"boolean", "default":false}}, {"name":"id", "in":"query", "description":
"OUIBTP: IOMCK 1o CIUCKY
noeHTuduxaTopor", "schema": {"type":"array", "items": {"type":"string", "format":"uuid"}}}, {"name":
"notId","in":"query","description":"dunbTp: IIOVICK 1o CIUCKY MOSHTUPMKATOPOB
(vckmogaonmit) ", "schema": {"type":"array", "items": {"type":"string", "format":"uuid"}}}, {"name":"k
eyAlgorithm","in":"query", "description" :"duneTp: aJITOPUTM KJIO4Ya
ceprudmukara', "schema": {"type" :"array","items": {"type":"string", "description": "llepeuncieHnue
aJITOPUTMOB KJI04a
ceptudpuxara", "enum": ["RSA", "ECDSA", "GOST R 34 10 2012","UNKNOWN"]}}}],"responses":{"200":{"des
cription":"Cnmucoxk YCIIEIHO
nostyueH", "content": {"application/json":{"schema": {"$ref":"#/components/schemas/CollectionRespo
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nseTemplateltemResponsePublic™}}}},"400": {"description":"Ommbxa IoJIyuyeHms
mabsouna", "content": {"application/json": {"schema":{"S$Sref":"#/components/schemas/ErrorResponse"}
11}, "500": {"description" :"BHyTpeHHsS

oumbra", "content": {"application/json":{"schema":{"Sref":"#/components/schemas/ErrorResponse"}}

}}11},"/middleware-service/api/v2/public/templates/{templateId}":{"get":{"tags": ["KoHTposuep:
mabyous" ], "summary" : "llonyunTts mabioH [0 wuaeHTudmxaropy","description":"Get wmeTom REST API

IOJIyUeHUs mabJjioHa o
unentuduxkaropy", "operationId":"findById 1", "parameters":[{"name":"templateId","in":"path", "des
cription":"lneunTudmraTop

mabnona", "required":true, "schema": {"type":"string", "format":"uuid"}, "example":1}], "responses":
{"200":{"description": "llabsou YCIIEMHO
nosryyeH", "content": {"application/json": {"schema": {"$Sref":"#/components/schemas/ItemResponseTem
plateResponsePublic"}}}},"400": {"description": "Oumbka IOJIyUeHUS
wabsona", "content": {"application/json":{"schema":{"S$ref":"#/components/schemas/ErrorResponse"}
}}},"500": {"description":"BHyTpeHHaS

oumbra", "content": {"application/json":{"schema":{"Sref":"#/components/schemas/ErrorResponse"}}

}}11},"/middleware-service/api/v2/public/tasks/{id}/certificate":{"get":{"tags": ["KoHTposuep:
Banmaun"], "summary" : "l[lonyunTs cepTudMkaT no mueHTudukaTopy 3asaBku","description":"GET meronm REST

APT: [IOJIYUYUThb cepTudmKaT 1o UOeHTUOMKaATOPY
3aaBku", "operationId":"findCertificateByTaskId", "parameters": [{"name":"id","in":"path", "descri
ption":"MoeHTudnrarop

3aaBku", "required" :true, "schema": {"type":"string","format":"uuid"}}], "responses": {"200": {"desc
ription":"Ceprudpmxar YCIIEmHO
nostyyeH", "content": {"*/*":{"schema": {"Sref":"#/components/schemas/ItemResponseCertificateRespo
nsePublic"}}}},"500": {"description":"BuyTpeHHaS

ommbra", "content": {"*/*":{"schema": {"Sref":"#/components/schemas/ErrorResponse"}}}}}}},"/middl
eware-service/api/v2/public/subjects": {"get":{"tags": ["Kourposuiep: cyOwekTu"],"summary":"llonck
cybwexToB", "description" :"GET MEeTON REST API: MIOUCK
cybwexToB", "operationId":"findAll 2", "parameters":[{"name":"id","in":"query","description":"on
JBTP: ID
cybwexra", "schema": {"type":"array", "items": {"type":"string", "format":"uuid"}}}, {"name":"resour
ceId","in":"query", "description":"OouneTp: ID pecpycHOM
cucteMs", "schema": {"type":"array", "items": {"type":"string", "format":"uuid"}}}, {"name":"securit
yGroupId","in":"query", "description":"ouneTp: ID TPYIIE
feszonacHocTun", "schema": {"type":"array", "items": {"type":"string", "format":"uuid"}}}, {"name":"or
ganizationalUnitId","in":"query", "description":"ounbTp: ID
nonpaszneseHua", "schema": {"type":"array","items": {"type":"string", "format":"uuid"}}}, {"name":"s
earch","in":"query", "description":"dunsTp: [IOJIHOTEKCTOBEI IIOVICK o
vMeHn", "schema": {"type":"string", "default":"Name"}}, {"name":"isConnected","in":"query", "descri
ption":"ouneTp: IOOKJIIOUEHME cydpekTa K pecypCcHOM
cucrteme", "schema": {"type":"boolean"}}, {"name" :"isBlocked", "in":"query", "description" :"dunbTp:
OJIOKMPOBKA cybBeKTa B pecypcHOM
cucrteme", "schema": {"type":"boolean"}}, {"name" :"pagelLimit", "in" :"query", "description": "llaruuaum
a: oTpaHrUeHUue Ha pasMep
cnucka", "schema": {"type":"integer", "format":"int32"}}, {"name" :"pageOffset","in":"query", "descr
iption":"llarmHaums: CcMeleHMre oT HadaJa
cnucka", "schema": {"type":"integer", "format":"int32"}}, {"name" :"sortBy", "in":"query", "descripti
on":"CopTupoBKa: UM nnoJjg, 1o KOTOPOMY BBIIIOJIHATH
coprupoBky", "schema": {"type":"array","items": {"type":"string"}}}, {"name":"sortDirection","in":
"query","description":"CopTupoBKa: HanpaBJieHrE
coprupoBku", "schema": {"type":"string"}}], "responses": {"200":{"description":"Cumucox HaMOeHHBIX
cybbexkToB", "content": {"*/*": {"schema": {"S$ref":"#/components/schemas/CollectionResponseSubjectR

esponsePublic"}}}},"500": {"description" :"BHyTpeHHsS

oumBka", "content": {"*/*": {"schema": {"S$Sref":"#/components/schemas/ErrorResponse"}}}}}}},"/middl
eware-service/api/v2/public/subjects/{subjectId}":{"get":{"tags": ["KoHTposuep:
cybwexTe" ], "summary" : "llouck cybwexra 1no ID","description":"GET meTon REST API: momuck CcyObekTa
o

ID", "operationId":"findById 2", "parameters":[{"name":"subjectId","in":"path", "description":"ID

cybwekTa", "required":true, "schema": {"type":"string","format":"uuid"}}], "responses": {"200":{"de

scription":"HalineHHE

cyBwexkT", "content": {"*/*": {"schema":{"$Sref":"#/components/schemas/ItemResponseSubjectResponseP

ublic"}}}},"404": {"description":"CybrexT c yKa3aHHBM D He

cymecTByeT", "content": {"*/*": {"schema": {"Sref":"#/components/schemas/ErrorResponse"}}}},"500":

{"description":"BHyTpeHHAS

oumbra", "content": {"*/*":{"schema":{"Sref":"#/components/schemas/ErrorResponse"}}}}}}},"/exter

nal-integration-service/api/version":{"get":{"tags":["version-

controller"], "summary": "llony4dyeHue BEpPCUNU

momynsa", "operationId":"getApiVersion", "responses": {"200": {"description":"Bepcusa

Momysa", "content": {"*/*": {"schema": {"$Sref":"#/components/schemas/GetApiVersionResponse"}}}}}}}

,"/export-service/api/v2/public/export/task/{taskId}/request":{"get":{"tags": ["KouTposyiep

skcrnopTa"], "summary" : "llosmyuyeHue 3amnpoca Ha cepTudUKaT 1o nOoeHTudmMraTopy

3aaBku", "description" :"GET METOL REST APTI: IonyuyeHue 3amnpoca Ha

ceprudomuxatr", "operationId":"findRequestByTaskId", "parameters": [{"name":"taskId","in":"path", "de
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scription":"MnenTupmurarop

3aaBku", "required" :true, "schema": {"type":"string","format" :"uuid"}}], "responses": {"200": {"desc
ription":"dann 3amnpoca Ha
ceprudpuxar", "content": {"*/*": {"schema": {"type":"string","format":"byte"}}}},"500": {"descriptio
n":"BHyTpPeHHAA

ommbra", "content": {"*/*":{"schema": {"Sref":"#/components/schemas/ErrorResponse"}}}}}}},"/expor
t-service/api/v2/public/export/task/{taskId}/pkcsl2":{"get":{"tags": ["KouTposep

skcrnopTa"], "summary" : "llosmyuyeHue koHTeMHepa pkcsl2 no mmentmbpmxartopy 3asaBxku","description":"GET
MeTOoL REST APT: TonryueHue KOHTeMHepa

pkcsl2","operationId":"findP12ByTaskId", "parameters": [{"name":"taskId","in":"path", "descriptio
n" :"MoeuTupruxraTop

3aaBku", "required" :true, "schema": {"type":"string","format":"uuid"}}], "responses": {"200": {"desc
ription":"dann KOHTEeMHepa
pkcsl2"™, "content":{"*/*":{"schema": {"type":"string","format":"byte"}}}},"500":{"description":"
BHyTpeHHAA

ommbra", "content": {"*/*":{"schema": {"Sref":"#/components/schemas/ErrorResponse"}}}}}}},"/expor
t-service/api/v2/public/export/task/{taskId}/issuer/crl":{"get":{"tags": ["KouTposiep
skcrnopra"], "summary" : "llonmyuyeHue crl m3maTessa no muuneHTudukarTopy zasaBku","description":"GET merTon
REST APT: [MonryueHue crl nsnaTessa 1o UOEeHTUOUKATOPY
3aaBku", "operationId":"findIssuerCrlByTaskId", "parameters":[{"name":"taskId","in":"path", "desc
ription":"MoeHTudnraTop

3aaBku", "required" :true, "schema": {"type":"string","format":"uuid"}}], "responses": {"200":{"desc
ription":"d®ann

crl","content":{"*/*":{"schema": {"type":"string","format":"byte"}}}},"500": {"description":"Buy
TPeHHSS

ommbra", "content": {"*/*":{"schema": {"Sref":"#/components/schemas/ErrorResponse"}}}}}}},"/expor
t-service/api/v2/public/export/task/{taskId}/issuer/chain":{"get":{"tags": ["KouTposep
skcnopra”], "summary" : "lloyuyeHue LEeNOYKN cepTUdUKATOB u3naTressa jate} UOSHTUOUKATOPY
3aaBku", "description" :"GET MeToxn REST API: [losryueHme LEIIOYKHU cepTndrKaTOB
uanarensa", "operationId":"findIssuerChainByTaskId", "parameters": [{"name":"taskId","in":"path","
description":"UneunTudrraTop

saaBku", "required" :true, "schema": {"type":"string","format":"uuid"}}], "responses": {"200": {"desc
ription":"damnn LEeIOYKN
ceprudmrarTos", "content": {"*/*": {"schema": {"type":"string", "format":"byte"}}}},"500":{"descript
ion" :"BHYTpPEeHHAS

ommBka", "content": {"*/*": {"schema": {"Sref":"#/components/schemas/ErrorResponse"}}}}}}},"/expor
t-service/api/v2/public/export/task/{taskId}/issuer/certificate":{"get":{"tags": ["KoHTpossep
skcrnopra"], "summary" : "llonyueHue cepTtudmkaTa nsnaTensa 1o UOSHTUOUKATOPY
3aaBku", "description" :"GET MeTon REST API: [losryuyeHre ceprudpmuraTa
vznarensa", "operationId":"findIssuerCertificateByTaskId", "parameters": [{"name":"taskId","in":"p
ath", "description":"MoeuTudbmuxarop

saaBku", "required":true, "schema": {"type":"string", "format":"uuid"}}], "responses": {"200": {"desc
ription":"damnn

ceptudmrara’, "content": {"*/*": {"schema": {"type":"string", "format":"byte"}}}},"500":{"descripti
on":"BHyTpPeHHAS

ommBka", "content": {"*/*": {"schema": {"Sref":"#/components/schemas/ErrorResponse"}}}}}}},"/expor
t-service/api/v2/public/export/task/{taskId}/chain":{"get":{"tags": ["KouTpoJsep

skcrnopra"], "summary" : "llonyueHue LEeIOYKM cepTudMUKaATOB 1o UOSHTUOUKATOPY
3aaBku", "description" :"GET MEeTOJ REST API: NonyueHue LIETIOUKM
cepTudrkaTor", "operationId":"findChainByTaskId", "parameters": [{"name":"taskId","in":"path", "de
scription":"MmeHTndpmuraTop

3aaBku", "required":true, "schema": {"type":"string", "format":"uuid"}}], "responses": {"200": {"desc
ription":"damnn LIeTIOUKMU
ceprudmraTor", "content": {"*/*": {"schema": {"type":"string", "format":"byte"}}}},"500": {"descript
ion":"BHyTpeHHAH

ommBra", "content": {"*/*":{"schema": {"$ref":"#/components/schemas/ErrorResponse”}}}}}}},"/expor
t-service/api/v2/public/export/task/{taskId}/certificate":{"get":{"tags": ["KoHTpoJIEDP
skcnopTa"], "summary" : "llosmyuyeHue cepTudmkaTa 00 MAeHTUOMKATOPY 3asaBku","description":"GET meTon
REST API: ITonyueHue
ceptudpuxara", "operationId":"findCertificateByTaskId 1", "parameters":[{"name":"taskId","in":"pa
th","description":"llmenTudmraTop

3aaBku", "required" :true, "schema": {"type":"string", "format" :"uuid"}}], "responses": {"200": {"desc
ription":"®ann

ceprudmuxara", "content": {"*/*":{"schema":{"type":"string", "format":"byte"}}}},"500": {"descripti
on" :"BHyTpeHHAA

ommbra", "content": {"*/*":{"schema":{"Sref":"#/components/schemas/ErrorResponse"}}}}}}}}, "compo
nents":{"schemas":{"Data":{"type":"object", "properties": {"id":{"type":"object","description":"

NoeHTUOMKATOD CYWHOCTH, pabora c KOTOPEIM npueeja K
oumbre"}, "fieldName": {"type":"string", "description":"Vmsa nons, KOTOpoOe HEe [IPOIIIO
Bammupaumno" }, "fieldvValue": {"type":"object", "description":"3HaueHue moJd, KOTOpOEe He  [IpouJIo
Banmmnaumo" }, "causedBy": {"type":"string", "description":"CoobmeHue, ueM BEI3BAHO
uckyouenue" } }, "description" : "O6wexT c neTasiaMmn
oumbxu" }, "ErrorResponse": {"type":"object", "properties": {"status": {"type":"integer", "format":"1i
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nt32"},"code": {"type":"integer", "description":"Koxg ommbOxu XXXYyyy, TIIIe XXX — KOI cepBMuca, yyy -
BHYTPEHHUN KO ommBxu", "format":"int32"}, "message": {"type":"string", "description":"OnucaHue
oumBku"}, "data": {"Sref":"#/components/schemas/Data"}}, "description":"CraumapTu3upoBaHHLIA
ODBEKT oTBeTa cepsBuca, comepxammm nHOOPMAaLIMIO (o]}
oummbre" }, "ItemResponseTokenResponsePublic": {"type":"object", "properties": {"status":{"type":"in
teger", "format":"int32"},"data": {"Sref":"#/components/schemas/TokenResponsePublic"}},"descript
ion":"CrTaHmapTU3VPOBaHHEI OOBEKT oTBeTa cepBuca, comepxammi OIOVH €IVHC TBEHHBIN
syemeHT" }, "TokenResponsePublic": {"type":"object", "properties": {"token": {"type":"string", "descr
iption":"TokeH nosb30oBarensa"}, "refresh": {"type":"string", "description":"Token OBHOBJIEHUSI
none30Barena"}},"description":"OBwekT oTBEeTAa cepBuca: IaHHBE o
TokeHe"}, "TaskRegisterPkcsl2RequestPublic": {"type":"object", "properties":{"subjectDN": {"type":
"object","additionalProperties": {"type":"array", "description":"Subject
DN","items":{"type":"string", "description":"Subject DN"}},"description":"Subject
DN"}, "subjectAltName": {"type":"object","additionalProperties": {"type":"array","description":"S
ubject AltName","items": {"type":"string", "description":"Subject
AltName"}},"description":"Subject

AltName"}, "keyBits":{"type":"integer","description":"PasMepHOCTb

ximoua", "format":"int32"}, "keyAlgorithm": {"type":"string", "description":"llepeuncieHue
aJITOPUTMOB KJII04a
ceprudpuxara", "enum": ["RSA", "ECDSA", "GOST R 34 10 2012", "UNKNOWN"]}, "password":{"type":"string"
,"description":"llapone oT koHTelHepa"}},"description":"3anpoc Ha peruCTpaLMio HOBOM 3asBKM B
dbopmaTe

pkcs#12"}, "ItemResponseTaskRegisterPkcsl2ResponsePublic": {"type":"object", "properties":{"statu
s":{"type":"integer","format":"int32"}, "data": {"Sref":"#/components/schemas/TaskRegisterPkcsl2
ResponsePublic"}},"description":"CraHgapTU3UPOBAHHEI OOBEKT OTBEeTa CepBUca, ComepXxammy OIOUH
eIOMHCTBEeHHBM

synemeHT" }, "TaskRegisterPkcsl2ResponsePublic": {"type":"object", "properties":{"id": {"type":"stri
ng","description":"MoeHTudmkaTOopP

3aaBku", "format":"uuid"}, "templateId": {"type":"string", "description":"MoeuTudmuxarop

mabsona", "format" :"uuid"}, "type": {"type":"string", "description":"Tun

3aasku", "enum": ["PKCS10", "PKCS12", "ON_ TOKEN", "SCEP", "WSTEP", "UNKNOWN"] }, "status": {"type":"stri
ng","description":"Cratryc

zaasku", "enum": ["NEW", "FOR APPROVE","ISSUE ERROR", "REJECTED","COMPLETED", "CANCELLED", "AWAITING
_IMPORT", "UNKNOWN"] }, "creatorId": {"type":"string","description":"MnenTudmxarop oJib30BaTesid,
cozzmaBmero  3asaBky","format":"uuid"},"subjectId":{"type":"string","description":"UonenTudnraTop
cybwexra", "format":"uuid"}, "certificateId": {"type":"string", "description":"UneHTubdrkaTOP
ceprubmkara, "format" :"uuid"}, "name": {"type":"string", "description":"HasBaHue AKTUBHOT'O
cepTudtmkara}, "updated": {"type":"string", "description":"Bpemsa IOCJIeIHET O OOHOBJIEHU S
3aaBku", "format":"date-time"}, "created": {"type":"string", "description":"Bpewmsa CO3IaHUAa
saaBku", "format":"date-time"}, "foreignKey": {"type":"string", "description" :"BuemHu

xyou" } }, "description":"OreerT Ha perucTpanmo HOBOM 3aABKU B dopmaTe

pkcs#12"},"FileDescription":{"type":"object", "properties": {"contentType":{"type":"string"},"fi
leName":{"type":"string"},"data":{"type":"string", "format":"byte"}}, "description":"damnn
3amnpoca"}, "TaskRegisterPkcslORequestPublicFileDescription":{"type":"object", "properties":{"reqg

uest":{"Sref":"#/components/schemas/FileDescription"}, "subjectName": {"type":"object", "addition
alProperties":{"type":"array", "description":"OrnuunrenbHoe VIMS
cybrwexra","items": {"type":"string", "description":"OTnmunTresnsrHOE VM
cybwexkTa"}},"description": "OTanunTENBHOE UM
cybwexra"}, "subjectAltName": {"type":"object", "additionalProperties": {"type":"array", "descripti
on":"IononmuurejsbHoe uMsa cyowpekTa","items":{"type":"string","description":"IonoNMHUTEJILHOE WUMHA
cybwexra"}},"description":"IonosmHurensHoe mMa cydOwexra"}},"description":"3anpoc Ha permcTpaluo
HOBOM 3aABKU B dopmaTe

pkcs#10"}, "ItemResponseTaskRegisterPkcsl0OResponsePublic": {"type":"object", "properties": {"statu
s":{"type":"integer","format":"int32"},"data": {"Sref":"#/components/schemas/TaskRegisterPkcsl0
ResponsePublic"}},"description":"CraHmapTU3UPOBAHHLEN OOBEKT OTBeTa CepBUCa, COIepXalul OAOMH
€OVHCTBEHHBIN

ssemMeHT" }, "TaskRegisterPkcslOResponsePublic": {"type":"object", "properties" :{"id": {"type":"stri
ng","description": "loeHTudmxaTop

3aaBku", "format":"uuid"}, "templateId": {"type":"string", "description":"MoeuTuduxarTop

mabsona", "format" :"uuid"}, "type": {"type":"string", "description":"Tun

3aasku", "enum": ["PKCS10", "PKCS12", "ON_ TOKEN", "SCEP", "WSTEP", "UNKNOWN"] }, "status": {"type":"stri
ng","description":"Craryc

3agsku", "enum" : ["NEW", "FOR_APPROVE", "ISSUE ERROR","REJECTED", "COMPLETED", "CANCELLED", "AWAITING
__IMPORT", "UNKNOWN"]},"creatorId":{"type":"string", "description":"MnerTuduxaTop IOJIb30BaTeNA,
cozzaBmero 3asaBky","format":"uuid"},"subjectId":{"type":"string","description":"MoeHTHUdMKaTOP
cybwexra", "format":"uuid"}, "certificateId": {"type":"string", "description": "UneHTudnraTOP
ceprtudmurkara", "format":"uuid"}, "name": {"type":"string", "description":"Ha3BaHue aKTMBHOTO
ceprudmrara”}, "updated": {"type":"string", "description":"Bpewmsa IocJeIHET O ODHOBJIEHUSA
3aaBku", "format":"date-time"}, "created": {"type":"string", "description":"Bpewmsa CO3IaHUg
saaBku", "format":"date-time"}, "foreignKey": {"type":"string", "description" :"BuemHu

xiou" } }, "description":"OreerT Ha perucTpaumio HOBOM 3aABKU B dbopmaTe

pkcs#10"}, "TaskRegisterPkcslORequestPublicMultipartFile": {"type":"object", "properties": {"reque
st":{"type":"string","format":"binary"}, "subjectName": {"type":"object", "additionalProperties":
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{"type":"array", "description":"OrnauunureabHoe MM
cybrexTa","items": {"type":"string", "description":"OTamunTenrHoOe VIMSI
cybrexra"}},"description" : "OTamunTeNbHOE VMS
cybwexra"}, "subjectAltName": {"type":"object", "additionalProperties": {"type":"array", "descripti
on":"IononmuuresbHoe uMsa cyowexkra","items":{"type":"string","description":"JonosmHUTEeJbHOE WUMSA
cybwexra"}},"description":"IononuurensHoe mMsa cyBwexra"}},"description":"3anpoc Ha perucTpaluio
HOBOM 3a8aBKU B dbopmaTe
pkcs#10"}, "ItemResponseTokenResponse": {"type":"object", "properties":{"status":{"type":"integer
", "format":"int32"}, "data": {"Sref":"#/components/schemas/TokenResponse"}},"description":"Craun
apTU3MPOBAaHHBI OOBEKT oTBETa cepsuca, comepxammn OnOVH eOVMHCTBEHHBI
synemeHT" }, "TokenResponse": {"type":"object", "properties”: {"token":{"type":"string", "description
":"ToxeH none30Barena"},"refresh": {"type":"string", "description":"Token OBHOBJIEHUSA
nosb3oBarena"}},"description": "O6wekT oTBeTa cepBMcCa: OaHHBIE o
ToxkeHe"},"CollectionResponseTaskFindUIResponsePublic": {"type":"object", "properties":{"status":
{"type":"integer","format":"int32"}, "data": {"Sref":"#/components/schemas/DataTaskFindUIRespons
ePublic"}},"description" :"CraHIDapTUBMPOBAHHEY OOBEKT OTBETa CEPBUCa, COIepXallMy KOJIJIEKLMIO
syemeHToB" }, "DataTaskFindUIResponsePublic": {"type":"object", "properties":{"range": {"Sref":"#/c
omponents/schemas/Range"},"items": {"type":"array", "description":" Konnexunsa
syieMeHTOB", "items": {"Sref":"#/components/schemas/TaskFindUIResponsePublic"}}},"description":"II
oJyie3Hada HaTpy3Ka c KOJIEeKLMEN
synemeHTOB" }, "Range": {"type":"object", "properties":{"count": {"type":"integer", "description":"

Bcero syemeHTOB", "format":"int64"}, "offset": {"type":"integer", "description":" KommuecTBO
nponymeHHex sJjeMeHToB", "format":"int64"},"1limit": {"type":"integer", "description":" OrpaHuueHue
KOJIMYeCcTBa B3JIEMEHTOB B
BriOOpke", "format":"int32"}, "totalPages": {"type":"integer", "description":" Obuee YMCIIO
crpaHuu", "format":"int32"}, "pageNumber": {"type" :"integer", "description":" Homep CTPaHNLEL
BrIOOPKK", "format":"int32"}}, "description": "JaHHEe 1o

BriOOpke" }, "TaskFindUIResponsePublic":{"type":"object", "properties": {"id": {"type":"string", "des
cription":"UneHTudnraTop

saaBku", "format":"uuid"}, "templateId": {"type":"string", "description":"MoeHTuduxaTop

mabyona", "format" :"uuid"}, "certificateAuthorityId": {"type":"string", "description":"UneuTudmxarT
op cepTudpmkaTa manaTens","format" :"uuid"}, "type": {"type":"string", "description":"Tun
3aasku", "enum": ["PKCS10", "PKCS12", "ON_TOKEN", "SCEP", "WSTEP", "UNKNOWN"] }, "status": {"type":"stri
ng","description":"Cratyc

zaasku", "enum": ["NEW", "FOR APPROVE","ISSUE ERROR", "REJECTED","COMPLETED", "CANCELLED", "AWAITING
_IMPORT", "UNKNOWN"] }, "creatorId": {"type":"string", "description":"MnenTudnxarop noJjib30BaTesid,
coszmaBmero 3asaBky","format":"uuid"}, "subjectId":{"type":"string","description":"UnenTudnraTop
cybwexra", "format":"uuid"}, "certificateId": {"type":"string", "description":"UneHTubdrkaTOP
ceprubmkara, "format" :"uuid"}, "name": {"type":"string", "description":"HasBaHue AKTUBHOTO
cepTudtmkara}, "updated": {"type":"string", "description":"Bpemsa IOCJIeIHET O OOHOBJIEHU S
3aaBku", "format":"date-time"}, "created": {"type":"string", "description":"Bpewmsa CO3IaHUAg
saaBku", "format":"date-time"}, "foreignKey": {"type":"string", "description" : "BuemHui

xymou" }, "templateName": {"type":"string", "description": "Umsa

mabmsona™}, "msUpn": {"type":"string", "description":"MS UPN"}},"description":"O6mekT oTBETa
cepsBuca, conepxammi IaHHBIE [e]o)
3aaBku" }, "ItemResponseTaskFindUIResponsePublic": {"type":"object", "properties": {"status": {"type
":"integer", "format":"int32"},"data": {"S$ref":"#/components/schemas/TaskFindUIResponsePublic"}}
,"description":"CTaHIapTU3MPOBAHHEM OOBEKT OTBETa CepBUCa, comepxammy OOWH eIMHCTBEHHHIM
syemeHT" }, "CollectionResponseTemplateltemResponsePublic”: {"type":"object", "properties": {"statu
s": {"type":"integer", "format":"int32"},"data": {"Sref":"#/components/schemas/DataTemplateltemRe
sponsePublic"}}, "description" :"CraHODapTU3MPOBAHHEY OOBEKT OTBETa CEPpBMUCa, COINEPXallMy KOJIJIEKLMIO
syeMeHTOB" }, "DataTemplateItemResponsePublic": {"type":"object", "properties":{"range":{"Sref":"#
/components/schemas/Range"}, "items": {"type":"array", "description":" Konnexunsa
ssemMeHTOB", "items": {"Sref":"#/components/schemas/TemplateltemResponsePublic"}}}, "description":
"llosiesHasa Harpyska c KOJIJIeKLMEN
syemMeHTOB" }, "TemplateItemResponsePublic": {"type":"object", "properties": {"id":{"type":"string",
"description":"lMoeHTHdMKaATOP

mabsona", "format" :"uuid"}, "name": {"type" :"string", "description":"HaumMeHoBaHM E
mabmnona"},"certificateType":{"type":"string", "description": "llepeuncieHue TUIIOB
ceptudpuxara", "enum" : ["CERTIFICATE", "ROOT CA"™,"SUB CA", "UNKNOWN"]}, "type":{"type":"string", "des
cription":"Tun
mabsona", "enum" : ["EMBEDDED", "CLONED", "IMPORTED", "UNKNOWN"] }, "certificateCount":{"type":"intege
r","description":"KommuuecTBO BHITYIIE HHBIX
cepruomkaTor", "format":"int64"}, "removed": {"type":"boolean", "description":"YnaneHHu
mabmnon"}, "created": {"type":"string", "description":"IaTa cosmaHusa mabsona", "format":"date-
time"}, "updated": {"type":"string", "description":"IlaTa OBHOBJIEHUS mabynoHa", "format":"date-
time"}}, "description" :"OOBeKT oTBEeTa cepBuCa, conepxaumi IaHHBE sJIeMeHTa KOJIJIEKLMN
mabsonoB"}, "CertificatePoliciesPublic":{"type":"object", "properties":{"critical":{"type":"bool
ean","description":"Cuurars xkpurndeckuMm" }, "values": {"type":"array", "description":"llepeueHb
nonmuTuk", "items": {"type":"string", "description":"llepeueHb nommuTuk" }}}, "description":"Kmacc
[IOJIUTUK
ceprudukara}, "ExtendedKeyUsagePublic": {"type":"object", "properties": {"critical": {"type":"bool
ean","description":"Cuurars kpurndeckmM" }, "values" : {"type":"array", "description":"3HaueHusa
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(oids)","items":{"type":"string", "description":"3HaueHusa (oids)"}}},"description":" Kiacc
PacIMpeHHOTO VICIIOJIE 30BaHUI
xyoua"}, "ItemResponseTemplateResponsePublic": {"type":"object", "properties": {"status": {"type":"
integer","format":"int32"}, "data": {"Sref":"#/components/schemas/TemplateResponsePublic"}}, "des
cription":"CraHIapTU3UPOBAaHHEIM OOBEKT oTBETa cepBuCa, comepxaimi OIOVH €IOVHCTBEHHBIN
syemeHT" }, "KeyAlgorithmPublic": {"type" :"object", "properties": {"use": {"type":"boolean", "descrip
tion":"Ncnonb3yeTcsa an"}, "minLength": {"type":"integer", "description":"MuHuManLHaSA OJIMHa
ximoua", "format":"int32"}, "lengths": {"type":"array", "description":"InmMHE aJITopMTMa C YyYeTOM
MMHUMAaJIbHOM omee" , "items" : {"type":"integer", "description" : " IauHEL ajropuTMma c ydeToM
MMVHVMAaJIbHOM omuue", "format" :"int32"}}}, "description" :"OBweKT cepBuCca, comepxamero IaHHBIE
anropuTMa KJII04a
ceprubmukara}, "KeyUsagePublic": {"type":"object", "properties":{"critical":{"type":"boolean", "de
scription":"CuuraTs

xkputHudeckuM" }, "values" : {"type":"array", "description":"3xHauenua", "items": {"type":"string", "desc
ription":"Illepeuncsexnue VCIIOJIb30BaHUA

ripua", "enum" : ["DIGITAL SIGNATURE","NON REPUDIATION","KEY ENCIPHERMENT", "DATA ENCIPHERMENT","K
EY AGREEMENT","KEY CERT SIGN","CRL_SIGN","ENCIPHER ONLY","DECIPHER ONLY", "UNKNOWN"]}}}, "descri

ption":"Krnacc MCIIOJIE30BaAHUS
kyoua"}, "SubjectAltNameFieldPublic": {"required": ["code", "extendable", "generalName", "modifiable
", "name", "required","validation"], "type":"object", "properties":{"index": {"type":"integer", "des
cription":"MHOekc noJis VIMEHU
cybwexra","format":"int32"}, "name": {"type" :"string", "description": "llosHoOe M 1oJisg VMMEeHU
cybwexkTa"}, "description": {"type":"string", "description":"Onucauue 1oJIs VIMEeHU
cybwexra"}, "required": {"type" :"boolean","description":"0O6sa3aTenbHEM

"}, "validation": {"type" :"boolean", "description":"VMcnonr3yeTcs o
Baympauya"}, "modifiable": {"type":"boolean", "description":"PemakTupyeMst

an"}, "extendable": {"type":"boolean", "description":"dmar: pacumupsemMoe
noje"}, "regex": {"type":"string", "description":"PerynsapHoe

BrlpaxeHue" }, "defaultValue": {"type":"string", "description":"3HaueHnue 1o
ymosuauuio" }, "alert": {"type":"string", "description": "lipenynpexnanoimee coobueHme IoJisg VIMEHU
cybwexra"},"code": {"type":"string", "description": "llepeuncieHue roJjemu Subject

AltName", "enum": ["RFC822NAME", "DNS NAME","IPADDRESS", "DIRECTORY NAME","UNIFORM RESOURCE ID","R
EGISTERED ID","MS UPN","MS GUID","KRBSPRINCIPAL","PERMANENT IDENTIFIER","XMPP ADDR", "SRV NAME"
,"SUBJECT IDENTIFICATION METHOD","UNKNOWN"]},"generalName":{"type":"integer","description":"}n

eHTUOMKaATOP VIMEHU B REC","format":"int32"},"oid": {"type":"string", "description":"0ID B
RFC"}},"description":"Kmacc nojsisa IOMNOJIHUTEJILHOTO MMEeHU
cybwexra"},"SubjectNameFieldPublic": {"required": ["code", "extendable", "modifiable", "name", "requ
ired","validation"],"type":"object", "properties":{"index":{"type":"integer","description":"UHn
exc noJysa wuMeHu cydwexra","format":"int32"},"name":{"type":"string","description":"llonHOe wMH
10oJIs VIMEHU cybwexkTa"}, "description": {"type":"string", "description":"Onucauue oS VIMEHU
cybwexra"}, "required": {"type" :"boolean", "description":"O6sa3aTebHEM

"}, "validation": {"type":"boolean", "description":"VMcnonr3yeTcs n
Baympauua"}, "modifiable": {"type":"boolean", "description":"PenakTupyeMsit

au"}, "extendable": {"type":"boolean", "description":"®mar: pacumpsemoe
noje"}, "regex": {"type":"string", "description":"Perynsapuoe

BrIpaxeHue" }, "defaultvValue": {"type":"string", "description":"3HaueHue 1o
yMmostuauuo" }, "alert": {"type":"string", "description": "lIlpenynpexnanmee coobumeHue 10JIst VIMEHU
cybwexkTa"},"code": {"type":"string", "description": "llepeunuciaeHue noJyien Subject
DN", "enum": ["CN","UID","E", "EMAILADDRESS", "MAIL", "SERIALNUMBER", "GIVENNAME", "INITIALS", "SURNAM

E","OU","O","L","ST","DC","C", "UNSTRUCTUREDADDRESS", "UNSTRUCTUREDNAME", "POSTALCODE", "BUSINESSC
ATEGORY", "TELEPHONENUMBER", "PSEUDONYM", "POSTALADDRESS", "STREET", "NAME", "T", "DN", "DESCRIPTION",
"INN", "OGRN", "OGRNIP", "SNILS","INNLE", "UNKNOWN"]}}, "description":"Knacc IoJisg OTJIMUNTEJILHOTO
VIMEHM

cybrexra"}, "TemplateResponsePublic": {"type":"object", "properties": {"id":{"type":"string", "desc
ription":"MoeHTUdMKATOP

mabsona", "format" :"uuid"}, "name": {"type":"string", "description":"HaumMeHoBaHMKE
mabyona},"validity": {"type":"integer", "description":"Cpox nelcTBuUsa
ceprudukara, "format" :"int64"}, "certificateType":{"type":"string","description": "llepeuncienue
TUIIOB

ceptudpuxara", "enum" : ["CERTIFICATE", "ROOT CA"™,"SUB CA", "UNKNOWN"]}, "type":{"type":"string", "des
cription":"Tun

mabjsona", "enum" : ["EMBEDDED", "CLONED", "IMPORTED", "UNKNOWN"] }, "removed": {"type" :"boolean", "descr
iption":"YnajneHHEM

mabyou"}, "rsa": {"Sref":"#/components/schemas/KeyAlgorithmPublic"}, "ecdsa": {"Sref":"#/component
s/schemas/KeyAlgorithmPublic"},"gost": {"Sref":"#/components/schemas/KeyAlgorithmPublic"}, "keyU
sage":{"Sref":"#/components/schemas/KeyUsagePublic"}, "extendedKeyUsage": {"Sref":"#/components/

schemas/ExtendedKeyUsagePublic"}, "policies": {"Sref":"#/components/schemas/CertificatePoliciesP
ublic"},"subjectDN": {"type":"array", "description":"OramunurensHoe VM5
cybbexkTa","items": {"Sref":"#/components/schemas/SubjectNameFieldPublic"}}, "subjectAltName":{"t
ype" :"array","description":"IonosHuUTENIBLHOE VM
cybrekTa","items": {"Sref":"#/components/schemas/SubjectAltNameFieldPublic"}}, "created": {"type"
:"string", "description":"IOaTa cosmaHmsa mabjiona", "format" :"date-
time"}, "updated": {"type":"string", "description":"aTa OBDHOBJIEHU A mabsona", "format":"date-
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time"}}, "description" :"O0bweKT oTBeTa cepBuca, cozepxaummi IaHHEE
mabsona}, "CertificateChainPublic": {"type":"object", "properties": {"id":{"type":"string", "descr
iption":"YHuUKAaIbHEIM MOSHTUPUKATOP
ceprudpmkara", "format" :"uuid"}, "name": {"type" :"string", "description":"VmMa ceprupmraTa
(popmupyeTcsa ns3 CN, pasz3nennTesib
\" \")"},"subjectDN": {"type":"object", "additionalProperties": {"type":"array", "description":"Su
bject DN","items":{"type":"string","description":"Subject DN"}},"description":"Subject
DN"},"issuer":{"Sref":"#/components/schemas/CertificateChainPublic"}},"description":"P0OJO:
Lenouka

ceprudmxaTor"}, "CertificateDownloadActionsPublic": {"type":"object", "properties": {"pl2":{"type"
:"boolean", "description":"dmar: BHII'D3Ka KOHTEeMHepa
pl2"}, "pem": {"type":"boolean", "description":"dmar: BEITP3Ka
cepTudukara},"csr": {"type":"boolean", "description":"dmar: BEITP3Ka 3anpoca
ceprudmkara”}}, "description":"P0OJO: IeicTBUSA BEITPY3KM N
ceprudmukara},"CertificateResponsePublic": {"type":"object", "properties":{"id": {"type":"string"
,"description": "YHUKAJILHM NOeHTUOUKATOP
ceprudmrara", "format":"uuid"}, "chain": {"Sref":"#/components/schemas/CertificateChainPublic"},"
serialnumber":{"type":"string", "description":"CepuiHuit HOMED
ceprudmrara”}, "fingerprint": {"type":"string", "description" : "®duHTEepPIPUHT

ceprubmkara}, "name": {"type":"string", "description": "Vmsa ceprudnkaTa (bopMupyeTcs  u3 CN,
pasznenmTesb A" \")"},"issuerId":{"type":"string", "description":"VHMKaseHbI UOSHTUOUKATOP
n3nanmuero

ceptubmkara, "format" :"uuid"}, "issuerDN": {"type":"object","additionalProperties": {"type":"arra
y","description":"Issuer DN","items":{"type":"string", "description":"Issuer
DN"}},"description":"Issuer

DN"}, "subjectDN": {"type":"object","additionalProperties": {"type":"array", "description":"Subjec
t DN","items":{"type":"string", "description":"Subject DN"}},"description":"Subject
DN"}, "subjectAltName": {"type":"object","additionalProperties": {"type":"array", "description":"S
ubject AltName","items":{"type":"string","description":"Subject
AltName"}},"description":"Subject

AltName"}, "keyAlgorithm": {"type":"string", "description":"llepeuncneHne aJITOPUTMOB KJIo4Ya
cepruduxara", "enum" : ["RSA", "ECDSA", "GOST R 34 10 2012","UNKNOWN"]},"hashAlgorithm": {"type":"st
ring", "description":"llepeuncneHue Hash
anropurMos", "enum": ["SHAL1", "SHA256", "SHA384", "SHA512", "SHA3 256", "SHA3 384", "SHA3 512", "RSASSA
_PSs","MD5","GOST R 34 11 2012","UNKNOWN"]}, "keyBits":{"type":"integer","description":"PasmepH
OCThb kyoua", "format" :"int32"}, "templateId": {"type":"string", "description": "UneHTudukaTOP
mabJjoHa, o KOTOPOMY BEITYLIEH
cepTudrkar", "format" :"uuid"}, "templateName": {"type":"string", "description":"HasBaHuue mabJjoHa,
10 KOTOpOMy BuIlymeH ceprtudukar"},"type":{"type":"string","description":"llepeuncyeHue THUIOB
ceptudpuxara", "enum" : ["CERTIFICATE", "ROOT CA","SUB CA", "UNKNOWN"]},"validFrom": {"type":"string"
,"description":"JaTa Hauaja nemncTeusa ceprudnkara”, "format" :"date-
time"},"validTo": {"type":"string", "description":"IaTa OKOHUAHUSA OercTBUS
ceprubukara", "format" :"date-time"}, "status": {"type":"string", "description": "llepeuncieHue :
cTaTyc

cepruduxkara", "enum": ["ACTIVE", "HOLD", "REVOKE", "REQUEST", "UNKNOWN"] }, "actions": {"Sref":"#/compo
nents/schemas/CertificateDownloadActionsPublic"}, "publicKey":{"type":"string", "description":"II
yOIIMYUHEI KJII0Y ceprubmkara}, "certificateType": {"type":"string", "description":"Tun
cepTudmkara}, "version": {"type":"integer", "description":"Bepcus

ceprubmkara, "format" :"int32"}, "subjectKeyIdentifier": {"type":"string", "description":"MoeuTnudm
KaTop KJI04a
ceprubmkara}, "authorityKeyIdentifier": {"type":"string", "description":"loeuTudmuxarop KJIOYa
nanarena"}, "keyUsages": {"type":"array", "description":"Pa3pemeHHLe MCIIOJIb30BaHMUA
xinoua", "items": {"S$ref":"#/components/schemas/KeyUsageDictResponsePublic"}}, "extendedKeyUsages"
:{"type":"array","description":"PaspemeHHte pacCUpeHHBE VICIIOJIE 30BAHMUS
kaoua", "items": {"Sref":"#/components/schemas/ExtendedKeyUsageDictResponsePublic"}},"ca": {"type
":"boolean", "description":"dmar: cepTudrraT
Oc"},"aiaUrls": {"type":"array", "description":"Touku pacnpoCcTpaHeHus
AIA","items":{"type":"string", "description":"Touku pacnpoCcTpaHeHus
AIA"}},"ocspUrls": {"type":"array", "description":"URL CEpPBUCOB
OCSP","items":{"type":"string","description":"URL CEepBUCOB
OCSP"}},"crlUrls": {"type":"array", "description":"Touku pacnpocTpaHeHusd
CRL","items":{"type":"string","description":"Touknu pacnpoCcTpaHeHus
CRL"}},"deltaCrlUrls":{"type":"array", "description":"Touku pacnpoCcTpaHeHus Delta
CRL","items":{"type":"string","description":"Touknu PacIpoCTpaHeHNS Delta
CRL"}}},"description":"OrBerT cepBuca: IaHHBEe
ceprudukara}, "ExtendedKeyUsageDictResponsePublic": {"type":"object", "properties": {"id": {"type"
:"string", "description":"llepeuncineHue PacUMpPeHHOTO JMICIIOJIbE30BaHUS
kyoga", "enum": ["EKU PKIX ANY EXTENDED KEY USAGE","CSN 369791 TLS CLIENT","CSN 369791 TLS SERVE

R", "CLIENT AUTHENTICATION","CODE SIGNING","EAP OVER LAN","EAP OVER_PPP","ETSI TSL SIGNING","EM
AIL PROTECTION","ICAO DEVIATION LIST SIGNING","EKU INTEL AMT","INTERNET KEY EXCHANGE FOR_IPSEC
", "KERBEROS CLIENT AUTHENTICATION","EKU KRB PKINIT KDC","MS COMMERCIAL CODE SIGNING","MS_DOCUM
ENT SIGNING","MS EFS_RECOVERY","MS ENCRYPTED FILE SYSTEM","MS INDIVIDUAL CODE_SIGNING","MS SMA
RT_CARD LOGON","OCSP_SIGNER","EKU ADOBE PDF SIGNING","PIV CARD AUTHENTICATION","SCVP CLIENT","
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SCVP SERVER","SIP DOMAIN","EKU PKIX SSH CLIENT","SSH SERVER","SERVER AUTHENTICATION","TIME STA
MPING", "ICAO MASTER LIST SIGNING","UNKNOWN"]},"value":{"type":"string","description":"HaumMeHoB
aHue sypemenTa"}, "oid": {"type":"string", "description":"loeuTudmuxkarTop
obwexra"},"description": {"type":"string", "description":"Onucauue MICIIOJIbE30BaHUSA
kyoua"}}, "description" :"O6bekT oOTBeTa CepBUCA, COIOEepXaluly JaHHEE PacCUMPEeHHOTO MCIOJIL30BAaHUSI
ximoua"}, "ItemResponseCertificateResponsePublic": {"type":"object", "properties":{"status":{"type
":"integer","format":"int32"},"data": {"Sref":"#/components/schemas/CertificateResponsePublic"}
},"description":"CraunapTU3MPOBaHHEN OOBEKT OTBETa CepBMCa, CcoIepXaumi OOMH eIVMHCTBEHHEM
synemeHT" }, "KeyUsageDictResponsePublic": {"type":"object", "properties": {"id": {"type":"string","d
escription":"llepeuncrienue MCIIOJIbE30BAHUS
xipoda', "enum" : ["DIGITAL SIGNATURE", "NON REPUDIATION","KEY ENCIPHERMENT", "DATA ENCIPHERMENT","K
EY AGREEMENT", "KEY CERT SIGN","CRL SIGN","ENCIPHER ONLY","DECIPHER ONLY", "UNKNOWN"]},"value": {

"type":"string","dgscription":"HammeHOBaHme

syemeHTa"}, "description": {"type":"string", "description":"Onucauue MCIIOJIbE30BAaHUSA
xyoua"} }, "description" :"O6wekT oTBeTa cepBuCa, conepxalmi IIaHHBIE MCIIOJIb30BaHNUA
ximoua"}, "CollectionResponseSubjectResponsePublic": {"type":"object", "properties": {"status":{"ty
pe":"integer","format":"int32"}, "data": {"Sref":"#/components/schemas/DataSubjectResponsePublic
"}},"description”:"CraHmapTmu3MpPOBAaHHLIM OOBEKT oTBEeTa cepsBuca, conepxammm KOJIJIEKLIUIO
syemeHToB" }, "DataSubjectResponsePublic": {"type":"object", "properties": {"range":{"Sref":"#/comp
onents/schemas/Range"}, "items": {"type":"array", "description":" Konnexunsa
syieMmeHTOB", "items": {"Sref":"#/components/schemas/SubjectResponsePublic"}}}, "description": "lojse
3Hadg HarpysKa C KOJIJIEKLIMEN
synemeHTOB" }, "ResourceltemResponsePublic": {"type":"object", "properties": {"id":{"type":"string",
"description":"ID PecypCcHOM
cucTeme", "format" :"uuid"}, "commonName": {"type" :"string", "description":"Obmee HamMmeHoBahnme (CN)
PeCcypCHOM cucteMms"}, "distinguishedName": {"type":"string", "description": "Ornmuanmmecs VIMS
pecypCcHOM cucteMe"}}, "description":"OrBeT: pecycpHasa cucTema
(coxpameHnHu) "}, "SubjectNameFieldItemResponsePublic": {"type":"object", "properties": {"values": {
"type":"array","description":"3HaueHnsa aTpubyTa
cybrvexTa", "items": {"type":"string", "description":"3Hauenus aTpudbyTa
cybwexra"}},"editable": {"type":"boolean", "description":"dmar: PenaKTUpPy ML
aTtpubyT"}}, "description":"OTBeT: HOaHHBIE aTpubyTa
cybwexra"}, "SubjectResponsePublic": {"type":"object", "properties": {"id": {"type":"string", "descr
iption":"ID cybwexkTa", "format":"uuid"}, "commonName": {"type" :"string", "description":"Obumee
HamMeHOBaHMe (CN) cyBwexTa"},"distinguishedName": {"type":"string", "description":"Ornnuanmeecs
HaMMeHOBaHMue (DN)
cybwbekTa"}, "resource": {"Sref":"#/components/schemas/ResourceltemResponsePublic"}, "subjectName"
:{"type":"object","additionalProperties":{"Sref":"#/components/schemas/SubjectNameFieldItemRes
ponsePublic"},"description" :"OramuunureasHoe VM
cybrexkTa"}, "subjectAltName": {"type":"object", "additionalProperties": {"Sref":"#/components/sche
mas/SubjectNameFieldItemResponsePublic"},"description": "JonosHUTEIbHOE VM
cybwexkTa"}, "isConnected": {"type":"boolean", "description":"dmar: NOIKJIIOUeHUE cybbexkTa K
pecypcuou cucrteme"},"isBlocked":{"type":"boolean","description":"dnar: OJOokMpPOBKa CyOBEKTa B
pecypcHOM cucteme"}, "modify": {"type":"string", "description":"IaTa " Bpems OBHOBJIEHUS B
pecypCHOM cucreme", "format":"date-
time"}, "certificatesCount": {"type":"integer", "description":"KomuuecTBO

ceprudmxaTor”, "format":"int64"}, "updated": {"type":"string", "description":"OaTa n BpemMsa
obHoByeHusa", "format" :"date-time"}, "created": {"type":"string", "description":"JaTa " Bpems

cozzmaHua", "format":"date-time"}}, "description":"OreeT:

cybwexT"}, "ItemResponseSubjectResponsePublic": {"type":"object", "properties":{"status": {"type":
"integer","format":"int32"},"data": {"Sref":"#/components/schemas/SubjectResponsePublic"}}, "des
cription":"CraHIapTU3MPOBaHHEIM OOBEKT oTBETa cepBuca, coIepxaumi OOVH €IMHCTBEeHHEIN
syemMeHT" }, "GetApiVersionResponse": {"type":"object", "properties":{"status": {"type":"integer","f
ormat":"int32"},"data":{"Sref":"#/components/schemas/VersionResponse"}}},"VersionResponse": {"t

ype" :"object", "properties": {"version":{"type":"string", "description":"Bepcusa
Mmonmynsa"}},"description":"O6rvekT oTBeTa, cormepxaumii Bepcuio Monmynsa'}l},"securitySchemes": {"X-API-
KEY": {"type":"apiKey", "description":"API Key", "name" : "X-API-

KEY","in":"header"}, "token": {"type":"apiKey", "description":"Token", "name":"token","in":"header
"}, "X-AECA-Principal-ID":{"type":"apiKey", "description":"UUID", "name":"X-AECA-Principal-
ID","in":"header"}, "X-AECA-Is-Account": {"type":"apiKey", "description":"Is Account", "name":"X-
AECA-Is-Account","in":"header"}, "X-AECA-Principal-

Name": {"type":"apiKey", "description":"Principal name", "name" : "X-AECA-Principal-
Name","in":"header"},"X-AECA-User-Role": {"type":"apiKey", "description":"Role", "name" :"X-AECA-
User-Role", "in":"header"}, "X-AECA-User-

Authorities":{"type":"apiKey", "description":"Authorities", "name":"X-AECA-User-
Authorities™,"in":"header"}, "X-User-Session-Id":{"type":"apiKey", "description":"Session

ID", "name":"X-User-Session-Id","in":"header"}}}}
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OBO3HAYEHUNA N COKPALLEHNA

o]@ - OnepaumMoHHas cuctema
rno B MNporpamMMHoe obecneyeHune
LP LleHTp perncTpaumm
LC - LeHTp ceptudmkaumm
API - Application Programming Interface
CRL - Certificate Revocation List
AlA - Authority Information Access
URL - Uniform Resource Locator
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